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ABSTRACT
With the rising popularity of cloud storage and its
ever-increasing versatility, many enterprises and
individuals have jumped on the cloud bandwagon. This
increased adoption of cloud storage had amplified the
demand for cloud forensics, the cross-discipline
between cloud computing and digital forensics. Cloud
storage forensics is deemed the emerging challenge to
digital forensic investigator since it allows an
application on the local system to connect to the cloud
storage and automate synching of files. When misused
as a tool of crimes, investigators can expect to find
evidence and traces of criminal activity in both local
system and cloud providers. Forensic implications of
Dropbox, an online cloud storage service with millions
of users are the focus of this study. Dropbox client
application on Windows 10 platform was examined and
relevant valuable artifacts were presented.
Keywords : cloud storage, cloud forensics, digital
forensics, Dropbox.
I. INTRODUCTION
Digital forensics on cloud application is challenging
because of its dynamic and distributed nature. Standard
guidelines for digital forensics may not be fully
appropriate for evidence in cloud environments.
Consequently, practitioners tend to perform the
investigation based on their own judgement and nature
of the case. Since cloud is where the evidence resides,
cloud is now the digital evidence which need to be
preserved and acquired. The real challenge starts on
acquiring them as a forensic copy, detecting any other
laptop which had previously accessed to the storage or
uploaded items to the cloud.
Dropbox Forensic is the examination of Dropbox
cloud storage data, related files and configuration to
determine who what and why in any investigation that
uses Dropbox cloud as a subject or a tool of crime.
Dropbox cloud storage service, with more than 500
million users worldwide received a lot of attention in the
field of digital forensics. [1] [2] and [3] examined
popular cloud client apps and identified artefacts of
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forensic interest. These research work on Dropbox
forensics were carried out and published before year
2016 on Windows 8 platform. There is a gap in
technology few years later, therefore a more
comprehensive forensics study on the latest Windows
operating system is required.
Our study is focusing on the use of Dropbox on a
Windows 10 system. Dropbox is a web-based file
synchronization and sharing service. Its primary feature
is the ability to sync files across systems and devices
automatically. A Dropbox client is required on a system
that wishes to participate in this synchronization. The
client runs constantly looking for new changes locally in
the designated Dropbox folder and synchronizing with
cloud as required. Dropbox supports across a variety of
desktop and mobile operating systems. Users can access
their files and folder at any time from the desktop,
mobile applications or through any application
connected to Dropbox.
By determining the data remnants on client devices, we
contribute to a better understanding of the types of
terrestrial artifacts that are likely to remain for digital
forensics practitioners and examiners. This study also
discussed the challenges that forensic analyst faced
during the acquisition and examination in cloud
environment.
II. RELATED WORKS
A study of Dropbox Forensic by Frank McClain [4]
examined registry, database files and network activities
of the client application. The authors concluded that
Dropbox directory in user profile and uninstall entry in
registry both contain important information regarding
Dropbox application in the local drive. Aside from that,
the research also highlighted additional information that
can be obtained from Dropbox database files and
registry. To view system information of the Dropbox
configurations and recent file activities, one may refer to
dropbox.cache folder, or filecache.dbx database file.
Additionally, Internet history should provide
information verifying account synchronization. This
information is essential to point Dropbox investigations
towards the right direction.
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On the other hand, Daryabar et. al. [1] examined
popular cloud client apps and identified artefacts of
forensic interest. The research presented a tool
taxonomy which provides investigators with a
searchable catalog of tools that can meet their technical
requirements during cloud forensic investigations.
A research undertaken by Darren Q. et al. [2] to
determine the data remnants on a Windows 7 computer
and an Apple iPhone 3G after using Dropbox by a user.
Information sources identified during the research
include client software files, prefetch files, link files,
network traffic capture, and memory captures.
Another comprehensive investigation conducted back in
2012 by H.J. Chung et. al. [3] on cloud storage services
such as Amazon S3, Dropbox, Evernote and Google
Docs. In this research work Dropbox version 1.1.35 for
Window 8 was investigated. A newer research is needed
to ascertain artifacts of Dropbox in Microsoft newer
operating systems. Our research is here to patch the gap
III. CLOUD FORENSICS TOOLS
Dropbox Decryptor from Magnet Forensics [5] has the
capability to decrypt Dropbox database files –
filecache.dbx and config.dbx, which are both encrypted
SQLite databases. From both of the files, one will have
access to list of the files that have been synced to
Dropbox, registered email address of the said Dropbox
user, list of changed files, HostID, local path to the user
Dropbox folder and many others.
Another tool named Internet Evidence Finder Triage
[6] released by the same company, Magnet Forensic.
This tool finds hundreds of digital forensic artifacts by
parsing and carving data from allocated and unallocated
space on computers, smartphones and tablets. In
particular, this tool can help forensic examiner to find
the remnants of Dropbox files and configurations and
resulted them with details including file names, file sizes
and more.
There is another free forensics tool called Dropbox
Reader released by ATC-NY [7]. It is a set of Python
scripts provide investigators with information about a
Dropbox user’s account and activities, such as the
registration e-mail, Dropbox identifier and most
recently changed files. The scripts output information
from Dropbox config.db and sigstore.db and this allows
investigator to acquire information about the registered
Dropbox account, shared directories, and synchronized
files. This tool can run on Windows, Macintosh, and
Linux systems
IV. DROPBOX FORENSICS
A. Investigation Methodology
In this research work, system registry changes due to
installation and uninstallation had been examined
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without relying on commercial cloud forensics tools
stated in section III. Network activities such as
connection from clients to the server for files access,
update linked devices when files being added, changed
or removed were also being investigated in this forensics
analysis with network tools such as Wireshark,
CurrPorts and LiveTcpUdpWatch. Lastly, artifacts
block such as database and binaries files were parsed and
examined with SQLite DB tools. SQLite file such as
config.db, sigstore.db etc. contains some info about the
local Dropbox installation and account. It shows account
information, the email address associated with the
account, and current version/build for the local
application which could provide more insights to the
investigators.
B. Installation and Uninstallation Changes to Registry
The installation of Dropbox in the windows will create
new
Dropbox
folder
in
the
directory
“C:\Users\username\”.,
“C:\User\username\AppData\Local”,
and
“C:\User\username\AppData\Roaming”. These folders
contain information regarding the data that comes along
with Dropbox installations.
A lot of interesting changes occurred during the
installation process. Several registry values were created
during the installation process of the Dropbox. Registry
changes took place in the following key hives:
HKLM\SOFTWARE\Policies\Microsoft\Cryptography
HKLM\System\CurrentControlSet\services\WinSock2\Param
eters
HKCU\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon
HKLM\System\CurrentControlSet\Services\Tcpip\Parameters

HKLM\SOFTWARE\Policies\Microsoft\Cryptograph
y is the cryptography registry that contains detailed
description of the Microsoft Cryptography functions,
interfaces, objects and other programming elements. It
also deals with digital certificates, certificate services
and certificate enrolment control. The changes within
this key hive indicates that Dropbox is creating or
setting a lot of parameters in the cryptography registry
file.
It was also noted that Dropbox creates new entries in
Winsock, which is a technical specification that defines
how Windows network software should access network
services, especially TCP/IP. Dropbox alters network
connectivity structure as well as TCP/IP registries.
Winlogon registry is the component of Microsoft
Windows operating systems that is responsible for
handling secure attention sequence, loading of user
profile during logon, and optionally locking the
computer when a screensaver is running (requiring
another authentication step). The actual procurement
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and verification of user credentials is left to other
components. Winlogon is a common target for several
threats that could modify its function and memory
usage. During installation Dropbox made new entries in
the WinLogon services which creates a serious threat.
Fig. 1 shows some of the parameters of the WinLogon
registry.

Figure 2 Registry after installation

Figure 1 WinLogon registry

Very often trojans tend to manipulate Userinit.exe
and the action of Dropbox editing registry in this
particular section is pretty dangerous and suspicious.
The changes in the registry before and after installation
of Dropbox can be traced using RegShot [8]. Regshot is
an open-source (LGPL) registry compare utility. A
registry image before the installation and one after the
installation were saved and compared. Based on our
observation, approximately 1198 new values related to
Dropbox were added to the Registry (Fig. 2). Also, a
similar test was performed after the uninstallation of
Dropbox. 662 keys were found to be deleted from the
registry (Fig. 3).

Figure 3 Registry after uninstallation

Figure 4 Remnants of Dropbox registry
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Even after Dropbox client had been uninstalled,
Dropbox folder remains in the system, located at
“%AppData%”. By just looking at the registry, one can
determine whether there has been an installation of
Dropbox. Fig. 4 depicts the remnants of Dropbox
registry after uninstallation. We can see from the second
highlighted row that Dropbox.exe was previously
executed on the system.
C. Network Activity
When folders and files are being synchronized, there are
network activities that serve as good artefacts for
investigation. Dropbox claims to keep the data
encrypted, to verify that the connection that the data is
transmit on HTTPS or SSL/TLS protocol, packets were
captured while uploading the file to Dropbox cloud
storage.
URL to Dropbox web account is a secure connection
https://www.dropbox.com/home#.
Nslookup
was
performed to resolve the IP address of
www.dropbox.com and the IPs are found to be
162.125.248.1 2620:100:6040:1::a27d:f801 (Fig. 5)

between the client software and the server is built on
HTTPS. All files stored on Dropbox servers are
encrypted (AES 256). The connections between the
clients and the Dropbox servers are secured with SSL.
Uploaded data is encrypted with AES. The AES key is
user independent and only secures the data during
storage while transfer security relies on SSL.
Packets
captured
by
Wireshark
and
LiveTcpUdpWatch reveal a HTTP non-encrypted
connection with Dropbox server and is recognized as the
desktop notification.

Figure 6 List of Dropbox connection in LiveTcpUdpWatch

Figure 5 Resolving Dropbox IP address

Investigation with Wireshark reveals that the
connection protocol is “TLSv1” and using TCP port
443, which represents secure https with encrypted
communication. Dropbox’s transmission protocol
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D. Dropbox Related Files and Issues
Dropbox
binaries
are
installed
into
%AppData%\Dropbox\bin instead of the standard
%PROGRAMFILES%. Dropbox installation directory is
not in standard Program Files %PROGRAMFILES%,
but instead Dropbox binaries are installed into
%AppData%\Dropbox\bin under the user profile. On
Windows
10
it
falls
under
Users/username/AppData/Roaming/Dropbox.
Dropbox stores information about the host locally,
located at %AppData%\Dropbox folder. It was
discovered that Dropbox client uses only the host_id to
authenticate. host_id is located inside config.db of
Dropbox folder. The file could be read using SQLite DB
tool.
Using host_id for authentication had raised a security
issue. The concern is that config.db file is completely
portable and is not tied to the system. If someone gets
access to a config.db file, he or she can use HEX Editor
to find the path of Dropbox installation and replicate it
the folder location and this will in turn resync all the
files of that particular account.
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VI. CONCLUSION
There are a lot of local artefacts from using Dropbox
applications. In general, all these cloud-based services
will create such artefacts that are useful to forensic
examiner. All the research from this study may not be
true by the time this paper is published as there will be
newer updates or versions of Dropbox that might have
completely different settings and configurations as the
one we research on. Our research findings from this
study hopefully will educate people or forensic examiner
on what Dropbox forensic is and helps them understand
the impact of Dropbox forensic can add to cloud forensic
field.
ACKNOWLEDGEMENT
This research is supported by UNITAR Internal
Research Grant IG15/42-2019.

ISSN: 2231-5381

doi : 10.14445/22315381/CATI3P207

Page 49

