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Abstract - This article implemented an application of True Random Number Generators based (TRNG) design using All
Digital Phase lock loop (ADPLL) to send secure IR (Infrared) sensor data wirelessly using Bluetooth HC-05 Module. This
unique approach for secure wireless transfer of IR sensor data is realized on the Field Programmable Gate Array and
designed with Xilinx Vivado. TRNG using ADPLL is made with NOR gate-based ring oscillators (RO) and flip-flops(FF) which
are used to generate different forms of entropy. The key for the IR sensor information encryption algorithm in this study is
comprised of random bits generated by a TRNG. Transferred active low-IR sensor data encrypted using TRNG to another
device wirelessly via Bluetooth module to achieve secure wireless data transmission. The Arduino UNO board is used to
interface encrypted/decrypted IR sensor data, HCO5 Bluetooth enslaver/slave data, and display the data. The scientific novelty
of this study is developing an application that uses an ADPLL-based TRNG as a cryptographic system to transmit safe IR
sensor data wirelessly via a Bluetooth module. Unlike prior approaches, this work demonstrates that a viable FPGA-based
wireless application utilizing TRNG may be produced by primarily utilizing the onboard ADPLL and ring Oscillator, as well
as a few basic logic parts (1 LUT (Lookup Table) for Transmitter Tx and 2 LUTs for Receiver Rx). Passing the NIST test
demonstrates the unpredictable and unique nature of the output TRNG bitstreams employed in the architectures. As a result,
the suggested wireless application utilizing the TRNG cryptographic approach is suitable for use in various fields, including
security network systems and industrial applications.
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1. Introduction

Humans have grappled with the issue of data security
from the beginning of the 21% century. As a result of their
perspective, numerous ways of protecting ICs (integrated
circuits) have been developed. Almost all cryptographic
operations require random numbers. A randomly generated
sequence of numbers is required for all encrypted structures,
including initialization vectors, block padding, nonces, and
keys. Since most of these random bit sequences were
broadcast in the open domain, a passive hacker has a decent
chance of evaluating the RNG's output and exploiting any
detected vulnerabilities. As a result, RNGs (Random Number
Generators) used in encryption methods should always be
viewed as a critical component of the overall encryption
process. A vulnerability or flaw in the RNG can result in the
system's complete failure [1]. The famed Netscape V2.0
browser hack exemplifies a successful attack on a weak
random number generator [2]. With an increasing reliance on
data from various apps, smart devices, and sensors, the
integrity of the transmission network gets critical. Consumer

confidentiality must be appropriately secured using a secure
yet robust RNG, such as the TRNG. Random number
generators are indispensable units of all encryption
techniques since these were used in block ciphers, digital
signatures [3], and one-time padding [9].

Additionally, the topic of RNG discusses Deterministic
random bit generators (DRBGSs) based on hash functions and
the Secure Hash Algorithm SHA-256 cryptographic approach
[4]. With rapid digitalization, data protection is becoming
more important in many digital applications, and cyber
security threats are attracting more attention worldwide [5].
In recent years, as network (wired or wireless)
communications of digital technologies have become more
popular, the security of data transmission, which includes
information data, voice, images, and video, is becoming
extremely significant [6]. As a result, the demand for secure
encrypted communication systems is rapidly increasing.
Numerous cryptographic techniques have been developed to
overcome these limitations.
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In this case, cryptography's fundamental difficulty is the
generation of lengthy, unpredictable random numbers. This
requirement may generally be satisfied by merging different
software or hardware designs capable of generating randomly
generated permutations and providing the necessary secret
keys for efficient encryption algorithms [7]. The greater the
random bitstream's unpredictability, the higher the quality of
the random number, and the less likely an attacker will be
able to retrieve its information [8]. Today's growing demand
for wireless communication users has heightened the
importance of security and protecting information transferred
by the user over an unsecured network from unauthorized
access. Because data is shared across a wireless network, it
must be authenticated and well protected. The most critical
aspect of wireless communications is the security between
different devices. This study aims to propose a secure
connection network that uses a TRNG as the encryption
architecture and is based on ADPLL. Bluetooth technology is
used to create the wireless connection, whereas TRNG, based
on a single ADPLL [10], establishes a secure algorithm for
data exchange. Building a network using the embedded
Bluetooth technology allows the equipment to communicate
with one another in low-power standalone mode anywhere.
This wireless technique is highly advantageous in the
residential area since there is minimal hardware for smart
equipment communication. It could be cost-effectively used
for residential automation. Working at the unlicensed, widely
used 2.4 GHz frequency, it can connect electronic technology
inside a radius of 10 meters (expandable to 100 meters by
enhancing the signal strength) at a rate of 1 Mbps [11].
TRNG is more secure due to the absence of similarity
between the last generated bitstream and the preceding one
[8]. The paper proposes a secure mechanism for defending
against physical attacks on the security and confidentiality of
applications and sensitive data. FPGA implementation of IR
sensor data transmission and reception using a TRNG-based
wireless communication system is used to establish a
configurable framework for safe wireless data transfer
utilizing a TRNG with a single ADPLL as the cryptographic
approach. An efficient implementation of the complex
cryptographic  algorithms  employing TRNG  was
accomplished on the Artrix-7 (XC7A35T-CPG236-1) FPGA
board. This technology is developed for extensively utilized
in portable electronics, where power usage is a critical factor
to consider.

Moreover, emulation of the ADPLL in FPGA can
minimize design duration and complication while also
improving the efficiency and performance of the ADPLL
[12]. Three key design objectives for hardware
implementation are reduced area or cost, reduced latency to
reduce the time required to encrypt a single data sequence,
and maximum throughput to encode many cipher codes
concurrently [13]. These performance criteria include a
balance between area, speed, and cost. Bluetooth technology
was preferred above others because it is already built into
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most smart devices, is inexpensive to integrate, requires little
energy, and gives security over short distances [14]. Whereas
FPGAs are a suitable candidate for incorporating
programmable hardware in cellular communication systems.
FPGAs are commonly used in digital signal computation and
telecommunications technology. FPGAS' properties, such as
high parallelism, large gate counts, and low-power
packaging, allow for significant savings in memory usage,
processing complexity, and energy consumption [16].

Pandey et al. [15] used the PRESENT lightweight block
cipher technique to complete the encryption and decryption
operations. The designed PRESENT system handled 64-bit
inputs and a key size of 80/128 bits. The OTF (Open
Telecommunications Framework) design was also used to
calculate the initial key for the dynamic keys. The
encryption/decryption operation was then completed using
the created intermediate keys. The iterative approach
mentioned in the decryption is applied to obtain a better
compromise between time and area. The energy usage of the
PRESENT design is significant at a lower frequency when a
substantial number of keywords (128 bit) were processed.
Cherkaoui et al. [17], drawing inspiration from Sunar et al.,
developed a unique concept wherein the ROs were
substituted with a Self-Timed Ring (STR). An STR is a
multistage synthesizer capable of maintaining a constant
phase difference between its output signals. As a result, this
architecture is resilient to the most often exploited flaws in
TRNGs with ROs. Cherkaoui et al. TRNG design . It appears
robust (no known vulnerabilities) but consumes a substantial
portion of the power and board area. Paper [18] presents a
novel wireless digital cryptography hyperchaotic network
infrastructure based on radio frequency (RF) networking
standards for protected real-time data or information
transmission. Here the acquired simulation results indicated
the utility of integrating the Zigbee (Xbee or Wireless
Fidelity) standard, which is recognized for its strong noise
resistance, with hyperchaotic communications security. But
due to the high power consumption by its wireless network,
this system is unsuitable for many portable standalone
devices.

SensoRNG is an experimental framework that serves as
a concept for evaluating the performance of a sensor-based
RNG, as demonstrated in [19]. In their paper, the authors
provide an exploratory analysis of random number
generation on sensor-equipped devices and techniques for
their implementation. The author validated the claims using a
prototype model entitled SensoRNG, which employs sensor
noise as the seed for entropy to produce random numbers. [7]
Discusses the development and operation of a TRNG design
on a Xilinx XCKU040 FPGA. Entropy is generated by jitter
from the (Phase-locked Loop) PLL and metastability of the
Flip-Flop. In addition, the results demonstrate that a TRNG
design with an output of 100 Mbps bitrate may be
constructed using just eight D-Type FF, seventeen LUTS, two
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counters, and a lesser number of Configurable Logic Blocks
(CLB). Due to the huge number of resources, the design
becomes more complex and consumes a lot of energy. [20]
Proposed a high-speed chaos-based RNG be developed with
field programming gate array based on their chaotic design.
The architecture operates at 293 MHz, provides an output bit
rate of 58.76 Mbps, and meets both NIST 800-22 and Federal
Information Processing Standard (FIPS 140-1) specifications
[21]. Presented a TRNG entirely dependent on a ring
oscillator's metastability entropy. Moreover, according to the
paper, a digitized TRNG depending on a Meta-Ring
oscillator generates the highest level of entropy, resulting in a
significant increase in the nominal 140 Mbps throughput.
The entropy seeds generated from the ring oscillator's
metastability are not enough to produce high quality unique,
unpredictable random sequences. Hence this design can be
readily attacked at a different level while embedded in the
wireless communication system. The ring oscillator RNG
scheme was initially presented by [22] and utilized some
simple ring oscillators XORed and processed by a simple D-
type flip-flop (D-FF). The disadvantages of this approach,
despite the simplicity of the design, are that it requires a great
deal of area on an IC and consumes a great deal of energy.
Moreover, this circuit needs to be protected from external
changes due to the power supply and substrate signal;
otherwise, attacking this generator becomes easier. The
author of [23] proposes a TRNG with an FIR as the loop
filter of the ADPLL. Here the design used 3™ order low pass
filter as the loop filter instead of a conventional K-counter,
which reduced power consumption to 0.072w for FAT-1.
But one of the major disadvantages of the design is the low
throughput of 200Mbps, which will be very difficult in
wireless transfer-based applications like loT and other
designs.

The proposed wireless system for secure IR sensor data
transfer application using ADPLL-based TRNG architecture
has key advantages over the existing designs. TRNGs used in
our wireless application for encrypting based on the digitized
ADPLL have various advantages over PLL-based TRNGs,
including low power consumption, reduced area
requirements, ease of synthesizability, and the ability to be
entirely redesigned in less time. Moreover, TRNGs based on
a programmable FPGA architecture is more adaptable,
quicker, and simpler to operate than TRNGs based on analog
circuits [24]. It is completely independent of the FPGA
manufacturer, does not require human placement, and is
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routed automatically during manufacturing, resulting in a
very portable gadget. Additionally, they build a network with
the embedded Bluetooth technology, allowing appliances to
communicate with one another in low-power standalone
mode anywhere. Due to its presence in most consumable
electronics devices, the Bluetooth base system can be
integrated at a low cost. Most importantly, it provides
security through its short-range applications and pairing
function [52]. This wireless approach is especially suitable in
household scenarios, where smart device connecting
infrastructure is limited. This design flexibility permits the
use of a diverse set of algorithms to accomplish certain tasks,
as well as the creation of acceptable designs based on
simulation outputs. The wireless communication system with
a secured IR sensor data transferred based on TRNGs is
divided into the following sections: 1. Introduction 2.
Proposed Wireless communication system for secure IR
sensor data transmission 3. Description of the used TRNG
designs with a single ADPLL. 4. Implementation of the
proposed  transmitter and  receiver  architecture.5.
Experimental results for the proposed TRNG-based wireless
communication system. 6. AT command mode for HC-05
module configuration. 7. Comparison and Discussion with
the existing design. 8. Discussion 9. Conclusion and Future
Work.

2. Proposed wireless Communication systems

for secure IR sensor data Transmission

Fig. 1. depicts the system's block diagram, split into two
primary sections: the transmitter and the receiver. In the
transmitter architecture, the artix7 FPGA board XORs
(exclusive OR) the original active low IR sensor data with
TRNG for encrypting it. In our suggested system, data
transfer is accomplished by employing infrared sensors. It
consists of a transmitted LED and a receiver photodiode that
detect invisible rays emerging from a digitally encoded item.
The Arduino UNO board can be used as a rapid development
tool for Very Large-Scale Integration (VLSI) test benches,
particularly for sensors. By integrating Bluetooth, the
Arduino UNO and the FPGA device become more suitable
for designing wireless signal applications. The FPGA is the
most versatile technology available for developing hardware
for virtually any purpose. The FPGA allows genuine
scalability and flexibility with its inbuilt, fully adjustable soft
processing capacity.
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Fig. 1 Block diagram of the TRNG-based proposed wireless system

Additionally, it may satisfy specific requirements by
combining programmable hardware and software on a single
chip. In this project, the Bluetooth module used is the HC-05,
a simple Bluetooth Serial Interface Communication device
module. It is designed to facilitate the establishment of
seamless wireless serial communication. Bluetooth Serial
Interface Version 2.0 is approved and supports data transfer
rates of up to 3Mbps [25]. Model number 05 denotes that the
Bluetooth device can be used as an enslaver or an enslaved
person [25]. Wireless signal transfer is achievable once the
FPGA board and an Android smartphone are connected.
Wireless technology is likely the most promising and
extensively used technology for remotely controlling
equipment. So the work provided in this paper can be used to
construct effective remote control applications with simple
tweaks and upgrades. The Infrared sensor is a type of
electronic device which used to identify particular
environmental parameters by producing or detecting infrared
light. Such sensors could also sense or monitor the
temperature and movement of an object. The IR sensor
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module includes five essential parts Tx (transmitter), Rx
(receiver), operational amplifier, trimmer pot (variable
resistor), and output LED [26]. IR sensor data can be used for
object detection and as a source of entropy in TRNG
architecture.

The 74HCT86 is a CMOS logic quad 2-input XOR Gate
with a fast speed. EOR gates and EXOR gates are two other
names for XOR gates. Logic gates use silicon gate
(complementary metal-oxide-semiconductor) CMOS
technology to achieve similar operating speeds as LS-TTL
gates while using less power. Buffer circuitry, controlled
inverter circuits, and other circuits regularly use it. Simply
connect Vcc (pin 14) and ground (pin 7) to power the
74HCT86 XOR Gate IC. The typical working voltage of the
IC is +5V. The outputting voltage on pin Y of the IC will be
the same as the IC's operational voltage [27]. The XOR gate
IC 74HCT86 is employed in our proposed system to decode
the encrypted sensor data sent by the transmitter, allowing
the raw data to be successfully retrieved at the receiver end.



Huirem Bharat Meitei & Manoj Kumar / IJETT, 70(7), 220-237, 2022

ImportIR sensor original Data

v

Encrypt the original data with TRNG to
generate key at Tx side

v

Enter the Bluetooth network credential

Check the network credential No If enter nfw credential
and retry the connection of HCO5 are correct ?
Connect to the Bluetooth FPGA with HCOS master of Tx connect with FPGA with HCOS
network slave of Rx

l

Connection between Txand Rx architecture is established
using Bluetooth newtork

l

Using XOR IC7486 gate and TRNG decryption
is done atRx side

!

Original datais Retrieved and Display

Design Flowchart. 1 Overall System process flowchart for proposed TRNG-based wireless system

224



Huirem Bharat Meitei & Manoj Kumar / IJETT, 70(7), 220-237, 2022

3. Description of the used TRNG design with a single ADPLL
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Fig. 2 Used ADPLL-based TRNG architecture in the proposed wireless communication system [10]

Fig.2 illustrates the single ADPLL-based TRNG
architecture for encrypting the transmitted IR sensor data for
securing data transmission used in our proposed wireless
communication system.

3.1. Details used of ADPLL for implementing TRNG
Architecture

We cascade our IR sensor with an ADPLL-based design
architecture with ring oscillators and a flip-flop (FF) to

generate the entire entropy source necessary for producing
the random binary string with the suggested TRNG-based
wireless communication system. ADPLL is a digital circuitry
system that can be efficiently replicated on an FPGA [28].
ADPLL is a digital implementation of PLLs [29]. It is made
up of three parts: (i) phase detectors (PDs); (ii) loop filters
(LFs); and (iii) DCO.

K Modulus Control

K clock

Mfo

DN/UP

K COUNTER

Carry {ca)
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+N COUNTER|&

J’ ID clock
| Dco Ie' 2 Nfo

N control

Fig. 3 Circuit diagram of an ADPLL [10]
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The basic ADPLL block design is shown in Fig. 3, and
most of the blocks are represented digitally [30]. XOR-Gate
[31] is the phase detector. An ADPLL is used to establish a
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link between the input phase and the output phase, as well as
the frequency. As a result, PD is utilized in ADPLL [32] to
minimize the differential between the two signals.
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Fig. 4 DSO output waveform used in TRNG based on ADPLL [10]

Figure 4 shows the TRNG based on single ADPLL
output patterns obtained by DSO. The TRNG architecture
generates random bits saved in a text file using VHSIC
Hardware Description Language (VHDL). NIST tests are run
on MATLAB software to ensure that the resulting bitstream
is unpredictable and stochastic. To check the randomness of
the generated output bitstreams, NIST tests are performed on
the series of a sequence using MATLAB version R2015a so
that it can be used in protecting our information data while
transferring wirelessly across the channel. The NIST test
evaluation of the project TRNG is shown in Table 1, proving
that the output sequence is stochastic.

3.2. Statistical analysis by NIST (National Institute of
Standards and Technology's) test

Several analytical tests employing conventional test
suites were developed to study the statistical properties of
random number generation. Using the NIST SP 800-22
standard quantitative assessment kit [33], probabilistic
evaluations of generated TRNG-based cryptographic
algorithms are generally done. The results of a performance
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test on the suggested TRNG generator employed in our
proposed wireless architecture are presented in this
subsection. Empirical tests are widely utilized to evaluate if a
binary series exhibits any of the qualities of a truly random
sequence. The measured values of P for the NIST statistical
test are summarised in Table 1. As a result, we may conclude
that the suggested application with ADPLL-based TRNG
meets all NIST requirements and creates keys with
appropriate randomness. As a result of these observations, it
is obvious that the proposed ADPLL-based TRNG keystream
is advantageous in limiting the adverse dynamic deterioration
impact induced by the finite accuracy of the digital hardware
implementation. A combination with a P-value higher to or
similar to 0.001 satisfies the NIST requirement for
randomness [34] with a confidence level of 99.9 percent. A
total of 150 random bits are used in the test. The NIST
findings for the proposed TRNG are listed in the table below,
demonstrating that the produced series is truly random data,
which improves the data security of wireless communication
systems when combined with IR sensor data.
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Table 1. NIST Study Results for TRNG based on ADPLL.

NIST Test P-value Result (P=pass ,F=Fail)
Frequency 0.0136 P
Block Frequency 0.9134 P
Run 0.000594* F
Rank 0.9945 P
DFT 0.0136 P
Serial test 0.9936 P
Linear Complexity Test 0.591409 P
Longest run Test 0.0000* F
Approximate Entropy Test 0.0165 P
Cumulative sum Test 0.9993 P
Random Excursions Test 0.0500 P

4. Implementation of the proposed Transmitter
and receiver Architecture

For real-time IR sensor data transmission wirelessly, it
contains an FPGA board and an Arduino UNO board with a
Bluetooth interface on the transmitter side. The XOR gate
(IC 74HCT86) on the receiver side of the Arduino board that
interfaces with Bluetooth has one input from the TRNG
output and receives encrypted data from the transmitter. Then
the data is displayed using the serial monitor of the Arduino
IDE (Integrated development environment) and the Arduino
Bluetooth controller mobile application. EX-OR'ing carries
out the decryption algorithm of the received encrypted data
using TRNG bitstreams. The proposed data transmitter and
receiver architectures are represented in Figures 5 and 6,
respectively, illustrating the proposed system's fundamental
components. The FPGA analyses the obtained data and
serves as the base platform for data transport. The HCO5

integrated Bluetooth Serial Communication Module was used
on both the sending and receiving endpoints to establish a
Bluetooth connection. The construction commences with
installing a Bluetooth interface across two FPGA devices,
accompanied by developing the TRNG algorithm encryption
and the IR sensor data processing. On the transmitter side, IR
sensor data was encrypted using the VHDL programming
language, while the TRNG architecture was employed on the
receiving side.

4.1. Details of Transmitter architecture

The suggested Transmitter architecture is depicted in
Fig. 5. XORing the jitter signal generated by two ring
oscillators with the 400MHz ID out signal (DCO output)
from the ADPLL and the feedback loop generated by Q1 of
DFF1 [10].

sytemck OBJECT
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100 MHz Proposed Q
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Oscillatar v
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Generator ’\j ’ Bits uNO Master
Proposed y { DFF1 DFF2
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Oscillator Clk oCk | ¥
System
Display
| 5| Divide by
ADPLL " 1Dout “| 2 counter
TRANSMITTER

Fig. 5 Transmitter architecture for the proposed wireless communication system

The output of DFF1's Q1 is then passed into DFF2's d2
together with the (Clock) CLK signal created by the counter.
Finally, Q2 of DFF2 outputs the created random sequences.

The ADPLL circuit architecture [30] utilized a center
frequency (fo) of 50 MHz using a modulus factor of k equal
to 4. fo is the center frequency, N is identical to eight, and M
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is equal to sixteen. In this case, M is a parameter with a usual
value of 8,16,32... The ID-clock signal is the DCO CLK
pulse equal to 2Nfo [29]. The parameters are displayed in
Table 2. After XORing the random bitstream produced by the
TRNG with the entropy of the IR sensor data [16], an

encrypted data stream is generated that is interfaced with the
Arduino UNO for wireless data transfer via the HCO05
Bluetooth. As a result, information or data transmitted
wirelessly using TRNG encrypted architecture is highly
secure.

Table 2. ADPLL Designing Criteria in the Suggested TRNG Framework [10]

ADPLL Design used in TRNG
Parameter Design
K 4
M 16
N 8
Centre Frequency (fo) 50MHz

4.2. Details of Receiver Architecture

The objective of the receiver architecture is to receive
data transmitted from the sending side successfully. The
receiver architecture decrypts the data using a decryption
algorithm. This section discusses the hardware setup required
to carry out the implemented task and the details of each
hardware component required to assemble the entire system
in its initial phase. After wirelessly receiving encrypted data
in the HCO5 secondary module, decryption is performed

using an XOR gate (IC 74HCT86) in conjunction with an
ADPLL-based TRNG architecture to recover the original
data. The receiver architecture, as shown in Fig. 6, consists of
four major components: a Bluetooth module HC-05 (slave
mode), an Arduino UNO (ATmega 328), and an XOR gate
(IC 74HCT86), and a TRNG architecture based on ADPLL
for decryption. The receiver successfully receives the data
transmitted by the transmitter, and the received data is
XORed with TRNG to recover the original data.

Sytem Clk
Proposed 100 MHz
D Ring
’R Y Oscillator J.
[ ] | /\ . Pulse
Hcos Randoqu d2 1€ i d \/‘ A Generator
| Slave | Bits DFF2 DFF1 + Proposed
Ring
X il Clk |< Oscillator
Arduino
UNO
System e Original | XOR Gate
Display Data IC 7486
Divide by
| 2counter [ IDout ADPLL

RECIEVER
Fig. 6 Receiver architecture for the proposed wireless communication system

5. AT command mode for HC-05 module configuration

The HC-05 Unit is a widely used and widely available Bluetooth module that can be used to enable wireless
communication in embedded projects. The module can act as both a master and an enslaved person. Serial communication is
used to link the module to a microcontroller. It's essentially a radio transceiver that operates at 3 Mbps in the unlicensed 2.4ghz
frequency, commonly recognized as ISM spectral region [35]. To configure the device in Attention command (AT) Mode, as
shown in Table 3, the module's key pin must be connected to the microcontroller. It should be switched to low logic first and
then to high logic to enter the AT mode. When the main pin is switched to HIGH logic, the module's serial connection baud
rate is set to 38400 bits per second even before it is ready to enter the order response work state. The module's preferred baud
rate for a startup is 9600 bits per second, determined when the key pin is set HIGH following the module's powering on [36].
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Table 3. Commands for HC

parity bit

Command Description Comment
AT Checking communication OK
AT+PSWD=XXXX Set Password OK
AT+NAME=XXXX Configure the Bluetooth Name OK
AT+UART=Baud rate, stop bit, theChange Baud rate oK

AT+VERSION?

Bluetooth response of version number

+Version: XX OK

Obtain configuration information from

Parameters:

device type,

module

AT+ORGL the producer gzgdel, serial parameter, passkey,
AT+ROLE=Param1 SEt Role of HCO05(1=Master oK

0=Slave)
AT+ADDR Bluetooth Address OK

6. Experimental results for the proposed TRNG-based wireless communication system
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Fig. 7 RTL Schematic diagram for the proposed TRNG used in Transmitter architecture
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Table 4. Pin details for implemented Transmitter architecture used in the proposed wireless communication system.

Symbol Details Mode FPGA Pin Arduino UNO | HCO05 IR Pin
Pin master

CLK System Clock Input W5

t T-FF Input V17

rst Reset Input V16

gl Output random bit Output Al4

IR-sensor Sensor input Input K17 ouT

xorout Encrypted data Output M18 8

TX UART Transmitter output Output RX TXD

Rx UART Receiver input Input TX RXD

Vce Power Supply USB port | 5vVDC Vce Vce
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Table 5. Pin details for implemented Receiver architecture used in the proposed wireless communication system.

Symbol | Details mode FPGA Pin | Arduino UNO | HCO5 master IR Pin
Pin
CLK System Clock Input W5
t T-FF Input V17
rst Reset Input V16
g3 Output random bit Output Al4
Tx UART Transmitter | Output RX TXD
output
Rx UART Receiver input Input X RXD
Vce Power Supply USB port 5vDC Vce Vce

6.1. Encrypted and decrypted output of the proposed Architecture
Using the serial monitor of the Arduino IDE and the Mobile Bluetooth controller software, the outcome of the TRNG
encrypted with IR sensor data transfer wirelessly via the HC05 module is shown in Fig. 9, 10, and 11.

] | ]
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1
1
1
1
1
0
0
0
0
0
0
0
0
0
0
0
1
masterSensoroutput 4 » Zoom: &, '

The output of transmitter architecture is displayed on the
serial monitor of Arduino IDE. Here the IR sensor data
coming from the object is encrypted using ADPLL-based

Fig. 9 Transmitted IR sensor data using Master HCO5 Bluetooth displayed on Arduino IDE
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Fig. 10 Transmitter IR sensor data displayed using Arduino Bluetooth Control app
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The output of the transmitter displayed of Arduino Bluetooth controller application used in ADPLL based TRNG wireless

communication system
29 coMa
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criginalsenscr data
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slavesenaor data
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data

data

data

data

data

data

data

Fautosaol ] Show tmestamp

Fig. 11 Received IR sensor data using Slave HC05Bluettoth displayed on Arduino IDE

The proposed workstation demonstrates the wireless
transmission of real-time encrypted IR sensor data utilizing
ADPLL-based TRNG architecture. The complete
experimental setup for the proposed TRNG-based wireless
communication system is shown in Fig.12. Here breadboard

is used to realize the description of data using the XOR gate.
Fig 12 shows that the IR sensor detects no objects, producing
a logic high output binary value passed as one input to the
transmitter side XOR gate circuit and another input from the
TRNG output.
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Two Arduino boards are used for master and agent configuration. Using a master-slave configuration, IR sensor data is
transferred securely from the transmitter side to the receiver side wirelessly. Whereas Fig 13 depicts the receiver side of the
experiment, where decryption is carried out utilizing an XOR gate (IC 74HCT86) in combination with an ADPLL-based

TRNG architecture to obtain the original information.

o

Fig. 13 Experiment setup of t

6.2. Synthesis results for the proposed architecture

A series of statistical tests are used to evaluate the
quality of the proposed design's random number generator.
The synthesis report indicates that the designed transmitter
architecture has a data path delay of 4.939 ns, and the

L
he proposed Receiver (Rx) architecture-based wireless communication

number of LUTs utilized is 1. In contrast, the receiver
architecture has a data route delay of 1.469ns and a resource
consumption area of only 2 LUTs. Table 6 contains the
synthesis outcomes for the proposed wireless architecture
using TRNG.

Table 6. Synthesis Outcomes of the Built TRNG Architecture for Wireless Design

Parameter Proposed design

Transmitter (Tx) Receiver (Rx)
Total On-Chip Power (W) 0.074 W 0.076 W [10]
Data path Delay (ns) 4.939 ns 1.469 ns[10]
Area (Number of 4 input LUTS) 1 2 [10]

7. Comparison with the Existing design

Table 7 analyses the efficiency of several TRNGs,
whereas Table 8 compares numerous TRNG topologies from
the synthesized report. The approach we recommended
makes greater use of the hardware resources available.
Furthermore, Tx architecture consumes 7.4 mW, and Rx

architecture consumes 7.6 mW, much less than other
literature. Table 8 shows that although using fewer hardware
resources and consuming less power, the architecture's
overall output bitrate is unaffected, with a maximum of
202.47 Mbps for the Transmission system and 680.73 Mbps
for Reciever systems.

Table 7. Comparative analysis of various designs

Citation Entropy Device Hardware Post-
resource processing
Proposed Tx for Metastability/Jitter Xilinx Artrix-7 FPGA 1LUT Not done
implemented
application
Proposed Rx for Metastability/Jitter Xilinx Artrix-7 FPGA 2 LUTs Not done
implemented
application
[7] Metastability/Jitter Xilinx XCKU040 1PLL Done
5 Primitives
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5 Slices
[23] ADPLL Xilinx 1LUT Done
jitter/Metastability XC7A35T-CPG236-1
[37] Metastability Altera Cyclone 1l 511 LUTs Done
[38] Ring oscillator Xilinx XC5VLX50T 147 LUTs Done
[39] RS-Latch Xilinx XC4VFX20 580 Slices Not done
[40] Chaotic ring oscillator Xilinx XC6SLX16 44 L UTs Done
[41] PLL jitter Altera Stratix 120 LE Done
[42] Metastability Virtex-5 nfaLUT Not done
64 Latches
[43] Free running ring Xilinx Spartan-6 FPGA | 10 LUTs and 5 FFs Not done
oscillator
[10] Metastability/Jitter Xilinx XC7A35T 2 LUTs and 1 Slice Not done
Table 8. Assessing the synthesis outcomes of several TRNG architectures.
Citation Area Power Speed Post Testing Platform
(millimeter?) processing
Proposed Tx | Not Applicable 7.4 202.47 Not done NIST SP800-22 Field
for mw Mbit/s Programmabl
implemented e Gate Arrays
application
Proposed Rx | Not Applicable 7.6 680.73 Not done NIST SP800-22 Field
for mw Mbit/s Programmabl
implemented e Gate Arrays
application
[23] Not Applicable 7.2 200 XOR NIST SP800-22 Field
mw Mbit/s Programmabl
e Gate Arrays
[44] 0.02 0.8 25 Not Done FIPS 140-2 0.09 um
mwW Mbit/s CMOS
[45] Not Applicable Not 4.59 XOR FIPS 140-1 and Field
Applic Mbit/s NIST SP800-22 | Programmabl
able e Gate Arrays
[46] 0.037689 1.32 50 Von NIST SP800-22 0.18 um
mw Mbit/s Neumann and TestU01 CMOS
[47] Not Applicable Not 447.83 XOR and32- | NIST SP 800-22 CPU
Applic Mbit/s bit addition
able
[48] Not Applicable 125 15 Not Done NIST SP800-22 Field
mw Mbit/s Programmabl
e Gate Arrays
[49] Not Applicable Not 2.02 6 bit LFSR FIPS 140-1 0.18 um
Applic Mbit/s CMOS
able
[50] 93.1 1.0967 127 XOR NIST 0.45 um
mwW Mbit/s CMOS
[10] Not Applicable 7.6 680.7 Not Done NIST SP800-22 Field
mw Mbit/s Programmabl
e Gate Arrays
[51] 0.057 26.1 300 XOR NIST 0.35um
mw Mbit/s CMOS
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8. Discussion

[7] talks about a TRNG that uses PLL and several FPGA
primitives. Jitter from PLLs and FF metastability from FFs is
the main sources of entropy. According to the designer, the
proposed design used less electricity and occupied nearly
minimal storage while providing a throughput of 100Mbps.
PLL, on the other hand, used more energy and occupied a
larger area than ADPLL. Hence ADPLL-based designs are
significantly preferable when constructing a dependable
TRNG. According to the study, ring oscillators are utilized to
produce jitters. An extra supply of unpredictability, ASR, is
employed to enhance the output sequences' productivity,
considerably improving the TRNG's unpredictability. In [40],
a chaos RO-based TRNG with a throughput of 125 Mbps can
be constructed as simple yet robust. Compared to the
suggested TRNG designs, [43] employs more LUTs and
produces a minimum throughput. [41] A typical digital 0.018
m n-well Complementary Metal Oxide Semiconductor
(CMOS) technology was used to construct a prototype model
with a throughput of 10 Mbps. PLL has been employed in
TRNG for a long period; current research has demonstrated
that a digitized form of ADPLL with discrete-time ring
oscillators can also be used in TRNG for secure real-time
wireless transfer of data using short-range Bluetooth
technology. As shown in Table 8, TRNG is based on a
typical chaotic oscillator as the generator of unpredictability,
similar to Chua's circuits [49], Jerk circuitry [46], and no-
equilibrium chaotic network [45], taking into consideration
chaos' lower frequency and narrowband. Analyzing the
overall output sequence of all TRNGs dependent on discrete-
time chaos reveals that [47] is substantially quicker than
various chaotic output bits due to its computation. Compared
to the TRNG space of the same CMOS technology in [51],
[50] has the largest area. The authors developed circuits with
an eight-stage pipeline ADC and a two-stage pipeline ADC,
which explains why this is the case. ADC is often employed
to create chaotic sequences with randomized values; it is
faster but requires a lot of storage space.
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9. Conclusion and Future work

This research establishes a realistic implementation of
TRNG-based IR-sensor data transmissions capable of
securing real-time data transmissions via HCO05 wireless
communication networks. We have used FPGA, Arduino
UNO, an IR sensor, HCO5 Bluetooth modules, and an XOR
gate (IC 74HCT86) to assemble a wireless communication
system. More specifically, the proposed wireless transfer
technique for establishing secure data encryption strengthens
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key extraction attacks. It protects real-time applications from
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method of our proposed wireless system. The output of the
transferred data is captured using the Arduino IDE Serial
Monitor along with the Arduino Bluetooth Control mobile
application. The design and implementation were done using
Vivado v.2015 on a Xilinx FPGA. Upcoming studies will
examine if this approach applies to various TRNG
architectures with wifi-based applications that require
considerable engineering complexity and how this entropy
source behaves when subjected to active manipulation
attacks. With the findings of this study, the wireless
application potential of ADPLL-based TRNG as encryption
algorithms is optimistic, making it the most efficient and
secure alternative for a wide variety of activities like cyber
defense, finance, and the Internet of Things (IoT)
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