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Abstract - Blockchain-based encryption is currently a searchable technique that only supports specific keyword searches. With
distributed storage on the blockchain, users can share the data without a centralized server. The cloud server and the user
have a mutual distrust due to concerns about losing control over the outsourced personal data. In the current scenario,
secretive service providers could not evaluate personal information. One of the most typical problems was locating encrypted
cloud services. Searchable encryption is an excellent way to use encrypted data sent to a remote server, such as cloud
infrastructure. Users can receive the search results without downloading the encrypted data stored in the cloud. The
blockchain-based searchable encryption approach includes fuzzy keyword search, verification of search results, and dynamic

file updates. The asymmetric searchable encryption can be deployed in index tree structures to guarantee backward and

forward privacy.
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1. Introduction

Cyber threats in cloud computing, identity theft, and
data mining-based attacks apply to blockchain networks.
Privacy leakage may occur when a successful linking attack
is an anonymous cloud dataset[1], [2]. The information
accessed by authorized users and data stored in blocks
implies that mining block data could lead to privacy
breaches. Data stored on remote cloud servers are in a
similar situation. Thus, two technologies are under threat
from both outside and inside threats. Cloud computing
resources supplement the blockchain system to enhance
security, efficiency, and service quality[3].

Distributed networks, blockchain, and cloud
computing have unique qualities and face comparable
network-related difficulties[4]. A higher degree of coverage
that integrates various network-related technologies could
include future integration. Although adversary techniques
may differ, a few cyber threats in cloud computing, for
example, identity theft and data mining-based attacks, also
apply to blockchain networks[5]. The information accessed
by authorized users and stored in blocks implies that mining
block data could lead to privacy breaches. Data stored on
remote cloud servers are in a similar situation. Privacy
leakage may occur when a successful linking attack is on an
anonymous cloud dataset[6]. Thus, two technologies are
under threat from both outside and internal threats. Cloud
computing resources supplement the blockchain system to
enhance security, efficiency, and service quality. As much as
software, hardware plays a role in computers and covers
blockchain-related equipment[7].

SSE uses cloud storage, permitting customers to send
encrypted data to a cloud server[8]. The most amazing
immediate cloud storage enables a client to safely outsource
information to an unreliable third-party cloud provider. SSE
has been the subject of considerable investigation, with
various methods proposed to accomplish contrary levels of
efficiency and safety[9], [10]. Any basic SSE approach
should have sublinear search speed, protection against
adaptively picked keyword assaults, tiny indexes, and the
ability to add and remove files swiftly. SSE allows a
customer to source an accumulation of encrypted records to
the cloud while maintaining the capacity to execute keyword
searches without disclosing any information about the
substance of the articles and requests. In recent years, cloud
computing has been prevalent for handling personal data
because of cost savings and administrative flexibility. Before
using typical data retrieval operations, such as plaintext
keyword searches, sensitive information must first be
encrypted and transferred to cloud servers. There are two
forms of encryption searched methods now available:
Symmetric Searchable Encryption (SSE) and Public Key
Searchable Encryption (PSE)[11].

1.1. Private Keyword Search

A keyword search method based on the blockchain is
called searchain. It allows a careless search in the
decentralized storage using a set of permitted keywords. In
the transfer phase, the OKSA system features a one-way
connection and a continual expense of communication. The
searchain protocol, developed by OKSA and ordered multi
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signatures (OMS), achieves order-preserving peer-to-peer
retrieval transactions. Searchain’s research and evaluation
indicate that it maintains a fair cost without sacrificing
retrieval privacy, ensuring usability. A decentralized,
encrypted storage system can provide security and private
keyword search features. Searchable encryption uses to
search encrypted data. However, implementing this
fundamental is enough to address specific dangers in the
decentralized service model. For example, peer users would
refuse to pay service costs based on fraud, while service
peers would deliberately return inaccurate results. Therefore,
create safe data adding and client-side authenticity and fair
search results judgments via blockchain-based keyword
search protocols.

1.2. Fair payment based on blockchain

Outsourcing services imply online payment and data
security challenges, and reciprocal consumer and service
provider distrust could hinder the implementation of cloud
computing. The majority of existing solutions merely
consider a single form of service and enlist the help of a third
party to ensure clean remuneration. BPay is a fair payment
system based on the blockchain for cloud computing services
and solutions. It generally ensures safe and equitable
payment of outsourced services without relying on anyone
else, trustworthy or not. BPay’s adversary model,
implementation phases, and technical requirements are
represented first, followed by the designing specifics. BPay
provides a strong foundation and is compatible with both
Bitcoin and Ethereum blockchains, according to security and
characteristics analysis. A top-down checking protocol and
an all-or-nothing checking protocol mechanism are the keys
to ensuring reliable fairness and compatibility.

Furthermore, BPay is a low-cost payment method.
Jianfeng Wang et al. [12] proposed a verifiable fuzzy
keyword search approach that thoroughly examined for
security and efficiency. Ethereum’s smart contracts, a
decentralized blockchain-based platform that offers a new
computer architecture based on trust and transparency, have
many promises. Swapping the central server for a more
secure alternative created a smart contract. A privacy-
preserving decentralized search method allows the data
owner to be confident of receiving accurate search results
without worrying about a rogue server’s possible
wrongdoings. As a result, an honest person gets what he
deserves, whereas a malicious one receives nothing. It built a
modern digital contract for a cost-effective search structure
to better support actual applications. Everyone who takes
part is rewarded equally and incentives to comply with
proper computations. Extensive tests and evaluations show
that a decentralized search strategy can use to search
encrypted data.

The method of searching for ambiguous terms returns
the results of a search. If the participant’s input is “keyword,”
the server returns a file containing the key phrase that
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perfectly matches a pre-programmed keyword[13], [14]. The
server delivers the closest possible results on a predefined
relationship if the searching input has typos and format
issues. Searchable encryption allows users to extract
documents with cipher from data in the cloud that encrypt
via a search with keywords[15], [16]. Jin Li et al. [17] use a
fuzzy keyword search technique to create storage-efficient
fuzzy keyword sets. Individuals or businesses can send
encrypted information to a cloud-based storage service using
a searchable encryption provider while searching the
encrypted text for keywords. To avoid information leaking,
users send many encrypted documents to the cloud. A
valuable resource is the capacity to access encrypted data
using a searchable encryption technique. When attempting to
generate meaningful and reliable results, most existing
searchable encryption systems exclusively focus on exact
keyword searches and ignore the practically inevitable
materials under inspection; there are typographical errors.
These techniques fail to produce the desired result whenever
the information user makes a grammatical error.

2. Relative Work and Comparative Study
2.1. Searchable Encryption

Song et al. [18] suggested a two-layered scheme based
on symmetric encryption that became a distinctive first-
generation search encryption strategy. An encryption and
search algorithm are used to search the encrypted outsourced
data. SSE (Searchable Symmetric Key Encryption) based on
Cipher Text Scanning at the server end E.-J. Goh et
al.[19]introduced Z-1DX, a safe file search method based on
pseudo-random factors and Bloom filters, and explained how
to apply it. Key design restrictions were specific set
membership tests, private database query techniques, and
cumulative hashing systems. Philippe Golle et al.[20]
investigating search options with certain keyword sections
would be fascinating. The Decisional Diffie-Hellman (DDH)
algorithm and Boolean searches on encrypted data,
Conjunctive Keyword Search, and Disjunctive Keyword
Search were all used in this model[21]. Security games do
not address the information disclosed by capabilities, which
is a significant issue.

RezaCurtmola et al. [22] pushed for security even when
people undertake more precise searches. Which systems are
the most efficient and effective so far? It considers inter SSE,
which broadens the search scope to include people other than
the owner. It proposes two new SSE constructs and an
indexing architecture called "file-keyword.” Its effectiveness
in both non-adaptive and adaptive attack scenarios. Seny
Kamara et al.[23]propose searchable symmetric encryption,
an inverted index technique, SSE’s usefulness is extremely
limited, and its possibilities of being used in real-world cloud
storage systems are small. Seny Kamara et al. [24] suggested
a new method for producing sub-linear SSE techniques and
multi-core architecture upgrades. This approach is very
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dynamic and parallelizable [25]. In [26] proposed an attribute
encryption technique, whose addition and multiplication
have a high computational cost. GUO et al. [27] present more
efficiently supporting dynamic operations in a document,
such as removals and insertions. This method analyzes [28]
the scheme using an attribute encryption technique. And
addition and multiplication have a high computational cost.
The similarity between the contents and the query request
using the vector space model.

Qi Chai et al[29] present a verifiable SSE (VSSE) technique.
On a laptop and a smartphone running Android 2.3.4, the

suggested VSSE was implemented and tested. Kurosawa et
al. [30] describe an efficient verifiable SSE approach based
on SSE-2. Under non-adaptive threats, U.C. protection is the
same as privacy and reliability definitions. Xiu Jiang et
al.[31] suggested a multi-keyword ranked search approach
over encrypted cloud Data VMRS Scheme. According to
Jianting Ning et al.[32] passive attacks develop judgments
based on prior information and notice of user queries. Present
improved attacks based on shakier assumptions about the
amount of past knowledge an attacker may gather, with
keyword recovery rates ideal or close to ideal.

Table 1. Symmetric Searchable Encryption

Survey Major Contributions Limitations
It remotely quefled encrypted data on an untrustworthy The difficulty for more complex search
Ref. [18] server and provided security proofs for the results of ueries
cryptosystems. g
Ref. [20] Boolean Conjunctive and Disjunctive keyword search over | Security games do not address information
' encrypted data using a security model. leakages
For Multiuser, the searchable Encryption "file keyword” The server’s work per returned document is
Ref. [22] index structure works in non-adaptive and adaptive assault | consistent regardless of the data size.
scenarios.
Ref. [24] Sub-linear dynamic SSE schemes have developed. The’cllent does not save and update the
tree’s root hash.
The scheme uses an attribute encryption technique. Addition and multiplication have a
Ref. [26] . .
high computational cost.
Ref. [27] The Bloom filter-based search index tree uses to identify The precision of the scheme is affected by
' the relevant documents. the search index tree.
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Fig. 1. Search Encrypted Cloud Data Framework

In Fig.1. The authoritative user has access to the server
in the cloud with a search feature via encrypted data. They
assumed that the person who owns the data and uses it had
completed mutual authentication. The data user first delivers
to the cloud server a large gathering of documents D in
encrypted form C and an encrypted search index produced
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from D. The cloud server searches the index when a user
makes a search request. It then sends back all the return
information, including the exact trapdoors. The trapdoors are
created, and the keywords are transmitted to the cloud server
by the authorized user.

2.2. Searchable Encryption Using Blockchain

Recent research has focused on resolving issues with
existing blockchain-based systems. For example, when
employing a distributed hash table technique to combine
encryption with keyword searching, the researchers
discovered that hostile nodes might sabotage search results.
However, the method could find and delete malicious nodes
because most nodes follow a self-determining approach.
To allow data exchange, Jie Niu et al. [33] advised
employing attribute-based encryption with searchable
encryption. The CPA secure(Chosen Plaintext Attack)
scheme and the CCA secure scheme are secured against Key-
Leakage. Peng Jiang et al. [34]ensure a private search with
the same retrieval order for all allowed terms. Chengjun Cai
et al. [35] proposed a multi-set, incremental hashing
technique to process data integrity checks. A decentralized,
encrypted storage architecture with secure and private
keyword search capabilities. When a client peer recognizes
erroneous search results, a storage peer claims that the client
opposes that the exemplary search service is supplied and
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refuses to pay the service price. User peers would refuse to
pay service prices, while service peers would purposefully
return incorrect results. Shengshan Hu et al.[36] created a
smart contract for constructing a search in which all players
are treated equally and have a financial incentive to support
correct computations. Aiqing Zhang et al. [37] introduced a
searchable public encryption system in the context of sharing
personal health information. BSPP (blockchain-based safe
and privacy-preserving PHI) mechanism has been created to
improve diagnosis in e-Health systems. Yinghui Zhang et al.
[38] suggested a Time Commitment Scheme, and a top-down
validation mechanism is used to determine the compatibility

of BPay. In [39] created a blockchain-based searchable
encryption scheme. The EHR extracts using a clever Boolean
technique to create the index. The smart contract for the
proposed method is designed to track monetary rewards
among participants in a multi-user setting, including
transaction fees—the cost of document 1.D.s from EHRs and
carrying out Ethereum smart contract operations. SEPSE,
safe Public-key encryption with keyword search (PEKS)
approach in which users encrypt keywords using dedicated
key servers in a threshold and oblivious way, was proposed
by Yuan Zhang et al.[40] as an alternative to KGA.

Table 2. Blockchain-based searchable encryption

Survey Major Contributions Limitations
Ref. [33] BAI-KASE scheme and Data sharing The payload is tiny
Ref. [34] ge}:rséﬁa?p]dpgtgiroeld Multi Signatures (OMS) to present a High bandwidth consumption.
Packing method - used to reduce the cost. The keyword search scheme is not proper
Ref. [36] Ethereum'’s smart contracts promise a Decentralized '
platform based on the blockchain.
Ror. (3| oo kg e s oS pyon s
Ref. [39] The EHR index's integrity, _anti-tampering, and traceability Malicious nodes could harm search results.
are all ensured by blockchain technology.
SEPSE can effectively fend off online KGA, in which each
Ref. [40] user's keyword request turns into a public blockchain Addressing Key leakage issue.
transaction.
service proof by defining some essential requirements.
Finally, suppose S fails to make enough deposits. In that
Client ResInon Server case, C can demand them from S to deliver legitimate
Preliminary Service Confirmation assistance evidence that the platform’s deployment complies
' Challenge - with the requirements standards before a given period. It’s
g worth noting that the proofing and payment of service
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Fig. 2 BPay Architecture

In figure2, Client C receives S.V. from S and subscribes
to it as a user. S can give C after S.V. imposes by S. An
initial service verification based on the blockchain C
challenges S to verify the use of cryptocurrency before
making a payment. If S is malevolent, S must first create a
claim promise to assure that C receives sufficient defense
reaction in deposits. Then, C and S collaborate to start the

accomplish through a series of steps and the initial
installation of services verification and proofing.

Server S tries to gain service fees from C as an
outsourcing service provider by enforcing the S.V.
subscription C purchased. S offers valid service proof to
obtain the service charge from C before the stage of service
payment at the specified time after the joint defense starts. S
completes the blockchain-based execution of S.V. and sends
a tentative confirmation to C after receiving C’s request for a
service subscription. Following C’s challenge, S makes the
claimed commitment.

2.3. Fuzzy Keyword Search

Data owners opt to store their data in the cloud as cloud
computing becomes more widespread, allowing them more
freedom and cost savings. More and more confidential
information would be transmitted and consolidated into
Cloud Computing. Sensitive data is frequently encrypted
before being outsourced to preserve data privacy, making
practical data usage difficult [41-43]. Existing
methodologies are unsuited for Cloud Computing because of
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this severe flaw, which hurts user searching, is complex, and
has low system effectiveness due to connection accessibility.
Fuzzy keyword search dramatically increases system
usability by providing relevant documents whenever clients’
requesting parameters match predefined keywords. If an
exact match fails, keyword resemblance criteria use to find
the most likely matched files. Cong Wang et al. [44]
presented a suppressive technique. The private trie-traverse
similarity is employed to generate search requests in this
strategy. The Basic Scheme is a Fuzzy Searching Scheme
that uses a symbol-based Trie-Traverse Searching Scheme.
Develop a storage-efficient fuzzy keyword set and an
efficient and successful search technique. To create a reliable
and efficient fuzzy keyword search technique that allows the
user to double-check the accuracy and completeness of the
search results.

In [45] proposed, the outsourced document collection is
refreshed and verified using secure fuzzy keyword search
techniques. And it has some probability issues. To make
U.C. secure against a hostile server, Xiaoyu Zhu et al.
proposed a verified and dynamic fuzzy keyword search
(VDEFS) technique. Users must detect potential misbehavior,
which necessitates searchability that can be verified.
Zhangjie Fu et al. [46] introduced a Multi- keyword fuzzy

ranked search approach, which incorporates a stemming
algorithm based on the unigram, enhancing accuracy and
allowing for other spelling errors. For cloud computing,
GUOXIU LIU et al.[47] proposed FSSE stands for fuzzy
semantic searchable encryption, providing for multi-keyword
searches over encrypted material. XINRUI GE et al. [12]
presented a fuzzy keyword search technique based on the
verified same keyword search system (VEKS). To get
efficient storage, use a linked list as a specific index, and
make an authentication label for each fuzzy word to ensure
that the returned ciphertexts are correct.

Shahzaib Tahire and colleagues[48] suggested a
revolutionary ranking Searchable Encryption (S.E.)
technique. Hong Zhong et al.[49] introduced a dynamic
multi-keyword fuzzy search approach. Uni-gram-based key
word transformation, Bloom-filter-based index/query vector
creation, index tree construction, and Index tree-based top-k
search are used in the proposed system. The index tree is
used to build a Top-k search algorithm, which
searches k files most relevant to a given query. The authors
used Locality-Sensitive Hashing (LSH), the KNN
methodology, and a pseudo-random function to ensure the
solutions' security.

Table 3. Comparison of Fuzzy keyword search

Survey Major Contributions Limitations
Ref. [43] Privacy-preserving fuzzy search is used to encrypt data in Conjunction of keywords
' Cloud Computing.
Ref. [44] The symbol-based is the Trie Traverse Searching Scheme Validity Issue
' and suppressing technigue supporting Fuzzy Search.
Ref. [45] The: c_)utsoqrced document collection is refreshed :_:md Probability Issues
' verified using secure fuzzy keyword search techniques.
Ref. [46] Introdu_ce the stemming algorithm and devglop a It only supported a single keyword search.
' revolutionary way of keyword transformation.
Ref. [47] A I_in_ked list is used for a specific index to accomplish Low search efficiency
' efficient storage.
To be implemented on the public Cloud architecture of The issue with the Multi-user setting
Ref. [48] British Telecommunications and assessed on a real-life
Voice corpus.
Ref. [49] The Bloon_1 filter construction of the index tree is used to Real-world data set demonstration
' create the index/query vector.
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359

Exact keyword search algorithms are of limited use in
real-world applications. Privacy information is encrypted, a
revolutionary verified keyword search with some fuzziness
strategy[50]. In the fuzzy keyword search strategy,[51-54]
each precise term represents three nodes in a linked list, from
which a fuzzy keyword sets to generate, instead of
developing each fuzzy keyword as its index vector to protect
against fraudulent cloud server behavior. Every fuzzy
keyword has a verification label to validate the validity of the
ciphertexts. Since it allows users to create grammatical or
formatting error discrepancies, fuzzy keyword search
increases system usability.
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A new ranked searchable encryption scheme uses
probabilistic ~ trapdoors to help defend against
distinguishability attacks. SEaaS (Searchable Encryption as a
Service) is tested using the British Telecommunications
public Cloud architecture on a real-world speech corpus. The
design provides high-security assurances while still relatively
light by assessing its performance over the speech corpus.
These strategies operate in isolation, reducing the usefulness
and effectiveness of the service significantly. A ranked fuzzy
keyword search improves system usability and performance
[55]. It returns the files that match the criteria in a prioritized
order based on keyword similarity semantics and some
relevance criteria. It uses the edit range to measure fuzzy set
creation based on keyword matching and dictionaries to
create fuzzy keyword sets, reducing indexing, preservation,
and transmission costs.

3. Taxonomy in Searchable Encryption

Techniques
3.1. Searchable Symmetric Encryption or Private Key
Encryption

A verifiable SSE (VSSE) technique [56] provides
verifiable searchability and data privacy, supported by a
thorough security study. A multi-keyword ranked search
[57-59] strategy that includes search results verification
through encrypted cloud data. To build a blockchain-based
data-sharing system and searchable key aggregation
encryption method that improves search efficiency and
connects the world[60-62]. Concrete implementations of a
CPA-resistant searchable key aggregation encryption scheme
justify the efficiency and performance study. The BAI-KASE
approach allows users to combine multiple encryption keys
into a single key to reduce bandwidth[63]. A blockchain-
based searchable symmetric encryption scheme is a dynamic,
proven data possession mechanism. [64-66]. According to
security and compatibility evaluations, BPay provides faires
and robust, and it is interoperable with the Bitcoin and
Ethereum blockchains.

Algorithm Design

Y = (KeyGen, Preprocss, QueryGen, SearchOutput, Verify)
1. Secret Key ‘K’ and Security Parameters ‘n.’

2. Documents N: Di, 1<=I<=N.

q; € [gj_s X el +1,(1+qj_y) X[el]

Ais1 € [q; X lel +1,(1+q;) X el]
Privacy Preserving Query ©n = (n(1), , m(m+1))

The steps for searchable encryption are as follows:

The data user encrypts a plaintext file uploaded to a public
cloud with the key. Concurrently, it encrypts keywords
and publishes them to the consortium blockchain using a
searchable encryption key.

The user encrypts the keywords waiting for queried using
the searchable encryption key to create a trapdoor during
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the query procedure. Simultaneously, Before transferring
the encrypted keywords to the blockchain database, the
trapdoor hides no information about the keywords.

The trapdoor accepts as input by the blockchain network.
It employs match analytics to identify the trapdoor's
indexes and search the necessary cloud server file
depending on all encrypted files that successfully match
the index value return.

The key uses to decode the encrypted file that the user
gets. A blockchain transaction sheet must build while
encrypting chain data. The blockchain transaction sheet
now includes a keyword for ciphertext search without
altering the blockchain database's original setup. This
keyword uses to search ciphertext in the blockchain
network, and it is created by encrypting the keyword by
the client, a public encryption key searched.

3.2. Asymmetric Searchable Encryption or Public Key
Encryption

In [67], malicious nodes are easy to discover and remove
because most nodes take a self-determining strategy. A
security investigation and performance review show that
SEPSE provides improved security assurance at a reasonable
computing cost. SEPSE can effectively withstand online
KGA.

Algorithm Design
Y= Setup,PEKS, Trap_door
fi(X) = ai0 + ailx + + ai, t-1xt-1

e(ok, p) = e(w,Qk)
Trap_door: tdw = aH1(sdw)

Using edit distance as the similarity measure, generate a
list of similar keywords that may be stored efficiently from a
particular document collection [68-70]. To achieve the
required similarity search feature while maintaining a
consistent search time complexity. Extensive trials using real
data sets on Amazon’s cloud platform further illustrate the
validity and applicability of the proposed technique.

Algorithm Design

IT = (setup(11), Enc(sk), Dec(sk)
wig(l1<i<p)

Trapdoor :Twi = f(sk,wi)
Encryption(sk,FIDwi || wi)

In [71] proposed public key cryptography asymmetric
searchable encryption as an extension of Song et al. To [72]
achieve multi-keyword search, the work suggested a
conjunctive keyword search approach. In [73], present a new
PAEKS security model that covers both chosen multi
ciphertext attacks (from the outside) and keyword guessing
attacks (from the inside). Make an accurate PAEKS scheme
and show it is secure using the new PAEKS security
approach. It uses an identity-based key exchange protocol,
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which was promoted as a way for data senders to handle their
keys more easily. In [74], proposed colleagues provide
Bidirectional Keyword Search with Public-key Encryption, a
cryptographic system that allows two types of users to search
on encrypted phrases (PEBKS). An attacker can adaptively
access several keywords and search trapdoors. The
theoretical definitions of a PEBKS scheme and its
indistinguishable security model reflect the situation in which
no attacker can dependably distinguish between two
ciphertexts of keywords. In [75, 76] propose a more
comprehensive picture of what may be accomplished in
asymmetric searchable encryption approaches; trapdoor
privacy is introduced, filling the gap between earlier
definitions that only provide limited privacy guarantees
practice against search patterns. Key Unlinkability for IBE is
a security concept in PEKS that leads to robust trapdoor
privacy safeguards. Any anonymous IBE scheme used to
build PEKS schemes; the scheme that provides this security
concept is well-known.

In [77] proposed “FFSSE,” a new flexible forward
secure SSE algorithm with the best performance in the
literature, incorporates rapid token generation, quick search,
and O(1) update complexity. This one-of-a-kind situation
also allows for both add and remove actions. It uses a
groundbreaking “key-based blocks chain” symmetric
cryptography scheme, primitives that may be used to
guarantee forward privacy in any index tree or key-value
structure. In [78] developed the MDO architecture,
researched searching over encrypted data, and developed a
groundbreaking approach that allows inverted indexing,
intelligent search, and dynamic update. The proposed method
is practical and safe according to a thorough analysis and
multiple tests. In [79] allows for conjunction and disjunction
within each keyword field.

Algorithm Design

Y = (KG, SG, BI, Adopt, Ge_Trap, Record, SearchOutput,
Decryption)

1 <t <|wi|, 1 <u <|Fi, a < HK(Wt) mod p, Compute EK(id
(Fn))

Create random keys Ki, kn, (krb, kub)« {0, 1}a

Calculate a-1 and store it in A [1] [t],

Calculate Ek (id (Dn)), store it in A [t] [1].

4. Discussion

Soundness: Blockchain can ensure that users receive
accurate and reliable search results without verification.
Every node in the Ethereum network can detect changes to
the search results.

Fairness: All transactions are funded by gas purchases.

The fraudulent action will be identified, and the deceptive
user will receive nothing in return.
SSE [80] has three models: 1. SERVER-USER Model
Servers operate as both a data owner and a storage server, 2.
USER-SERVER-USER Model - Users act as both owners
and recipients of data, 3. USERA-SERVER-USERB Model -
UserA uploaded some material to the server and gave UserB
permission to perform a keyword search.

The Asymmetric Searchable Encryption using a
blockchain system, trapdoor generation has a somewhat more
significant computing cost than others; however, it is
essential to avoid key production and utilization. The
existing systems’ principal operations depend on basic
symmetric cryptography or hash algorithms. ASEB is a high-
performance Asymmetric system.

Table 4. Comparison with challenges of Searchable Encryption

Apﬁ)ersoac Service Model Ca:;go Verification Fairness | Soundness ':Cbci?il:;t Model Configuration | Updated
Ref. [19] Transaction VSSE Server Side No No No User Server Model No
Ref. [20] Transaction SSE No Need Yes Yes No User A-Server- No
User B Model
Ref. [24] Transaction SSE Server Side Yes Yes Yes User Server Model Yes
Ref. [26] Transaction OKSA | Provider Side No No Yes Server-User Model No
Ref. [27] Transaction SSE Client-Side Yes Yes Yes User-Server- Yes
User Model
Ref. [31] | Smart Contract SSE No Need Yes Yes No User A-Server- Yes
User B Model
Ref. [32] | Smart Contract PEKS No Need No Yes No User A-Server- Yes
User B Model
Ref. [33] | Smart Contract Both Client a User A-Server-
VDFS | nd Server Sid Yes Yes No Yes
e User B Model
Ref. [34] | Smart Contract VEKS No Need Yes Yes No User A-Server- Yes
User B Model
Ref. [35] | Smart Contract User A-Server-
SEaas No Need Yes Yes No User B Model Yes
Ref. [36] | Smart Contract FSSE No Need Yes Yes No User A-Server- Yes
User B Model
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Fig. 4 Computational Time for Search Index Generation

Figure 4 depicts the algorithm’s computing cost. A set
number of keywords, 120,000, and a variable number of
pages are generated via the inverted index. The experiment
begins with 100 papers and increases by 100 every iteration
until it reaches 1600. The x-axis represents the quantity of
records, while the y-axis represents the duration in seconds.
The size of the papers in question determines the graph’s
trend. The documents in the corpus are organized by size in
ascending order. The reports continue to grow until they
reach 1200 documents, which stops growing. The graph’s
trend demonstrates this. The inverted index takes 14.68
seconds to generate for 1600 documents.

Because the quantity of documents has no bearing on the
fuzzy index, only the number of keywords is altered. The
results are represented graphically in Figure 5. The
experiment begins with 10,000 keywords and quickly grows
to 120,000 by adding 10,000 per iteration. The x-axis
represents the number of keywords, while the y-axis
represents the time in seconds. As the number of keywords
grows, the fuzzy index looks to expand fairly linearly. For
120,000 keywords, the fuzzy index construction takes about
2.84 seconds.
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