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Abstract - The electronic medical record is the set of individual patient health information stored in a digital format. This
format can be shared across medical networks. This system enables the efficient transfer of medical records between
institutions, patients and staff. The EMR contains personal health information; therefore, network access to patient-related
data must be controlled to ensure that unlawful parties do not misuse personal information. Han et al. proposed several
biometric-based authentication methods. However, Madhusudan et al. revealed that the biometric-based authentication
method proposed by Han et al. had various weaknesses and proposed an authentication scheme with improved security
suitable for the EMR system. In this paper, through security analysis, we analyse the operation process of the scheme by
Madhusudhan et al. and reveal problems, including H(B;) recognition errors, no perfect forward secrecy, insider attacks
(user identification guessing attacks), insider attacks (forgery attacks) and denial-of-service attacks.
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1. Introduction

The continuous development of technology has
produced remarkable results for the development of
humankind, such as artificial intelligence, 10T, virtual reality,
blockchain technology, and robotics. The development of
these technologies has contributed greatly to society. This
development also includes the modern healthcare system.
Technology has brought products and procedures to the
medical field, such as wireless brain sensors, x-ray machines,
heart monitors (HN), food scanners (SN), robotic surgery
(SR) and other advances. In addition, simpler versions
support medical care through TMIS and EMRs. (Telecare
Medicine Information System, Electronic Medical Records).

The EMR is a piece of patient health information stored
electronically in digital format that can be shared across a
wider range of healthcare networks [1]. These records
include various data, such as personal statistics, medications,
allergies, demographics, immunisation status,
electrocardiogram (ECG or EKG) and

electroencephalography (EEG) reports, laboratory test (Lab
results,

test) medical history, vital signs and other

information such as an image. Medical doctors (MD) use
these records to diagnose the disease and provide further
treatment [2]. The EMR can store data accurately and
provide to ensure readability. And it also provides to ensures
medical records transformation between patients, institutions
and physicians. This system eliminates the need to track
traditional paper medical records, capturing a patient’s
condition whenever needed. Combining different medical
health record types across multiple systems helps clinicians
identify the stratification of patients with chronic diseases.
Remotely accessing medical data or merging health data
residing at various sites into a central storage system can
have a greater potential for loss of privacy in the data than if
systems with traditional paper records did not take
appropriate safeguards [3]. However, when applied with
related technologies, the EMR can be advantageous over
traditional paper medical records. EMR technology has
reached a technological maturity stage and is being utilised
as an essential component for managing health [4].
Policymakers and analysts have discovered that EMR
systems have the potential to treat diseases and improve
health, and they have called for more widespread use of
EMR systems [5].
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EMR records are shared or exchanged through
enterprise-wide network information systems and various
information networks [6]. Monitoring that controls access to
various patient data on the network should ensure that
personal data is not misused by unauthorised parties [7].
End-to-end authentication has become difficult because
communication channels, such as wireless local area
networks (LAN), wired local area networks (WLN) and
wide area networks (WAN), are involved [8]. This
authentication can be performed as appropriate by verifying
the identity of the communicating party. A user’s anonymity
maintains (UAM) the confidentiality of the user
identification, which plays a significant role in preventing
eavesdroppers from discovering connections between
communicating parties and ensuring user authentication [9].
As the healthcare field transmits highly sensitive personal
information, ensuring user authentication in electronic
healthcare  services is essential.  Therefore, user
authentication is essential, and a secure authentication
system is crucial.

The authentication method using a password is a one-
step authentication method and can be said to be the simplest
authentication method. However, since this authentication
method is not secure, a smart card is used to enhance
security. Because the smart card (SC) contains integrated
circuits, so it can process, store, and transmit data [10].
However, if the power consumption (PCn) generated during
the operation of the smart card is analysed, the data stored in
the smart card can be analysed. Therefore, smart cards and
biometric-based authentication (BbA) mechanisms are
preferred. Biometrics comprise an individual’s behavioural
or psychological characteristics. Physical and behavioural
human characteristics are very stable because they are
challenging to falsify compared to cyphers or security codes
[4]. BbA is accomplished in several ways: fingerprint, face
recognition, iris recognition, speaker recognition technology,
hand flexion, retinal flexion, and more [11]. These methods
are used alone or with smart cards and cryptographic
algorithms [12] or in combination with other algorithms,
such as secure data transmission natural number algorithms,
Elliptic Curve Cryptography (ECC) algorithms, biometrics,
and hybrid group key management schemes to provide
enhanced security for all applications [13-15]. Therefore,
several biometric-based authentication methods reinvented
by A were designed [16]. In this article, the security
vulnerability of the technique by Han et al. is revealed, and a
robust technique against these weaknesses is proposed.

Further, the calculation and execution times are
compared. Madhusudhan [17] et al. proposed an
authentication scheme with improved security to solve this
problem. In this paper, through security analysis, we analyse
the operation process of the scheme by Madhusudhan et al.
and reveal such problems as H(B;) recognition errors, no
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perfect forward secrecy, insider attacks (user identification
guessing attacks and forgery attacks) and denial-of-service
(DoS) attacks.

This paper is organised as follows. Section 2 explains the
terminology and mathematical background. Section 3
presents the analysis of the operation process of the security-
enhanced authentication scheme proposed by Madhusudhan
et al. (SPM). Section 4 describes the vulnerabilities found by
analysing the security of the SPM. Finally, Section 5
concludes our paper.

2. Related Study
2.1. Summary of Symbol

Table 1 describes the terms used in the operation
process. Table 1 shows the terms used in this paper.

Table 1. A symbol used in our paper

Symbol Meaning
U; “User”
ID; “ldentity of U;”
B; “Biometrics of U;”
PW; “Password of U;”
SC; “Smart card of U;"
S; “Server”
x “Secret key of the server”
P “Base point of the chosen elliptic curve, E.”
h(.) “Hash function”
H() “Biohash function”
@ “XOR operation”
I “Concatenation operator”
T; “Timestamp”

2.2. Mathematical Knowledge
2.2.1. Hash function

The hash function takes in a message of any length and
outputs a hash of a fixed length known as a hash value
H(M). The hash value is a feature only present in the input
message.

2.2.2. Biohashing

Biohashing uses your own tokenised random number to
randomly map a biometric feature to a binary string
(Biohash). In other words, it uses your random numbers to
create a security template that has the form of an irreversible
set of binary strings using biometric data [18].

2.2.3. Fuzzy Extraction

The fuzzy extractor (Fuext) can transform the user's
biometric information into the form of a random string.
Therefore, encryption technology for biometrics can be
applied. This extractor comprises Gen (“generate”) and Rep
(“reproduce”), which are efficient randomisation functions
[19].
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3. Process Analysis

Madhusudhan et al. Scheme operation process analysis.
The overall scheme process of Madhusudhan et al. is shown
in Fig 1.

3.1. Registration phase (R phase)
When a new user (NU) wants to register with the
telemedicine server (Telem Ser), the following steps:

a) The user U;selects their own ldentity, Password, and
Biometrics (ID;, PW;, B;). Then, the hashed password
value MPW = h(PW; |l v) @ H(B;) is calculated. The
random number r is the random number selected from
the user U;. The user Sends a registration request
message {ID; , MPW; } to Server S; Using secure

communication.

S; calculates K, = h(ID; | MPW;) and K,
h(h(UD; Il x) @ h(ID;) @ MPW; Using x. The x is the
server’s master key. Then S; generate a random number
a to calculates CID; = h(ID;) @ a. It then stores { a,
CID;} in the server’s database and issues the user’s
smart card (SmCa), including the values {K;, K,, CID;,
h(.),H()}.

Upon reception in the Smart card (SmCa) SC;, the user
U; stores the random number r and now has {r, K;, K5,
CID;, h(.), H(.)} values.

b)

3.2. Login phase (L phase)
When a user U; has the will to log in to the server S;, the
smart card performs the next steps:

a) The user U; installs their smart card into the smart card
reader and inputs identity ID;, password PW; and
biometric B; . The smartcard calculates MPW =
hRPW M) @ HB) , K, =h(ID;' | MPW;) and
verifies if it is equal to K, . If it is equal, step b) is
executed, otherwise the entered identity ID;' or
password PW; is not the same as the user's original
identity (oriden) ID;" or password PW; and the process
ends. Local password verification is performed at this
stage.

b) The smart card calculation computes a random nonce r;
and calculates M; = K, @ h(ID;') & MPW;' , M, =
My @7 and My = h(R(ID;") I| My | My | Ty). 1t then
forwards the login request message {T;, M,, M5, CID;}
to S;.

3.3. Authentication phase (A phase)

The server executes the next phase S; when it receives
{T,, M,, M;, CID;} from the user U;. Fig 1 shows all the
steps of the login and authentication (Loau) steps in the
Madhusudhan et al. scheme:

a) The server S; will check whether |T;-T,|< 6T holds, and
if it does not hold, the timestamp received in the login
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message (logm) is outside the required threshold and
aborts the session to resist replay attacks. If true, the
server S; takes into a the value associated with the CID;
got from the user’s login message and calculated
h(ID)! = CID; ® a, M, = h(h(ID;)" I x) and M; =
h(h(ID;") I My Il My Il T;). Then check if M5! = My is
correct. If this holds, the server S; computed random
numbers b and r,, and calculates r,! = M, @ M,",
CID™ = h(ID;)) ®b and M, =M,"@®r, . Then
update {CID;, a} in the database with {CID;"®", b}.
Also calculate SK = h(h(ID;") It Il 5, Il M;") and
Ms = h(SK | Mll I M, Il T;) where T is the current
timestamp. The server S; then sends the user U; an
authentication message {M,, Mg, CID;,"*¥, T;}.

b) Upon receiving {M,, Ms, CID;™", T;} from the server
S;, the user's smart card takes a timestamp T, and checks
the freshness of T;. Then we calculate r,! = M; @ M,,
SK'=h(h(ID) I 7y I Il My) , Ms' = h(SK" Il My ||
M, I Ty) and check whether Ms' = Mg holds. If they
are not the same, the session is forced to end. To be
maintained, the user U;'s smart card replaces {CID; with
CID;™®" and uses the time stamp T to calculate My =
h(M; | M, | Ts) . After then, the user sends the
messages (Usm), including {M;, T} to the server S;.

c) The server S; validates the time stamp T and checks that
h(M; || M, || Ts) = Mg is valid. If it holds, the server S;
authenticates the user U; and accepts SK = SK! as the

session key.

3.4. Password change phase (P phase)

Assuming a user U; wants to modify their password
(modpa) or update their biometrics, the following calculation
is performed.

a)
b)

The user U; inserts a smart card and enters ID;, PW;, B;.

The smart card calculates MPW; = h(PW;' Il T) ®
H(B), Ki' = h(ID;' | MPW;') and confirms whether
K,'is equal to K. If not, the session is aborted. If they

are the same, the user U; inputs the biometric
information B;"®" and user’s new password PW;™¢".

The smart card SC; counts MPW,™" = h(PW;"" ||
r) @ H(B,)"e" K,"®" = h(ID; | MPW;"¢")  and
K™ = K, @ MPW,; @ MPW;™" . Finally, replace
respectively, K; and K, with K;"*" and K,™".

<)

4. Vulnerability Analysis

4.1. H(B;) recognition error

In Madhusudhan et al. scheme, a general hash function
uses biometric information. If a general hash function is
used, there is a problem that an error occurs even if biometric
information is input slightly differently.
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The user U; enters biometric information in the login
phase (I phase) to log in to the server S;. B; becomes the
value of H(B;) using H(.) for encryption. The login step
proceeds only when the K,' value is equal to K, K;' is
h(ID || MPW;), and MPW; is h(PW;' | ) @ H(B;) to

input MPW; as H(B;). Since B; Biometric information shows
a little difference each time you enter a value. Since the
combination of H(.) comes out differently depending on the
input value, even if B; is input slightly differently, the value
of H(B;) may be output differently from the existing value.

User Uj;

Server 5;

User inputs ID-ll, P‘\V.—' and imprints B-Ll
Smart card computes

MPW,' = h(PW,'| 1) @ H(B,")
K,'=h(ID;' | MPW}")

Verifies K,' = K,

Computes M, = K, €@ h(ID,") @ MPW/'
M,=M, @
M; = h(h(ID/) || M || My || T1)

Generates random number a and takes current time stamp T,

1CIDy, Mo, M, Ty}

{My, Ms, CID;™", Ts}

Takes the current time stamp T,
Checks the freshness of T,

Takes a associated with CID; from DB
Computes h(ID;)' = CID; 6 a

M,'= h(h(ID))' || x)

M;' = h(h(IDy)' || M, || M," || T))
Verifies if My' = M

Generates random numbers b and r»
Computes CID™" = h(ID,)' €& b

' =M/ @M, M,/=M,'Dr

SK = h(h(IDy)' || )" [ r2 || M)
Changes {a,CID}} to {b,CID;""}in DB
Takes the current time stamp T,
Computes Ms = h(SK || M, [| My || T3)

*

Computes r;' =M, P M,

SK'=h(h(ID;) || r, || 12" || M)

Ms'=h(SK || M, || My || T5)

Checks if Ms' = M,

Replaces CID; with CID;"" in smart card
Takes the current time stamp T
Computes Mg = h(M; || My || Ts)

Takes current time stamp T4, checks freshness of Ts

{Me, Ts}

Y

Takes the current time stamp T,
Checks the freshness of Ts
Verifies if h(M,' [| M, || Ts) = Mg
If holds, U; 1s authenticated

Fig. 1 A login and authentication phase (a phase) of the proposed scheme

There is a method of utilising fuzzy extraction
technology to solve this security problem. In fuzzy
extraction, Gen() function and Rep() function are used.
Gen() function calculates R; value and helper string P;,
which is the uniform string from information generating
[20,21,22].

Gen(B;) = (R;, Py)
The Rep() function allows calculating the same R; value
using the P; value even if a B; the value that is almost
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similar to the B; is the value used in the Gen() function is
input as reproduce.
R;=Rep(B;, P))
As such, by using fuzzy extraction technology, it is
possible to solve the problem of a recognition error

occurring as biometric information changes slightly over
time, even for the same person.
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4.2. No perfect forward secrecy (NPFS)

The fact that Perfect Forward Secrecy (PFS) is satisfied
means that even if one of the important master keys (MK) of
the scheme is exposed, the previous session key cannot be
found [23,24]. However, in this scheme, if the value of x,
one of the unchanging long-term keys (LTK), is exposed,
not only the future session key but also the previously used
session key can be found, which does not satisfy Perfect
Forward Secrecy (PFS). And if the attacker acquires the
user's smart card and knows the inside information, he can
also find the user's previous session key.

The smart card contains r, K;, K,, CID;, h(.), H(.).
K, =h(ID' 1 MPW;) , and K, = h(h(ID; | x) ®
h(ID;) @ MPW;. MPW; = h(h(ID; | x) @ h(ID,) ® K, .
The process of finding the value of h(ID;) is shown in Fig 2.
can be inferred by looking at the expression of K, and when
the inferred expression is substituted into K; , K; =
h(ID;* | R(h(ID; || x) © h(ID;) @ K,) becomes. h(ID;)
can be found through this process, and when x and h(ID;)
are found, M; can be known.

If the attacker gets user’s smart card,
the attacker can acquires {A*, K* CID.r.h(-),H(-)}

K'=h(IDJ)|pP W)
K*=h(RUD)|z)% h(ID,) & MPW,
MPW=h(h(ID,)|z)% h(ID,) & K*
K'=h(ID:|h(h(ID,)||z)® h(ID,) & K*

> The attacker can calculate h(ID,)

Fig 2. A no perfect forward secrecy (NPFS)

If the attacker knows the value of M,, he can find out
the r, value by using r,! = M, @ M," from the M, obtained
from the previous U; -> S; transmission message in the login
phase. In addition, the r, value can be known by using r, =
M,' @ M, from M, obtained from the previous S; -> U,
transmission message in the login phase.

Therefore, since the attacker can find out the ry, 1,
values used in the previous communication with x ,
h(ID;) And can create SK through the SK' = h(h(ID;') I
il Mll) Expression in the authentication step,

Madhusudhan et al. scheme does not satisfy perfect forward
secrecy.

4.3. Insider attack (User ID guessing attack)

The number of cases of h(ID;) is small because the
range that can create an ID is narrow because it must be used
within a limited length, such as uppercase and lowercase
letters, numbers, and special characters when creating an ID.
So, insiders can guess the user's identity.
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In the login phase, U; sends a login request message
{T:, M,, M5, CID;} to S;. Therefore, the insider can know
the values of T}, M,, M, CID;. Since the insider can also
know the value of M; in the authentication phase, using the
T, and M, values received from the login request message
and the M, value in the authentication phase, h(ID;) can be
guessed through Ms' = h(R(ID;") | My | My | Ty) in the
authentication phase. Fig 3 shows the guessing process of
h(ID;).

In Logm phase, I, sends {7, M,, M,, CID;} to 5
An attacker can get A4, in authentication phase

My=h(hID,) | My | My | Ty)
The attacker knew A%, M, T;, M

=> The attacker can guess ID,

Fig 3. Insider attack (User ID guessing attack)

4.4. Insider attack (Forgery Attack)

Insiders can know M; and h(ID;). The value of ;! can
be obtained through r,'! =M, @ M, , because M, is the
value U; receives from S; at the login stage, and is the value
obtained by XOR operation M, and the random nonce r;. ;"
is obtained through this process, and S; is sent to U; through
M,' = M;" @ r2, sor? can be created using the known M,
value and the known M;. SK can be found by using the
known values of M; and h(ID;) for r;', r? and SK =
h(R(ID) 174t Iy I MyY) . Using SK found here, it is
possible to create a value of Mg from Mg = h(SK Il M," |
M, || T3). Also, using CID; in the login request message
received from U;The value of CID; is changed to CID;™".
An authentication message {M,, M, CID;"®", T;} can be
sent from S; to U;.

Finally, to successfully log in, U; must send {M¢, T} to
S;, and M, is made of h(M; |l M4 Il Ts). You can log in by
sending the created Mg and the time stamp of the current
time Ts to ;.

4.5. Denial of Service

The calculation formula from receiving the login
request message to comparing the M5 value requires 2 times
stamp-related operations, 1 DB-related search operation, 1
XOR operation, 2 hash operations, and 1 comparison
operation. Vulnerable to DOS attack. The calculation
process is shown in Fig 4.

Denial of Service (DOS) reduces all allowed bandwidth
by sending a large amount of information to a specific
network at once or depletes the resources of the attack target
system to prevent service [25, 26].
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S; checks whether M;' = M; is maintained in the
authentication step. In this step, it is determined whether the
user attempting to log in is a normal user by comparing the
M5 value. Therefore, the subsequent process can be
performed only when the value of M; is satisfied.

When S; receives the user’s login message {T;, M,, M3,
CID;} from the U;, the S; extracts CID from the DB after
comparing the time point with T; and the current timestamp
T,. When CID is extracted, the value related to CID obtained
from the login message is taken in a and h(ID;)! = CID; ®
a, My = h(h(ID)" || x) and Ms' = h(R(ID;") | My | Myt
Tl) are calculated. After all, these processes are completed,
M values are compared. If it is satisfied by comparing
M;'and M;, the value of CID; is changed to the value of
CID;™". Therefore, it is possible to find out the CID; value
changed to the CID;™" value.

Therefore, the DOS attack uses the CID;the value found
earlier, the CID; found when proceeding from the login stage
to the authentication stage, and T;, which is the timestamp of
the current time, and the values of M, and M. M, and M,
are randomly inserted and attack the server.
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5. Conclusion

In this paper, a security analysis was conducted after
explaining the authentication scheme's operation process
with improved security for the EMR proposed by
Madhusudhan et al.. The SPM has security problems, such
as H(B;) recognition errors, no perfect forward secrecy (FS),
insider attacks (IA) (user identification guessing attacks and
forgery attacks), and DoS attacks.
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