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Abstract - The new Cloud computing advances stand out due to their Storing ability and minimal expense administrations. The
entertainers of the cloud face many issues due to virtualized and adaptable web administrations, which prompts genuine
security challenges. Access control is quite possibly the main measure to guarantee distributed computing security. A large
portion of the Access control models conceived for Cloud processing is cryptography-based, which leads to overhead with an
increased number of users and services. Maintaining a secure, efficient system is important to improve solutions for better
success and overhead. In this research, the balance of swarm intelligence and trust is the executives for implementing a novel
method in cloud systems. The proposed method has articulated calculations to give better security to implement the reputation
system. The outcome shows that this method can ensure better accuracy, accessibility and achievement.
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1. Introduction

Cloud computing is an archetype that offers a
computation and storage foundation over a flexible system of
assets [1]. With cutting-edge technology, information is
dispersed on various servers, and applications are far-off run-
on servers. Cloud innovation brings dispersed information to
the client's PC in a near structure. The principal thought is to
make processing and infrastructure accessible for cloud
clients regardless of the overall setting. There should be a
mutual understanding between the parties, i.e. cloud user and
cloud service provider. The vital reason for an access control
framework is to uphold limitations on the general openness
of an approved client over the framework [2-4].

Besides, the Cloud computing processing gives
extension to the dividing of subtle data between different
occupants, which thereof requires to have a strong
authentication [5-9]. Most access control methods in cloud
computing are either encryption or trust-based. However,
using swarm intelligence (SI) to control data access in the
cloud is a novel concept. The application of swarm
intelligence in cloud computing is based on these three
groups 1) Load Balancing [21,22], 2) Task Scheduling
[23,24], 3) Intrusion Detection [18], and 4) Optimization
[11].

This research uses Swarm Intelligence (SI) for access
control because of its dynamism and intelligent
communication that does not require intricate computations.
The method uses a trust management model to avoid

complex calculations and overhead in the existing systems
for an effective decision-making process.

In addition, swarms (in this case, ants) are considered
the most encouraging individual from gathering to be utilized
in security innovation because of their cautious behaviour.
Subsequently, the security system is animated by the regular
way of behaving insects and all smart agents as ants with
self-healing infrastructure. For example, on the off chance
that any ant can identify danger, as indicated by this idea, it
illuminates its province right away, and many ants merge to
make a move against that danger. The scheme uses swarm
knowledge to achieve trust and safeguard attacks by taking
advantage of the above thoughts. The objective of this work
is the applicability of Sl in cloud processing for a reliable,
secure system over trust value in a specific session.

2. Literature Review

This related work tries to give an idea to the reader about
the implementation of access control in cloud processing
using Swarm intelligence and trust. The first part of the
review describes available access control methods, the
second part is about the implementation of Sl for intrusion
detection, optimization and task scheduling and Lastly,
methods about trust mechanism in cloud systems.

Access control is a significant data security innovation
and has become irreplaceable for endeavors to safeguard
information and assets in data frameworks. After numerous
improvements, research on access control models has
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accomplished recognizable advancements. Access control in
cloud computing provides effective insurance to its
resources. Moreover, access control in cloud computing isn't
simply a specialized issue. It likewise includes a ton of
angles like normalization, regulations and guidelines,
implicit sets of rules, and so forth [4-8].

The idea of forwarding and backward Ants (Swarm
Intelligence) alongside Honeypots to distinguish the
organization interruption by following a pre-laid-out idea of
the burden balancer and Intrusion Detection System. The
joining of these two innovations, notwithstanding, is a non-
trifling undertaking. Furthermore, while a substance-based
load balancer offers many benefits over different Load
Balancing and IDS arrangements, it also experiences both
downsides [9].

Swarm intelligence is proposed for secure medical
applications and optimization methods [28]. The information
is collected and studied to direct the protection course via the
2D 1IR channel. Nonetheless, the improved method for
securing clinical information isn't surfaced. To triumph over
this, a method based on a mystery key is created [29] for
discomposed data records using Tracy Singh in the network.

Other applications include, A three-tier security structure
and an effective classifier has been proposed for the
cognitive and cooperative nature of nodes to reduce the
overhead. In this approach, three types of Ants are
considered UA, CSPA, and CDSA for data transfer
authenticated and authorized data. The information about
various owners is stored in legitimate honey pots (data
storage) as per the degree of safety asked by the owners.
They fizzled in addressing the design and evaluation of
scheduling algorithms in a real-time cloud environment
[15,16,18].

MTBAC [12] implements an ant colony optimization
algorithm. In their approach, both client's behavioral and
node behaviour are considered for the computation of trust
value. The client's way of behaving is isolated into three
kinds, and each sort of property has a specific weight.
Nonetheless, the vulnerability in client conduct isn't
considered in their methodology.

A trust-based control model utilizing an Al strategy is
proposed [13]. The basic idea is to give admittance to an
approved client for the resource on the computed value. In
this manner service provider ought to give access to the
confirmed clients. They neglected to consider greater
security boundaries for assessment purposes.

A dynamic authorized system was proposed for cloud
computing [14], where the authorized users are identified
based on trust value. The access privileges of these users are
created on their behavior with the system. However, this
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work adds an overhead due to its various assignments and
removal of permissions for malicious users.

A smart user authentication [17] was devised by
combining discretionary and role-based models. The
approach has client-based user authentication and consists of
four main agents with cloud-based SAAS application

This paper presents an effective access control method
that uses the Swarm Intelligence technique for better security
arrangement, ensuring improved accuracy, availability and
success rate.

3. Proposed Work

The proposed model is aimed at better performance,
accuracy and availability of resources. Here, the access
control policies are based on Sl and the trust mechanism.

In the framework, three distinct smart ants are viewed as
those are UA (User Ant), CSPA (CSP Ant), and CDSA
(CDS Ant). These ants validate the user by their associated
credentials and authenticate them to access the system.
Further, every ant can convey trust matrices that drive
effective policymaking, establishing dependable associations.

3.1. Architecture and System Design

The framework design of the proposed work is depicted
in figure 1. data storage is named honey pot. A solitary
individual is feeble, yet a gathering of subterranean insects
who have conveyed various errands among themselves are
more impressive and productive. CSPA dwells inside CSP
and shares trust matrices between them that help safeguard
malicious attempts if any. Similarly, is Cloud Data Storage
(CDS) alongside CDSA. These Ants continuously asses the
system and reconfigures it for better security. Each of the
ants with various functionalities is considered and as

discussed below:
Table 1. Notations

Sl.no. | Notation Meaning
1 At Gradual increase in trust degree
2 vt Gradual decrease in trust degree.
3 € Experience
4 UT, User Interaction with Cloud Node
5 Tp Trust pheromone
6 Pgpr Prohibited Request Rate
7 Vmac MAC changes
8 Ap Resource Accessibility
9 R Reliability
10 Q, Quality of Service
11 Np Network Bandwidth
12 B¢ Behavior calculation
13 Rp the reputation of the resource
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HONEY POT

Fig. 1 System Architecture

3.1.1. User Ant (UA)
The communication history and updated trust value of
the client are noted by this ant.

3.1.2. CSPA
CSPA resides inside CSP. This agent helps in finding
the CDS security level for any pernicious activity

3.1.3. CDSA

CDSA resides inside CDS. Checks the trust level of
owner and client and updates their related trust values
accordingly. CDSA is also responsible for carrying out
discussions alongside the information owner to decide the
security level for the information storage.

3.2. Working Principle

1. Subject request for data or resource via a web
application/interface as shown in fig. 1.

2. User-agent (UA) submits requests on behalf of cloud
users. Once the request gets validated with user
credentials, the CSP forwards it to CSPA.

3. CSPA validates the trust assessment module. The client's
trust values are broadcasted in the remaining CSPA

4. For valid requests, CSPA checks the trust value of the
subject through the Trust Management module.

5. In the trust management module, the Tva. gets extracted

from the log file for both resource and user.

e The behavior value and reputation of the resource
are equated to Trw; if the value is less, it drops the

request.
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e However, for invalid requests, all neighbor CSPAs
are informed about the malevolent attempt of the
user. The trust metrics are broadcasted among all
possible paths to other CSPA about the inward risk.

CSPA validates the request according to the service
level agreement to grant access to the cloud
resource.

If any UA fails this SLA checking, CSP gets
reconfigured by CSPA to control the data visibility.

CDSA approves the client space and updates the trust
metrics with neighbor CDSA's. CDSA does additional
checking on service level agreement (SLA).

Once the SLA requirements are satisfied, UA's
permission is granted, and a channel for Data transfer is
arranged between CDSA and UA.

The User-agent notifies the subject about access to the
requested resource.

3.3. Trust Management Module

The Trust Management module is an essential piece of
our approach and consists of different sub-modules. Figure 2.
shows the estimation of trust for both cloud-specialist and
clients. The clients need to compute trust value rapidly to
identify the unhealthy client. It isn't one-sided towards any
cloud-specialist co-op or client as well. It may be seen that
the TMM contains a few stages for working out trust value.
Each of the stages and its functionalities is explained below:
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Fig. 2 Trust Management Module
(i) Cloud user: Every client must enlist before getting to Definition 1. WMA model is defined as:

the cloud administration. The personality information
base contains all the approval subtleties of the multitude
of clients. Whenever a client demands an asset from a
cloud server, his approval must be checked by client
conduct values.

(if) Cloud Asset: A little equipment or programming can be
a cloud asset. Before giving admittance to the asset, the
clients' approval must be checked appropriately, and all
assistance layer-understanding ought to be satisfied.

(iif) Log document/file of user behavior: Log document
records the movements of every sort made by the client
in the cloud. This log record catches genuine client
conduct through which Al calculations anticipate client
trust esteem.

(iv) SLA checking module: SLA observing module catches
the constant way of behaving of cloud assets. It
additionally catches the presentation of the cloud assets.

3.3.1. WMA-OWA algorithm

For this approach, the scheme uses the WMA-OWA
algorithm to measure the trust values of the client [19]. Itis a
dynamic weighted algorithm where the administrator needs
to change the weights of the information associated with
measuring the trust value of the client or owner. It has five
distinct boundaries connected with the client where
combination functions of WMA-OWA allot weights.
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F(Q) = Z?:]_ Wi
where F(Q) is the mass function, g; is the definite parameter,
and w; is the mass assigned to g; Qw; = 1)

Definition 2. Formally, an OWA operator of dimension n is
amapping F: Z™ — Z that has connected n mass vector (w) =
{wy,wy, ... w,}, suchthat v w; €[0,1]and Yw; =1

F(q1,q2)  Qn) = 20eqWi Qieeneeeenenannannn, ?2)
where, ¢q; is the it" the maximum value in the
set{q1,qz, - qn}

3.3.2. Behavioral Parameters
In cloud computing, the trust degree between

communicated elements is like the pheromone in ant colony
calculation. Cloud users will often pick highly believably
elements to give assets or administrations. The parameters
considered for this are as follows:

Definition 3. User Experience with Cloud ().

It identifies the client's interaction with the framework.
Too, the trust incorporates the component of time
deterioration wherein the days with practically no association
with the framework weaken the ongoing trust value. At
steady increase in trust degree, Vt steady decline in trust
degree.
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€ is evaluated by the following:

05 x=1
,x>1
e+ Vt,no iteraction

e=qe+At N K))

where x is the total no. of days At gradual increase in trust
degree, Vt gradual decrease in trust degree.

Definition 4. User Interaction with Cloud Node UT,

This metric is a relationship built through the straight
practice of communications. At time ¢, user u's straight trust
towards cloud service node c is formalizing as UT,(¢t).

Definition 5. Trust pheromone T,

At time t, user u's trust pheromone towards cloud
service node c is represented by T, (t). At the initial moment,
the value of the trust pheromone is generally set to zero; that
is UT,(0)= C (C is constant). If User Interaction with Cloud
Node is initially zero, then the value of trust pheromone must
be zero too.

Definition 6. Prohibited Request Rate Pgg

When an unauthorized user is trying to access and
manipulate the resources(R) such requests are called
Prohibited requests. It measured as prohibited requests to
total requests.

Prr= Pgr/Tg

where, Py, is prohibited request and Ty is total request

Definition 7. MAC changes Vi ac

It indicates the client's trust worth because of the
gadget's MAC address through which the client endeavors to
interface with the framework.

0,no change in address
Viac + Vt,change in address™

Viac = { ®)

where Vt steady decline in trust degree.

3.3.3. SLA Parameters

The parameters between user and service provider are
service-layer-agreement, used to estimate the trust value of
the resources. The QOS gets affected by security. Below are
the metrics considered for SLA:

Definition 8. Resource Accessibility Ag

Resource accessibility is defined as the readiness of
cloud service. During the attack, the services are inaccessible
for that moment. Hence, it is the ratio between accepted and
submitted tasks.

171

Where:
Ar are total accepted tasks
St is submitted tasks.

Definition 9. Reliability R

Reliability of a resource in a period T can be defined as
the execution of successful tasks to the accepted number of
tasks.

Definition 10. Quality of Service Q,

Quality of Service is an assortment of efficiency and
average response time (amid 0 and 1 built on threshold
value).

Definition 11. Network Bandwidth Ny
Defined as a data transfer in the network at a fixed time
interval (amid 0 and 1 built on threshold value).

3.3.4. Request Metric for CSP
The request metric for CSP is defined as < T, B, U;p, >
~ Tcsp

Where:
T is an ordered set of values [t; to t,] between the
current time and threshold time.
B¢ is Behavior calculation. It is the combination of the
general client Behavior esteem with the assistance of
WMA-OWA calculation. It is acquired by weighted
normal assessment involving the various
margins/parameters as determined previously.
The method needs to quantify every one of the
margins/parameters further as per their commitment to
deciding client trust value. The value is calculated as:

Be= €*xwy +UT, *w, + Tp * wg + P x wy +
Vimac *Ws e, (®)

{wy, w,, ... w,} are weighing coefficients such that v w; €

[0,1] and Yw; = 1. Here each of the metric descriptions is

represented in table 1.

3.3.5. Request Metric for CDS
The request metric for CDS is defined as < T, Rp, R;p >

cds

~
=~

Where:
T is an ordered set of values [t, to t,] between the
current time and threshold time.

Rp is the reputation of the resource. CSPA receives this

value from CDS and decides to continue with the request
after negotiating with UA. The value is calculated as:

Rp=0Q;*Ap +Q2* R+ Q3*Qs+ Qu*Np... (9)



Aparna Manikonda & Nalini N/ IJETT, 70(9), 167-175, 2022

START

SERVICE
REQUEST

AUTHENTI
CATED?

REQUEST
DROPPED

COMPUTE TRUST
METRICS FOR CSPA

Algorithm 1: Authorization

1. Input: Trust Valuation Parameters of Requested

User

2. Output: Updated trust values and access to the
resource.

3. Begin

4. foreach useru; € udo
Compute weights w; to w,, Wma-Owa
Compute B, (u;) using eq. 8
Broadcast (Tcsp);

5. if (Tesp (u;) > 0.5) then

6. Compute T.4s (u;) using eq.9

7. Broadcast (T.q4s);

8 if (Teqs (u;) >0.5) then

9. UA «CDSA

10. else

11. Decrement the trust degree;

12. else

13.  Return request failed,;

14. end for
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COMPUTE TRUST
METRICS FOR CDSA

Fig. 3 Flow Chart for Trust Evaluation

END
REQUEST GRANTED
Algorithm 2: Authentication
1. Input: User Request, User Credentials
2. Output: Request Is Accepted or Rejected.
3. Begin
4 The user sends rq for accessing data resource
5. If (User Credentials is, ok?)
6 then
7 Request redirects to User_Agent(UA)
8. User_Agent (UA) submits the request to CSP
9. end if
10. else
11. Drop (User Request);
12. end

4. Performance Evaluation

CloudSim3.0 [20] is used to simulate the proposed
method. An eclipse editor is an operating environment for
simulation, the language used is JAVA, and 64-bit Operating
System is Ubuntu18.04. An order of 100 requests ranging
from 0 to 100 with a step size of 20 is used in this
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Fig. 4 Availability of cloud resource

experiment, along with some malicious attempts to analyze
the proposed system's performance in terms of accuracy,
success rate and availability.

Figure 4 depicts a declining availability rate with the
increase in requests due to user behavior and its credibility
for literature [14]. Behavior value of users changes along
with the variation in numerical values. The proposed
method has a higher availability rate, and the value changes
because of distributed nature of swarms. Hence, the values
shown ensure that the proposed work has better availability
of the resources in comparison with the existing one.
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Fig. 5 Rate of successful transactions
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The simulated result shown above is the rate of
successful transactions. Users whose trust value does not
match the threshold have no access to cloud services.
Hence, there is a sharp decline in RST at 40 and 60. In both
works. Because of the vulnerability of the client's way of
behaving, the impact of the client's trust limits isn't quite as
steady as cloud service nodes. However, the proposed work
has a success rate of 10% more than the existing
methodology.

A
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No. of Requests
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Fig. 6 Accuracy of the system

Fig. 6 Showcases the accuracy and depends on users'
credibility. The result clearly shows that the proposed work
has better accuracy than the existing one. The accuracy
values are linear with the parameters used to calculate the
trust value. However, there is a decline in accuracy as CSP
create a communication channel based on User trust value.

5. Conclusion

The proposed framework is to build an access control
method based on swarm intelligence, i.e., dynamic and
swarms work together to maintain a secure and efficient
data storage protection system. CSP and CDS trust metrics
empower effective information sharing and guarantee a
stronger security structure. This approach can efficiently
protect the unauthorized access of any malicious attempts,
which is evident from the results. In future work, the
proposed model can be hybridized with different
methodologies to improve the system's efficiency.
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