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Abstract - The Internet of things is the new generation of devices that use internet technology to communicate with each 

other, exchange information, and manage physical objects easily without needing any external intervention. With this 

novelty, the information generated in the network is massive and critical since it contains confidential information like 

banking information, personnel credentials, location and geographic information, and other sensitive data. As a result, the 

essential aspect of this system is ensuring security concerns such as privacy, confidentiality, authentication, and availability 

in order to implement and guarantee the IoT system’s service with a high level of security. This paper provides an overview 

of the Internet of Things systems, architectures, and security matters. Thus, to address security concerns and get beyond IoT 

system limitations, a Global hybrid architecture that combines a software solution based on Blockchain technology and 

hardware security primitive, which is the Physical Unclonable Function (PUF), has been proposed. 
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1. Introduction 
Introducing connected devices into our daily lives 

simplifies things and presents a new perspective on the 

design and management of the services and applications 

provided by these devices. This innovation reaches various 

domains such as healthcare, renewable energy, the 

automotive industry, smart supply chains, and many others. 

It is also considered a key to the expanding digital economy. 

 

Initiated in 1999, MIT Auto Identification Center 

founder Kevin Ashton introduced the idea of "the Internet 

of Things" [1] [2]. The Internet of Things, according to 

Ashton, "has the capacity to revolutionize the world, 

perhaps even more so than the Internet did" [3]. Later, the 

International Telecommunication Union (ITU) formally 

introduced the Internet of Things in 2005 [4]. There are 

numerous definitions of the IoT offered by numerous 

entities. Instead, the definition used most frequently as of 

2012 by the ITU, “a global infrastructure for the 

information society is described as "allowing advanced 

services by connecting (physical and virtual) things based 

on existing and developing interoperable information and 

communication technologies” [5]. Figure 1 shows a 

glimpse of the evolution of the IoT architecture. 

Accordingly, the expectation presumes that communication 

can be done directly between devices, as shown in the 

future architecture, and the growth of IoT could well be 

reached by 2025 by 35 billion devices [6]. However, 

Gartner presumes that IoT devices may number 50 billion 

[7] in 2025. 

 

All domains are taking advantage of this new concept. 

The IoT application lets users manage all objects in a 

highly intelligent way and in an intuitive manner, with the 

main goal of maximizing the benefits of data to gain money 

or make a decision after analyzing the information sent by 

the IoT ecosystem. In the literature, we can divide the 

domain applications of the IoT into six domains, as 

depicted in Table I. 

 

To understand the IoT ecosystem, we must know that it 

starts from end devices/objects where the information is 

collected, such as sensors and mobile phones using sensing 

devices in the objects like RFID tags, smart sensors, and 

actuators, and ends in the cloud where data is handled, 

stored, and processed, which is a decentralized system. For 

some applications of the IoT, fog computing has been 

defined as an alternative to the cloud to store and analyze 

data. It is permitted to develop fog applications rapidly [8] 

[57] and bring the data store closer.     

 

However, using centralized systems like cloud or fog 

environments represents a vulnerability and a weakness of 

the IoT ecosystem named a Single Point of Failure (SPF). 

But, we can find a case where data is analyzed in the  
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Fig. 1 Present and Future architecture of IoT 

Table 1. Domain application of IoT 

Domain Application  

Health Care 
Remote patient monitoring is the most popular application to collect health data like:  

Temperature, blood pressure, heart rate, etc. So, an alert can be regenerate to inform the hospital. 

Supply Chain 
Real Time location tracking: in production also in transportation environment let have an efficient 

monitoring of product. 

Food Industry 
Most ailments need to be stored at a particular temperature. Thus, storage condition monitoring and 

smart refrigerator are the most important factors to insure. 

Smart Grid 
Using a smart metering system to supervise energy consumption in real time and automatically 

respond to the need. 

Smart 

Manufacturing 

Quality control, inventory management, Predictive Maintenance, smart metering and smart packaging 

are the most important axe in the manufacturing system. 

IoV and UAV 
With GPS navigation, a dash cam, a connection with a mobile permit to load more applications and a 

smart Driving Assistant the person can drive safer and easier. And also have visibility    which road. 
 

IoT itself by retaining useful data and removing 

unnecessary data. This time, the IoT application is built on 

hardware platforms such as Arduino and software platforms 

such as the following operating systems: Android, Lite OS 

[9], and Tiny OS [10], which give this ability.  

Additionally, the IoT system incorporates a variety of 

technologies for communication like Near Field 

Communication (NFC) [11], Wireless Sensor Networks 

(WSN) [13], Radio Frequency Identification (RFID) [12], 

Bluetooth [14], Wi-Fi [58], Long Term Evolution [16] 

which are specified by a short range technology that 

facilitates the communication. 

 

From where the Internet of Things is considered a 

heterogenic network that combines various devices with 

different technologies. In light of this, the IoT ecosystem is 

characterized by the network's complexity, a variety of 

devices, a diversity of IoT data and a centralized system.  

Consequently, the above description of the IoT 

ecosystem led me to say that this wide diversity in the IoT 

system brings different issues which must be considered. 

Thus, the most important challenge is to get this data 

securely while guaranteeing privacy, availability and 

authenticity. 

 

 Hence, the security challenges of these “Things” are a 

crucial issue and the most difficult part to ensure in this 

ecosystem. Each security solution must consider the 

limitations of the resources of the connected objects 

“Things”, which can be summarized as follows: limited 

energy source, storage and computation.  

 

This introduction aims to present a comprehensive 

discussion of the Internet of things ecosystem, its 

widespread features and constraints of IoT. The remaining  

of this article is written as follows: Section 2 gives an 

overview of different architecture of IoT systems in state of 

the art; Section 3 presents security issues and challenges of 
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the Internet of Things; Section 4 Introduces the Blockchain 

technology, there features and Types; Section 5 Describes 

the integrate of Blockchain technology into the IoT system 

and the new global architecture, and Section 6 concludes the 

paper. 

2. IoT Architecture 
Since its introduction, researchers have developed 

various architectures to represent the IoT system. The 

standard and basic ones are defined with only three layers 

according to the pile of TCP/IP. Thus, we also have a 

proposition of architecture that describe the network of IoT 

systems with 4 and 5 layers [59] due to the evolution of the 

IoT application and requirements. Figure 2 displays 

different architectures projected. 

 

2.1. IoT Architecture with 3 layers 

This architecture is considered a proposition at the 

beginning of the Internet of things [35], [36]. It contains the 

physical layer as the first, the network layer as the second 

and the application layers as the third: 

• The Physical layer is known as the perception or 

sensing layer. It uses different technologies, such as 

RFID, to distinguish devices and gather information. 

The target of the attackers is the sensors that contain 

this information. In the literature, numerous types of 

sensors are picked according to the system's use case. 

• The network layer is referred to transmission layer. It 

is located between the physical layer and the 

application layer. The role is to transmit the 

information gathered from physical objects via sensors 

using wireless or wired transmission support. It is also 

responsible for connecting intelligent objects, network 

devices, and networks between them.  

• The Application Layer This layer designates the set of 

applications used by IoT technology. his functionality 

is to produce services to the software programs that 

depend on the data transmitted by sensors. The 

applications of IoT can be one of the domains set in 

table 1: smart homes, smart health, etc. 

2.2. IoT Architecture with 4 layers 

In this architecture, we find many suggestions with 

different placements of the fourth layer. The research 

presented in [37], [38], and [60] add a middleware layer 

between the Network layer and Application layer to define 

a software gateway/bridge that serves as an interface.  

 

It can offer the application the necessary services. [38].  

 

In other research, it is proposed as a supported layer 

responsible for the security of this architecture [59]. It is 

located between perception and network layers in a way to 

enhance the security of the IoT system by ensuring two 

functionalities: 1/- identify the sender of the information by 

authentication of the device and 2/- Send the information 

over the network layer. 

 

2.3. IoT Architecture with 5 layers 

In addition to the basic architecture, they add processing 

and business layers to provide more security for IoT 

systems. 

Processing Layer: It receives data delivered from the 

Network layer, known as the Middleware layer. It treats the 

information gathered by eliminating additional information 

that does not make sense and extracting useful information. 

[59]. 

Business Layer: it is in charge of a variety of tasks. As a 

start, it administers the IoT system, including its services, 

applications and business models. Furthermore, it uses the 

information obtained from the application layer to create 

business models, etc. Additionally, it gives customers 

privacy [40]. Each layer of this architecture can be affected 

by various attacks.  
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Fig. 2 Architecture of IoT 3,4 and 5 Layers 
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                                                              Table 2. Summary of attacks by Layers

 

Table 2 summarises these attacks and their impact on the 

system. Therefore, we must secure every layer to assure the 

security of the IoT system and provide different 

requirements to guarantee security matters. 

3. Security Issues/ Challenges of the Internet of 

Things 
As mentioned before, the biggest challenges in IoT 

systems are privacy and security concerns. Furthermore, 

several aspects of challenges exist: 

• Heterogeneity: The IoT system reveals heterogeneity 

of devices, communication protocols and IoT data 

exchange. 

• Poor interoperability: as a result of the heterogeneity of 

the IoT system, collaboration with different objects 

and exchanging information are very difficult and low 

to manage.  

• Complexity of networks: the network contains 

different communication protocols like Bluetooth, 

6Lowpan, Sigfox, LoRa, and NB-IoT give diverse 

services in the network. 

• Privacy vulnerability:  the exposing of private user 

data by devices in the IoT network leads attackers to 

manipulate and control the system and private life. So, 

we must guarantee the usage of IoT Data without 

revealing users' private information. Besides, using a 

cloud-like environment to store and compute the data 

generated by IoT seems to empower the IoT system. 

However, sending data to a third party can jeopardize 

the confidentiality of the data [41]. 

• Resource Constraints of Devices: The devices in the 

IoT system, like RFID tags, smart meters and sensors, 

have many limitations in resources: low storage, low 

power consumption and energy. 

• Security vulnerability: Despite the system’s 

heterogeneity and the complexity of the system IoT the 

security matter is the major element to ensure. Despite 

several mechanisms to ensure authentication, 

encryption communication and authorization, it is 

difficult to implement in the IoT device due to these 

resource limitations [42].  

Consequently, the ultimate question is how we can deal 

with the limitation of IoT devices and get a secure and 

private system. Many solutions are proposed to deal with 

the computing task, like using edge computing in a device. 

To increase the benefit of using IoT devices, we must 

enforce the security of IoT systems and mitigate the risk. 

With the outcoming of Blockchain technology, the 

integration of this solution seems to be a solution to these 

challenges, as we saw before, like poor interoperability, “all 

devices can speak the same language”, privacy and security. 

4. Blockchain 
4.1. Blockchain Concepts 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 3 Representation of block and his field 

Layer Attacks Impact References 

Business Business attack, Zero-day attack Integrity, Confidentiality [17][18][19] 

Application Cross-Site Scripting, Malicious code Integrity, confidentiality [20] 

Processing Exhaustion attacks, Malwares Integrity, confidentiality [21][22] 

Network DoS attacks, Main in the Middle, storage attacks and  

exploitAttack, replay attack 

Availability, integrity,  

confi dentiality 

[23][24] [25] 

Supported unauthorized access, Malicious insider, Dos Attacks Authentication, Privacy, 

Confidentiality 

[26][27] 

Physical Eavesdropping, Node capture, Fake node and malicious, 

replay attacks, Timing attacks 

Authentication, Privacy, 

Integrity, Confidentiality 

[28] [29] [30] 

[31][32][33] 
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Recently, the blockchain has been rising as a new 

technology that ensures privacy, immutability, integrity, and 

availability of information while providing a distributed and 

decentralized system that does not depend on a third party. 

To begin, it was dedicated to the Bitcoin cryptocurrency to 

ensure transactions between actors and user anonymity. 

Based on a Peer-to-Peer network (P2P), blockchain is also 

defined as an immutable Distributed Ledger that shares the 

same database with all Blockchain network members named 

“NODE”. This database stores a set of chained blocks; the 

first one is called a genesis block, with a previous hash of it 

being 0000 [43]. A single block contains two elements 

named “header” and “body,” as shown in Figure 3. The 

body stores the transaction under a specific structure defined 

by the Merkle tree as a method. The main goal of using the 

Merkle Tree is to facilitate the transaction verification by 

verifying the Merkle Tree Root stored in the block's header. 

The header in his text contains this information: 

1/Block hash that defines the ID of the transaction 2/the 

previous block hash, which permits it to be linked with the 

previous block like a chain. Hence, it helps to guarantee the 

integrity and immutability of its contents. 3/Timestamp, 

which defines the recording time of the transaction 4/Nonce, 

is a random value that starts from 0 and increases for every 

hash calculation [6]. 5/MerkleRoot is the hash of all the 

hashes of all the transactions that are part of a block in a 

Blockchain network, which guarantees the integrity of the 

transaction. With those fields, it is easy to detect a tampered 

transaction without needing a computational effort since we 

compare the hashes produced. 

In some situations, the Blockchain network's nodes can 

create a valid block at once, leading to a forked Blockchain. 

In such a case, we consider the correct one the longest chain 

that must be maintained while the other chain must be 

discarded or orphaned [44]. Blockchain technology uses two 

important mechanisms of security. The first one is the use of 

cryptography asymmetric based on two keys, private and 

public-key, to provide a digital signature and specify the 

owner of the message sent. We encrypt data with a private 

key that is kept confidential, and we share a public key in 

the network to be used in the verification of the provenance 

of the data [45]. The second mechanism is a cryptographic 

hash function to realize consensus between network nodes 

on Blockchain data. As a result, by utilizing these 

mechanisms, Blockchain technology provides a powerful 

system with a high level of security. 

4.2. Consensus Algorithms 

The consensus algorithm is a decision-making process 

for a group and a common agreement among the nodes 

without a need for centralized authorities, where group 

members create and support the beneficial decision for the 

group as a whole. These algorithms' fundamental goal is to 

choose a leader who will validate and broadcast the new 

data block via the network. Thus, all nodes belonging to the 

network participate in the validation process. With this 

mechanism, we ensure that the next added block is good. In 

state of the art, we find several kinds of consensus 

algorithms shown in figure 4; the most popular are: 

• Proof of Work “PoW” is the vast consensus mechanism 

deployed on the public Blockchain platform. It is 

introduced by Bitcoin [13] and presumes that each peer 

votes based on his Computing Power to solve a proof of 

work, calculating the hash function to find the nonce 

value and constructing the appropriate blocks [18], and 

the node receives a reward after resolving the puzzle. 

The nodes participating in this process are named 

“Miners”, and the entire process is called “Mining.” So, 

after finding the correct hash, the miner broadcasts the 

message to the other node for verification of the hash 

value found. Once it is accepted, the other network 

nodes set the next block. Despite his powerful ability to 

keep attackers from intruding with the sequence of 

blocks [46], the ultimate challenge of this consensus 

needs a large power consumption to complete the 

process, and the nodes which dispose of the intensive 

resources may monopolize the network as well as the 

reward.  

• Proof of Stuck “PoS”: is considered an alternative 

consensus approach for public blockchain with low 

power consumption for solving puzzles. Proof of stack 

aims to have an economic share in the network. In PoS, 

we replaced the term miners with validators. Like proof 

of work, the validators choose to add or broadcast a 

block into the blockchain. So, the validator selection is 

based on how many coins are held in the node wallets. 

However, the proof of stack system also uses 

randomization or a coin age-based strategy to ensure that 

those with the biggest stakes do not always receive 

preference and priority [45].  

• Delegated Proof of Stuck “DPoS” is another form of 

proof of stake. It is extensively used in Ethereum 

technology. It provides a voting system in which users 

are called to vote to elect users who will validate the 

blocks in their place “with salary”. In this algorithm, 

minors are called delegates. In the event that the 

validators add a wrong transaction or lose blocks, they 

are voted out by the other members of the network, and 

the rest of the token holders and new delegates are 

selected. When it comes to performance, DPoS 

Blockchains are more scalable and can handle numerous 

transactions per second than PoW and PoS. [47].  

• Practical Byzantine Fault Tolerance “PBFT” is 

employed in a private Blockchain. The PBFT algorithm 

provides safety and liveness properties given that at most  
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Fig. 4 Consensus Algorithm 

[(m-1)/3] of m nodes are Byzantine. Several 

cryptocurrency platforms employ PBFT consensuses like 

Hyperledger Fabric, Tendermint and Ripple platrorms 

[48]. 

4.3. Smart Contract 

Stored on the blockchain, a Smart Contract is a kind of 

code/program that might be executed automatically to the 

terms of contracts, unlike traditional contracts that are 

enabled by a centralized authority. This concept has existed 

in literature since 1994. This functionality's main objective 

is to codify contractual terms and implement them in 

software or hardware to minimize the need for intermediary 

parts, such as production in the supply chain [49] [50]. With 

this functionality, the blockchain gains immutability and 

decentralization features. 

4.4. Features of Blockchain 

Blockchain is a distributed ledger with high-security 

performance, as illustrated in figure 5: 

• Decentralization: The validation transaction in a 

traditional system can be conducted by a trusted 

authority (such as a bank or government). The 

centralization of this action is the genesis of a bottleneck 

in the network and the single point of failure (SPF). 

However, blockchain allows transactions to be validated 

between network nodes without any validation by tiers, 

reduces the single point of failure risk, minimizes the 

service cost, and mitigates the performance bottleneck.  

• Traceability: Each block in the blockchain contains a 

field named “Timestamp.” This field records when the 

transaction occurs. Thus, a timestamp is associated with 

every transaction stored in the blockchain. That is why it 

is easy for users to know the transaction's origin. 

• Immutability: Each block in the blockchain has a hash of 

the one before it. So, any change to a block causes all the 

following blocks to be rejected. Therefore, The Merkle 

tree's root hash stores the hash of all committed 

transactions. Every minor change in any transaction 

results in the creation of a new Merkle root. 

• Non-repudiation: it is realized by the secret key 

employed to encrypt and sign the transaction, which the 

other nodes can verify by the associated public key. 

Consequently, the transaction initiator cannot reject the 

cryptographically signed transaction [6]. 

• Pseudonymity: By making Blockchain addresses 

anonymous, blockchain can provide a certain level of 

privacy. [6] demonstrates the use of Blockchain 

technology to protect user privacy. 

• Transparency: every user on the Blockchain network has 

equal rights to access data. The blockchain offers 

transparency to all participants of the network. 

Meanwhile, the new transaction is verified by all nodes 

of the network.  

• Fault tolerance: by sharing the database with all nodes in 

the network, you can easily identify data leaks. A 

consensus mechanism can detect any alteration of data. 

•  Exchange automation: with smart contracts, the 

exchange of messages between vehicles can be 

automated. 

4.5. Types of Blockchain 

Blockchain technology is divided into three types: 

public, private, and consortium [54] [56]. Each one is used 

in a different context or situation: 

Features of 
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Fig. 5 Features of Blockchain Technology 
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Table 3. Summary of Blockchain-type comparisons 

 Type of Blockchain 

Public Private consortium 

Participation in consensus All participants’ Single firm Selected 

Access read/write permission restricted restricted 

Identity anonymous Known known 

Immutability Yes Partial Partial 

Trans. processing speed Slow Rapid Rapid 

Permissionless Yes No No 

Non-repudiation Non-refusable Refusable Partially Refusable 

Transparency Transparent Opaque Partially Transparent 

Traceability Yes Yes Partially 

Scalability Poor Superior Good 

Flexibility Poor Superior Good 

Consensus PoW, PoS, PoX PBFT, Tendermint, FBFT Ripple 

Examples Bitcoin, Ethereum Hyperledger GemOS 
 

4.5.1. Public Blockchain 

Public blockchain also known as permissionless 

Blockchain [55] because it enables everyone to access a 

copy of the Ledger and take part in the process of validating 

new blocks [51]. The public blockchain includes bitcoin, 

Ethereum, and others in the literature. The specification in 

this type of blockchain requires that the node generate 

transactions anonymously, resulting in a decentralized 

structure.  
 

4.5.2. Private Blockchain 

Private blockchain named permissioned, it is used in an 

organization or enterprise with a subsidiary company where 

all nodes are known. It is a centralized structure but can use 

a form of blockchain to validate the transaction. 
 

4.5.3. Consortium Blockchain 

It is comparable to a Private one, where the blockchain 

platform is a permissioned platform that multiple 

organizations can govern. The features of this technology 

provide a faster output compared to a public Blockchain (a 

large number of users). The other features are that we don’t 

have a problem with scalability because here, we have the 

capability to control nodes. It is also known as the federated 

blockchain. 

Table 3 provide a summary comparison between the 

types of blockchain, which leads to the following 

conclusion:  

The public blockchain offers a decentralized system with 

qualities such as immutability, transparency, traceability, 

and non-repudiation. Furthermore, an anonymous identity 

with full access to the blockchain is ensured. In addition, the 

network members require a significant amount of energy 

and storage to reach a consensus, so there is a high latency 

in creating a transaction. Therefore, the scalability of the 

public blockchain is limited. However, in private and 

consortium Blockchains, the scalability is superior due to 

the limited numbers of participants in those types. So the 

consensus is easily gained.  

As we will see in a later section on Blockchain 

technology, the permissionless has a slower speed to create 

a block that results in high latency in the network while 

using a good performance and scalable network. On the 

other hand, the permissioned blockchain represents a slow 

latency but still has a limit in scalability features because of 

the number of members of this type of network. So two 

fields are important to choose which type of blockchain we 

choose: performance and scalability. With all this 

description, the permissionless blockchain is more 

advantageous for industrial applications, and private 

Blockchains are appropriate for enterprise solutions. 

5. Integration of Blockchain and IoT 

Ecosystem 

The principle of the suggested architecture is depicted 

in Figure 6. The proposed approach combines two 

technologies to reinforce the security from the physical 

layer to the application layer.  Generally, the basic   solution 

for security starts from the communication to the application 

layer. A Blockchain layer has been added between the 

application and network layers, and a PUF Layer has been 

added just before the Physical one. The Physical Unclonable 

Function (PUF) is an efficient solution for guaranteeing 

each device's identity and authentication, like a fingerprint 

in the Blockchain permit, secures the data exchange 

between each device in the Internet of Things system. In this 

way, we can ensure low latency, tractability, immutability, 

identification, authentication, data integrity and a low cost.  

Making the notion more easily, the goal of IoT is to 

build an intelligent object using the Internet to communicate 

with each other in a way to collect information or provide 

services while keeping the security and privacy of 

information exchanged.  
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Fig. 6 Architecture IoT with Blockchain Technology 

 

      Due to the ubiquitous use of IoT services in all domains, 

the use of Blockchain technology in the IoT ecosystem 

represents a huge opportunity to overcome security and 

privacy matters. 

 

To integrate Blockchain technology into the IoT 

ecosystem, we proposed to follow the steps below to define 

some parameters suitable for your IoT:  

 

5.1. Type of Nodes 

As we know, the full node can store the entire record of 

the blockchain and can be a validator and take action by 

adding a block to the blockchain. Hence, the node must 

have the sufficient computational power to participate in the 

validation process. In this case, the communication between 

objects is direct ‘Machine to Machine’ without any help 

such as Vehicle to Vehicle “V2V”, payment cases and the 

implementation of the blockchain in each object. The light 

node holds a record of the block header from the 

blockchain. They can use the block header to check a 

transaction's legitimacy but cannot add a block. In 

conclusion, devices with limited resources can be used as 

light nodes. Hence, this kind of object uses a gateway or a 

fog computation to ensure communication and small 

computational task.  

 

5.2. Consensus Algorithm 

Choosing a suitable consensus algorithm is primordial 

to integrating blockchain with the IoT in a good way to 

benefit from all the advantages of this technology. Like 

proof of work, it needs a huge energy consumption to create 

and add a block, so it is very difficult to use it in IoT 

devices. In some studies, they proposed using a light version 

of PoW [37] while risking network security. The best way 

to use public blockchain in the IoT ecosystem is to use a 

voting-based consensus algorithm like Proof of Stake, 

which appears to be more appropriate with the constraints of 

IoT devices.  

 

5.3. Smart Contracts  

Smart contracts can automatically update each device's 

framework to overcome software system threats and 

automatically delegate access control.  

 

     For the location of blockchain, several studies provide a 

variety of scenarios: it may be in the device gateway, the 

device itself as “the endpoint,” or in a hybrid structure 

utilizing the cloud [37] since it is thought of as a software 

solution that can be more easily deployed.  

 

      In this article, we proposed a global architecture. For 

that, we consider using the basic architecture with three 

layers in the first stage and appending to this scheme two 

layers called: 

 

5.4. Blockchain Layer 

Located at the top of the network layer and under the 

application layer, as shown in figure 6. Our goal is to assure 

the security of the information exchange in the network 

while accounting for the heterogeneity of connected 

devices, allowing them to communicate with one another 

and managing interoperability. The Blockchain Layer 

provides peer-to-peer communication and performs the 

consensus mechanisms to create blocks. It also contains the 

network of nodes contributing to the chain's validations. 

Otherwise, the ability to manage the account users related to 
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the physical equipment or transaction. We can say that the 

Blockchain layer contains tree functionality: 

• Construction data using Merkel tree, cryptography and 

hash function with the primary goal of creating a block. 

• Propagation of data through the network.  

• Verification mechanism with consensus algorithm after 

agreement.  

 

In real-world deployments, we have multiple designs 

due to the many types of devices and use cases discussed 

previously. The full node can be a cloud server for Internet 

of thing services or an edge server that provide a sufficient 

requirement to select useful data, store it in the blockchain 

and resolve consensus puzzles. As a result, the Blockchain 

layer is a virtual layer that can be established through 

existing infrastructure. Therefore, using this design, a device 

with limited resources may handle this proposition. For 

example:  

• Smart house equipped with devices like “sensors, 

camera systems” that really can transmit data to an edge 

server but cannot support blockchain.  

• Health Care, such as the remote monitoring of patient 

data health, in which the device is connected to a server 

and transmit the information. 
 

Otherwise, the communication can be established 

Machine to Machine in use cases such as financial 

transactions and intelligent vehicles. Therefore, the device is 

powerful and may support the implementation of 

blockchain. In another scheme, the devices must 

communicate with an internet of things cloud or server 

through a gateway. This gateway has the role of collecting 

and trait the information and transmitting it to the IoT 

Cloud. In conclusion, our proposed architecture is valid, 

whatever the organization of devices.  

5.5. PuF Layer 

It is located between the physical layer and 

transmission layer. The introduction of the physically 

unclonable function “PuF” is suggested with the main goal 

of strengthening the device's security by guarantying the 

identity and ensuring authentication and unicity of the IoT 

in the network [61]. This primitive solution provides an 

unpredictable secret Key [53] that can replace the common 

secret key-based cryptographic methods and is practically 

impossible to duplicate. The PuF is a hardware solution 

containing a random component that makes them 

unclonable, like a fingerprint.  
 

6. Conclusion and Future Work 
This paper provides an overview of the state-of-the-art 

Internet of things, its architecture and its challenges. We 

also offer a summary of Blockchain technology in how it 

may be deployed to increase the security issues of the IoT 

system, considering different types of devices and proposing 

a global architecture for its deployment. The proposed 

solution is an approach that combines two technologies to 

reinforce the security from the physical layer to the 

application layer by including Blockchain and PUF layers in 

the standard architecture. The Physical Unclonable Function 

is an efficient solution for guaranteeing the identity and 

authentication of each device, like a fingerprint in the 

blockchain, which allows secure data exchange between 

each device in the Internet of Things system. Our future 

works will address the use of PUFs combined with 

Blockchain Technology. We are convinced that this 

proposed approach will contribute to overcoming security 

issues, establishing a secure data exchange, and 

guaranteeing the identification and authentication of devices 

fast, with low cost and low energy consumption in IoT 

systems. 
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