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Abstract - One of the vulnerabilities organizations face against cyberattacks arises from the absence of standardized
governance for information system security. This encompasses insufficient security policies and a lack of consistent security
updates and monitoring. This study aims to evaluate and gauge the information system security governance of the Directorate
General of XYZ. COBIT 2019 and 1SO 27001:2013 frameworks are employed to bolster the administration and safeguarding
of information assets while establishing more robust and secure IT governance. The research bench methodology
encompasses gathering data through interviews, observations, and analysis of pertinent security policy documents and
information management practices. From this study, 12 specific information security domains are identified: EDM03, APO11,
APO12, APO13, BAIO6, BAI10, DSS02, DSS03, DSS04, DSS05, DSS06, and MEAQ3. Evaluating the present analysis, it is
evident that the Directorate General of XYZ has not yet attained the targeted maturity level, set at level 5. This underscores the
existing gaps in the organization's information system security governance. Based on the research findings, recommendations
and a roadmap are proposed to rectify these information system security governance deficiencies. This initiative aims to
elevate information security measures and curtail risks arising from various threats like cyberattacks, data breaches, and
unauthorized access. Additionally, the organization's overall average maturity level achieved, calculated at 3.07, further
emphasizes the need for comprehensive enhancements in its information system security governance practices.
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1. Introduction

Information systems are crucial to government duties in
the current digital era. In managing information systems, the
government is responsible for ensuring that the information
stored and processed by the government is safe from various
security threats, such as cyber-attacks, data theft, and
unauthorized access. Government information security
governance is critical in ensuring and minimizing security
risks. Information system governance aims to align
stakeholder needs, company goals, and company
performance in business activities supported by technology
and information [1]. The benefits of implementing IT
governance are realizing benefits, optimizing risks, and
optimizing resources. [2].

In implementing information technology governance,
frameworks such as COBIT (Control Objective for
Information and Related Technology) 2019, the Information
Technology Infrastructure Library (ITIL), The Open Group
Architecture Forum (TOGAF), Project Management Body of

Knowledge (PMBOK, Committee of  Sponsoring
Organizations of the Treadway Commission (COSO) and the
International  Organization for Standardization (ISO)
standards ISO/IEC 38500, ISO/IEC 31000, ISO/IEC 27000,
ISO/IEC 20000 and ), PRojects IN Controlled Environments
2 (PRINCEZ2) [3] can be used. Each framework focuses on its
objectives, and the implementation of frameworks depends
on the organization's characteristics. The ITIL framework
focuses on improving the quality of IT services [4], and
COSO focuses on integrated risk management with all
aspects of business [5]. 1SO 38500 focuses on managing IT
investment and services [6]. COBIT (Control Objective for
Information Technology) 2019 is a standard and guideline
for IT governance and management published by ISACA
(Information Systems Audit and Control Association). This
framework is an improved version of COBIT 5, which
provides more in-depth guidance on enterprise IT
governance according to each company's needs, containing
40 core governance and management objectives. This guide
also references other frameworks and standards. [1]
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In previous studies conducted by [7-9], and [10], they
have discussed the implementation of one of the above
frameworks, namely COBIT. They concluded that every
company needs IT governance so that the company's
business goals are aligned with the use of information
technology and the business goals of a company can be
achieved effectively and efficiently with the help of
information technology [15].

The COBIT 2019 Framework was chosen in this study
as it defines the capabilities of information systems that offer
universally recognized principles, tools, practices, and
models that can help increase trust levels. COBIT 2019 also
provides recommendations to companies in managing IT
governance and provides business flexibility to create
practical governance solutions tailored to their organization's
goals and objectives [11]. The COBIT 2019 Framework was
chosen in this study because it defines the capability of
information systems that offer universally recognized
principles, tools, practices, and models that can help increase
trust. COBIT 2019 also provides recommendations to
companies on managing IT governance and gives businesses
the flexibility to create practical governance solutions
tailored to their organization's purposes and objectives [11].

The Directorate General of XYZ has the task of
formulating and implementing policies in the field of water
supply  system  management, domestic = wastewater
management, environmental drainage management, waste
management, building and construction arrangement, urban
area development, and strategic infrastructure development
in accordance with the provisions of the laws and
regulations. Ensuring the security of their technological
information systems is also imperative, as it safeguards
sensitive data related to building plans, water supply
networks, and construction application processes. Citizen
records, employee information and other critical information,
allow them to fulfill their responsibilities efficiently and
protect against potential risks. The Directorate General of
XYZ has experienced four instances of cyberattacks,
underscoring the susceptibility of their information systems.
These incidents emphasize the immediate requirement for
strong security measures to protect valuable information,
mitigate unauthorized entry, and uphold the credibility of
their digital services. COBIT is an IT management
framework focusing on excellent and effective IT
governance. However, since COBIT does not have a
comprehensive guide in the field of information security,
integration with ISO 27001:2013 as a guide for information
security management can help organizations improve the
management and protection of their information assets. By
integrating COBIT 2019 and ISO 27001:2013, organizations
can create better and more secure IT governance, reducing
risks and improving overall performance. Research on 1SO
27001:2013 has been conducted by [12-14].
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The Directorate General of XYZ has 7360 employees
spread across 34 provinces throughout Indonesia and has 28
applications that support its business processes. Information
security governance must be implemented at the Directorate
General of XYZ to protect data and assets from threats that
may harm business processes so that application users can
transact and conduct other information-related activities
without fear. This study's required governance is related to
management and focuses on Security. Hence, the approach
combines the ISO/IEC 27001 and COBIT 2019 standards
and frameworks.

Several studies have focused more on governance
related to Security by COBIT 2019 or ISO 27001:2013. At
the XYZ directorate, the focus will be on all information
system assets, including hardware and software. A study
discusses the combination of COBIT 2019 and ISO
27001:2013 [16], but it was conducted in a different business
process, namely criminal investigation. This study shows that
the number of domains selected in IT governance in each
organization is influenced by various design factors. Hence,
organizations that plan and build public infrastructure have
different domain selection and design factor results than
organizations in criminal investigations. In this case, the
various design factors between the two organizations can
affect the selection of appropriate domains for building
effective IT governance that aligns with the organization's
needs. In a previous study [15], the set benchmark for Polda
XYZ was 3, per their observations. The focus of their
research was on cybercrime. In this study, the goal was set at
5, aiming for a higher level of effectiveness. The testing,
however, was only done within the regional police
department, which makes it less adaptable when compared to
other agencies. On the other hand, the Directorate General of
XYZ involves many different organizations like regional
development agencies, water utility companies, health
departments, environmental agencies, and more. This
complexity needs to be considered when trying to apply the
results more broadly.

The objective of this study is to develop an information
security governance model by combining COBIT 2019 and
ISO 27001:2013 standards. With the expectation of
providing recommendations for developing information
security governance for the government and ensuring the
Security and confidentiality of the information stored and
processed by government information systems. Additionally,
this research is beneficial for the following purposes:

1. To determine the current state of information system
management that can be measured at a certain level.

2. To identify and mitigate potential threats and attacks that
may occur.

3. To develop a reference for future implementation by the

goals of the Directorate General of XYZ.
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4. To monitor information system management according
to the reference.

These efforts will help increase public trust and ensure
that the government can provide high-quality public services.

2. Related Works

In previous studies, several methods for creating
information system security governance have been
conducted, with commonly used methods including the
COBIT 2019 and I1SO 27001:2013 frameworks.

2.1. Governance Using COBIT 2019

The selected approach should align with the
requirements of the organization. Among the existing
techniques, COBIT 2019 is a well-known method of
governance framework. There are several versions of COBIT
2019, including COBIT 4, COBIT 5, and COBIT 2019. The
latest product in the COBIT series is COBIT 2019.

A framework called COBIT 2019 is used to assess IT
governance and management. As a tool for managing and
maximizing the value of information and technology, COBIT
2019 assists organizations in reducing risks, realizing
benefits, and optimizing their use of resources. The creation
of COBIT 2019 was prompted in part by the demand for
faster, more agile, and innovation-supporting IT management
in organizations [1]. COBIT 2019 has six governance
principles, namely [1]:

e Provide Stakeholder Value

Holistic Approach

Dynamic Governance System
Governance Distinct From Management
Tailored to Enterprise Needs
End-to-End Governance System

Several new aspects in COBIT 2019 compared to 2015
include design factors that can drive the design of enterprise
governance systems (such as corporate strategy, risk profile,
IT role, IT implementation method, and threat landscape)
[16]. Here is a list of the domains and processes in COBIT
2019 [1]:

e Evaluate, Direct, and Monitor (EDM) - aims to group
corporate governance objectives.

e Align, Plan, and Organize (APO) - discusses the
organization, strategies, and activities supporting
enterprise technology and information.

e Build, Acquire, and Implement (BAI) - discusses IT
solutions' design, acquisition, and implementation,
including business process integration.

e Deliver, Service, and Support (DSS) - This domain
discusses operational and T&I service support.

e Monitoring, Evaluate, and Assess (MEA) - discusses
monitoring T&I performance and compliance with

performance targets and internal and external control
objectives.

Then, from these processes, maturity assessment is
carried out in COBIT 2019, which is divided into six levels
[1]:
e Level O (Incomplete)
Level 1 (Initial)

Level 2 (Managed)
Level 3 (Defined)
Level 4 (Quantitative)
Level 5 (Optimizing)

In determining the sources for interviews and
guestionnaires, the RACI (Responsible, Accountable,
Consulted, and Informed) chart is used as a matrix of all
decision-support activities or authorizations that must be
taken in an organization by being linked to all parties or
positions involved [3].

2.2. Security Governance using 1SO 27001:2013

The cybersecurity standards framework should be a
good fit for the specific type of business organization.
ISO/IEC 27001:2013, for instance, is a global standard that
offers guidance on effective information security
management practices applicable across the board. This
standard adopts a systematic approach to establish, execute,
monitor, assess, maintain, and enhance information security.
ISO/IEC 27001 encompasses 114 control objectives
categorized into 14 domain groups, spanning from Annex 5
to Annex 18. Meanwhile, Annexes 1 to 4 provide
introductions and definitions [17]. Implementing 1SO
27001:2013 allows organizations to determine and evaluate
information security risks and implement procedures and
mechanisms that maintain the integrity, confidentiality, and
availability of information [18].

IT governance analysis and design in the Directorate
General of XYZ have not been conducted before. However,
several studies can be used as references for this research,
such as the "Analysis And Design Of Information
Technology Governance Using The Cobit 2019 At PT.
XYZ". This study is a research on a food and beverage
company that uses information technology to support the
company's business goals, namely daily transaction
bookkeeping. The company is categorized as large as it has
2800 employees and uses 11 design factors that result in 5
selected domains, namely DSS02 (managed service request
and incidents), DSS03 (managed problems), DSS05
(managed security service), BAIO9 (managed assets), and
MEAO3 (managed compliance with external requirements).

Another study, "Leveraging COBIT 2019 to Implement
IT Governance in SME Context: A Case Study of Higher
Education in Campus A",. This study was conducted at
campus A, which has around 224 employees and is
categorized as a medium-sized organization. This
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organization does not have an internal IT person. It relies on
the performance of external vendors for applications and
infrastructure, so IT governance is needed to manage the
organization's risks. The company's analyst uses COBIT
2019 using 11 design factors resulting in 12 domains, namely
APOO07, BAIO2, BAIO3, BAIO7, BAI11l, DSS01, DSSO02,
DSS04, DSS05, MEAO1, MEAOQ02, and MEAO03, and
determining the RACI Chart.

A study titled "ldentifying the Level of SIPERUMKIM
Governance based on COBIT 2019 in the Department of
Housing and Settlements of Salatiga City". The department
uses a digitalization process for public service
recommendations for housing licensing under the name
SIPERUMKIM in its information system. The department
wants to obtain a bit of advice through Capability Level and
a gap in DPKP Salatiga so that the application can be more
optimal for improving good IT governance and as an
evaluation material for enhancing the company's
performance and providing good services to the community,
especially in Salatiga City. Determination of the domains is
carried out using 11 design factors. Four of the 40 domains
are valued at more than 80, namely APO12, DSS02, and
DSS03.

The research titled Information System Security
Analysis of XYZ Company Using COBIT 5 Framework and
ISO 27001:2013 was conducted on XYZ Company, which
has produced various fabrics for 20 years. The research
aimed to determine the level of information system security
in the company to enhance it and minimize potential threats,
as well as to plan for obtaining the 1SO about information
security management. The auditor mapped the company's
vision and mission based on the COBIT 5 Enterprise
objectives for the SMKI scope, using the PAM COBIT 5 to
produce domains APO12, DSS05, MEAOQ2, and EDMO03.

Designing Recommendations and Road Map of
Governance for Quality Management System of Online
SKCK Based on Information Security Using 1SO 9001:2015
and ISO 27001:2013 (Case Study: Ditintelkam Polda ABC)
focused on the Online SKCK (Police Record Certificate) and
compared the clauses of 1SO 9001:2015 and 1SO 27001:2013
[14]. Based on the KAMI index, the chosen sentences were
assessed from zero to five (0-5) using 1SO 21827:2008. The
evaluation results were reviewed to produce suggestions and
a schedule of tasks Ditintelkam Polda ABC should carry out
to fill in the gaps that were found.

The study investigated the implementation of 1SO
27001 and COBIT COBIT 2019 frameworks in securing the
information of an intelligent tourism application developed
by PT. YoY Manajemen Internasional. The smart tourism
app provides recommendations for tourist attractions and
amenities based on location through a location-based service,
as well as the personal preferences of the tourists.
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Information damage in the intelligent tourism application can
affect the company and its business. Therefore, PT. YoY
Manajemen Internasional should protect customer data and
assets from attacks or threats that may harm the innovative
tourism business process. The organizational objectives were
mapped, and domain APO13 was selected and adapted to PT.
YoY conditions and preferences. From the selected domain,
the 1SO 27001 controls/policies became recommendations
for PT. YoY was identified.

In these research studies, the authors determined the
domains based on design factors, such as [7] [8] [10], and
selected the appropriate domains for the organizational
needs. COBIT 2019, which is more up-to-date than COBIT
2015 [16], was the focus of the research, and it was
integrated with 1ISO 27001:2013. The domains of COBIT
2019 were mapped with the ISO 27001:2013 clauses, and the
questionnaire was distributed according to the RACI
(responsible, accountable, consulted, and informed) chart to
determine the respondents, as described in [8]. The results
were used to make recommendations that must be fulfilled
and carried out to attain optimal information security
governance, as outlined in [14]. The research aimed to
provide recommendations based on the evaluation of each
COBIT 2019 domain.

In this case study, the COBIT 2019 and ISO/IEC 27001
frameworks for information security management are
employed as best practices to design governance
recommendations and an information security roadmap.
Because the COBIT 2019 framework shares similarities with
COBIT 5, which generally encompasses aspects of
procedures and activities from various standardized models
and frameworks accepted by the IT community, it is
recognized as dynamic and flexible. For instance, the EDM
domain represents 1ISO/IEC 38500 and ISO/IEC 31000. In
contrast, the APO, BAI, DSS, and MEA domains encompass
Project in Controlled Environment (PRINCE2)/Project
Management Body of Knowledge (PMBOK), TOGAF,
ISO/IEC 31000, Capability Maturity Model Integration
(CMMI), ITIL V3, ISO/IEC 20000, and ISO/IEC 27000.

To delve deeper into security aspects of governance,
ISO 27001:2013 is employed. This aligns with the
Regulation of the Minister of Communication and
Informatics of the Republic Indonesia No. 4 of 2016
regarding Information Security Management Systems, which
mandates that Providers of Strategic Electronic Systems and
Providers of High Electronic Systems must adhere to the SNI
ISO/IEC 27001 standard (Chapter 111, Article 7, Paragraph 1
and Paragraph 2). Additionally, in accordance with the
Ministry of Public Works and Public Housing of the
Republic of Indonesia Regulation No. 27 of 2020,
Information Security Management in the Ministry follows
the SNI ISO/IEC 27001:2013 Information Security
Management System. Furthermore, according to [19], the



Elok Aflakhah & Benfano Soewito / IJETT, 71(10), 223-237, 2023

ISO 27001 standard is highly suitable for implementing
information security management within an
organization/company, as it provides certification indicating
effective information security implementation

3. Materials and Methods

The materials and methods section should contain
sufficient detail to repeat all procedures. It may be divided
into headed subsections if several methods are described.

This research used the Design Science Research
Methodology (DSRM), which focuses on developing
innovative  technology-based  solutions to  support

organizational needs and improve information system
performance.[20] The DSRM process consists of six steps:
problem identification and motivation, objective solution
definition, design and development, demonstration,
evaluation, and communication.[21] Figure 1 illustrates the
stages conducted in this research.

The DSRM process is particularly well-suited for
implementation within the Directorate General of XYZ due
to its comprehensive and structured approach, consisting of

six well-defined steps: problem identification and
motivation, objective solution definition, design and
development, demonstration, evaluation, and

communication. Given the diverse nature of the Directorate's
responsibilities, which include managing water supply
systems, building approvals, and urban development, the

Define the Object for
a Solution

Objective
Statement

Problem
Identification

Existing Maturity
Level

Ideal Maturity
Level

1
1
1
1
1
1
1
1
1
1
1
1
1
1
:
! Gap Analysis
1
1
1
1
1
1
1
1
1
1
1
1
|

Demonstration

ey

[em————————————

Recommendation

Evaluation

DSRM process provides a clear framework to identify and
address security challenges across these different domains
systematically. By systematically identifying and defining
objectives, designing tailored solutions, and demonstrating
their effectiveness, the Directorate General of XYZ can
enhance its capacity to effectively manage risks, protect
critical data, and ensure the security of its operations.
Furthermore, the evaluation and communication stages of the
DSRM process enable ongoing improvement and the
dissemination of best practices, fostering a culture of
continuous enhancement in the Directorate's cybersecurity
efforts.

3.1. Problem Identification

In this stage, the research topic is determined, the
research problem is formulated/defined, and solutions are
sought for the issue pertaining to the subject of interest,
information security in the XYZ Directorate General's
information system.

3.2. Define the Object for the Solution

Define the objective of the information security
governance problem. The desired outcome should be
superior to the current situation, which can support the
resolution of information security problems. This stage aims
to assist the organization (XYZ Directorate General) achieve
a higher capability maturity level for an adapted IT
governance system.

Design and Development

Mapping ISO/IEC
27001:2013
To Cobit 2019

Study Literature

Observation

Conclusion and
Suggestion

Preparation Road Map

Preparation

Roadmap
Development

Fig. 1 Research stage
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3.3. Design and Development

The process discussed in the design and development
stage is the design of the information system security
governance of the XYZ Directorate General based on I1SO
27001: 2013 on the Information Security Management
System and COBIT 2019. The first step is data collection and
observation, then analysis of each factor of the COBIT 2019
design. Next, Identify the chosen domain in the COBIT 2019
framework based on the needs' scope. The most crucial phase
of the entire COBIT 2019 procedure is this one. I1SO
27001:2013 and COBIT 2019 clauses are mapped from the
selected domain. Then, examine which provisions are
identical and which ones might be combined to form a new
provision on security-based governance. This objective is
anticipated to be better than the existing situation or can
become a new artifact supporting the resolution of
information security problems.

3.4. Measuring Maturity Level Value

In this stage, the current maturity level of the XYZ
Directorate General is measured, as well as the expected
maturity level and the ideal maturity level of the selected
COBIT domain. Assessment is done using COBIT 2019 with
six ratings ranging from zero to five (0-5). The evaluation is
done by creating a questionnaire based on the activities of the
selected domain. The inquiries in the questionnaire that will
be distributed will relate to these actions. The actions of the
chosen domain are taken from the activities in the COBIT
2019 framework [22]. For the respondents in the
questionnaire, the RACI Diagram is used to determine the
stakeholders in the business process or the company so that
they can be used as respondents in this research [1].

Maturity level measurement is conducted to determine
the process of implementing the information system in the
XYZ Directorate General. In measuring the maturity level, a
questionnaire is distributed to employees responsible for the
application system used in the XYZ Directorate General
using the calculation formulas (1), (2), and (3) according to
Table 3.1.

number of answers x weight bobot

Attribute Maturity Index = 1)

number of questions

The attribute maturity index is obtained by weighing the
questionnaire responses and dividing them by the total
number of questions. The weight used is the weight of each
response option, which indicates each option's value or
importance level in the context of the questionnaire question.
The questionnaire consists of five response options with
weights as follows: Strongly Agree (5), Agree (4), Neutral
(3), Disagree (2), and Strongly Disagree (1).

__ Attribute Maturity Index

@)

Maturity Index

number respondents
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The maturity index is obtained by dividing the attribute
maturity index result by the number of respondents available.

@)

The level of maturity or maturity assessment is obtained
by calculating the maturity index and then dividing it by the
activities or subdomains that have been selected.

Maturity Index

Maturity Level =

number of subdomains

3.5. Evaluation

At this point, the maturity assessment is evaluated and
analyzed to determine the gaps between the actual and ideal
maturity levels using the maturity results. The evaluation and
analysis results become the basis for determining
recommendations for activities the XYZ Directorate General
must undertake to fill these gaps. After evaluating an
organization's IT governance maturity level, the next step is
to identify the gaps between the current and desired level of
maturity. This gap is the difference or discrepancy between
recent performance and expected performance. Recognizing
this gap will help organizations determine which areas need
to be optimized or improved to achieve the desired level of
IT governance maturity. In the development roadmap stage,
the evaluation results will be communicated to the leaders
and information system implementers in the XYZ
Directorate General to determine the direction of leadership
policies from 2024 to 2028, embodied in a roadmap. Then,
conclusions and suggestions are made for the next steps. The
roadmap development is one of the essential steps in the
solution development process. Still, for this paper, the
roadmap development is not included in the scope of the
research. This study focuses on the initial action stages to
evaluate the applied solutions.

3.6. Development of Roadmap

The evaluation results will be communicated to the
leaders and information system implementers in the XYZ
Directorate General to determine the direction of leadership
policies from 2024 to 2028, which will be embodied in a
roadmap. Then, conclusions and suggestions are made for the
next steps. The roadmap development is one of the essential
steps in the solution development process. Still, for this
paper, the roadmap development is not included in the scope
of the research. This study focuses on the initial action stages
to evaluate the applied solutions.

4. Results and Discussion

This case study discusses how the Directorate General of
XYZ, an organization not named for confidentiality reasons,
conducts an assessment to establish information system
governance. The results of Ditjen XYZ's research on the
security governance framework using the COBIT 2019 and
ISO 27001:2013 domains consist of 5 stages. These stages
include problem identification, defining the solutions object,
design and development, measuring maturity level, and
evaluation.
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4.1. Problem Identification

This research is conducted because the Directorate
General of XYZ has 28 applications spread across eight
directorates, as shown in Figure 2. However, the Directorate
General of XYZ has faced several difficulties in running its
applications and network, such as experiencing seven power
outages and six disruptions from the service provider in the
last two years.

In addition, the Directorate General of XYZ has also
experienced four hacker attacks and lost data due to a crash
in the data center's storage. Therefore, this research is
conducted to identify the causes and find solutions to
overcome these obstacles so that the information system at
the Directorate General of XYZ can run smoothly and
securely.

4.2. Define the Object for the Solution

The solution to the problem identified above relates to
information security governance, which involves measuring
the maturity of the information system in Directorate XYZ
using the combined framework of COBIT 2019 and ISO
27001:2013 and providing recommendations as needed by
Ditjen XYZ to help the organization achieve a better level of
capability maturity.

4.3. Design and Development

The first step is data collection and observation,
followed by selecting the relevant domain in the COBIT
2019 framework through design factors according to the
scope of the requirements. Next, mapping the clauses in 1SO
27001:2013 and COBIT 2019. Based on the observation
results, there are potential threats to information system

assets, as shown in Table 1.

Table 1. Potential threats to information system assets in directorate general of XYZ

No Name Potential Threats Causes
Malware Attacks: Virus, Worm, Lack of software, firewall, and antivirus updates
Trojan, spyware Downloading untrusted software
1 Software Hacker Attacks Phishing and fake emails
Integration Issues Design flaws, software compatibility, non-standard
Security Coding Weaknesses coding, untested coding, undocumented coding
Overload, cyber attacks, power outages, hardware
Server Failures damage
2 Data and Information Data Theft Weak passwords or outdated security systems,
Illegal Data Alterations cyber-attacks, and information leakage by staff who
can facilitate data theft
Component failures such as hard
drive, RAM, or CPU failures, . . .
. device age, overheating, electromagnetic
3 Hardware . printers interference, component damage, overload
Physical damage, such as cable
Theft
damage
Loss/theft

Network and
4 Communication/
Telecommunication

DDoS Attacks, Hacking, and
Network Configuration
Weaknesses Overload

Weak network protocol settings such as default
settings, incorrect configurations, insufficient
technical ability, outdated network devices

5 Human Resources

Communication Failures
Motivation Issues
Ethical Issues (data forging/theft)
Lack of Competence
Stress

Misinterpretation, lack of information, cultural
differences

-Poor management, lack of rewards, uncomfortable
work environment (pollution and noise)

-Lack of supervision, organizational culture, lack of

ethics education

-Lack of education and training, lack of experience,

lack of support, organizational culture
-Excessive workload
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L factors that is not used is enterprise size because, according
Number of Applications in Directorate to ISACA 2019, an organization is considered significant if it
General XYZ has more than 250 employees, while the Directorate General
of XYZ has 3000 employees. The selected design factors are
based on the conditions of the case study object. Each design
10 factor selection has a weight value in each domain. In this
g stage, the priority and non-priority domains will be
4 determined based on weighting results. Stakeholder
2 interviews are conducted to acquire data on the values of
0 design factors 1 through 10 To collect information about the
DIT. DIT. DIT. DIT. DIT. DIT. DIT. DIT. DIT. design factors. The design factors are as follows:
A B C D E F G H 1 e Enterprise Strategy
e Enterprise Objectives
Fig. 2 Number of applications in directorate XYZ e ITRisk Profile
e |T-related Issues
The information assets are needed to select the ® IT Landscape/Threat Potential
appropriate design factors for the needs of the Directorate ~ ® Compliance Requirements
General of XYZ. From these assets, the COBIT 2019 domain e ITRole
is chosen using the design factors carried out using the e IT Source Model
toolkit provided by the COBIT 2019 design guide in the e IT Implementation Method
form of a spreadsheet. The toolkit uses 10 out of 11 design e  Technology Adoption Strategy
factors in the COBIT 2019 design guide. One of the design
COBIT.xn All Design Factors
-100 -50 0 50 100
20EDMOl 20
6 ““EDMO03 50
EDMO05 10
25 002 30
30 POC 20
-20 -
-35
APO%8 0 \s
APO10 15 60
APO12 o b5
AlP(()Z)14 35
BAI02
-10
BAIO4 o 45
BAIO6 o 65
BAIO8 1015
1IEB)Allo 65
DSS03 - 9
DSS05 — e 80
A —— *°
MEAO03 65
40

Fig. 3 Results of all design factors
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The output generated at this stage is a summary of
values in each process on a scale of -100 to 100. In COBIT
2019, all processes are evaluated, but not all are important.
The processes the author will evaluate are essential for the
Directorate General of Cipta Karya, with a value of 50 or
higher. By following these steps, the organization will
achieve a governance system tailored to the needs of the
Directorate General of Cipta Karya. After analyzing the
objective in determining Design Factors (DF1-DF11), the
process objectives to be further evaluated are concluded,
according to Figure 3.

Based on the figure, the process objectives that have a
value of >50 are:

After obtaining the 12 critical domains, combining the
chosen domains is the following step using COBIT 2019
design factors with clauses from 1SO 27001:2013 to obtain
the following table.

Table 2. Priority design factor results

No | Reference Governance{Ma_nagement Priority
Objective
1 EDMO3 Ensyrgd Rlsk 50
Optimization

2. APO11 Managed Quality 50

3. APO12 Managed Risk 95

4. APO13 Manage Security 75

5. BAIO6 Managed IT Change 65

6. BAI10 Managed Configuration 65
Managed Service

’ DSS02 Requests and Incidents 100

8. DSS03 Managed Problems 90

9. DSS04 Manage Continuity 70

10. DSS05 Manage Security Service 80

11 DSS06 Managed Business 65
Process Controls

12. | MEAO3 Manage Compllar}ce with 65

an External Requirement

Table 3. Combination of COBIT 2019 domains and 1SO 27001:2013 clauses

COBIT 2019 Domain Name ISO 27001:2013 Clause Name
. A.18.2 |Information Security Reviews
APO13 Managed Security A.14.1 |Information system security requirements
- A.17.1 |Information security continuity
DSS04 Managed Continuity A172 | Redundancies
A9 Access control
A.9.1 | Business requirements for access control
A.9.2 | User access management
A.9.3 | User Responsibilities
DSS05 Manage Security Service A.9.4 | System and application access control
A.10.1 |Cryptography controls
A.11 |Physical and environmental security
A.11.1 |Secure areas
A.11.2 |Equipment
A.12 | Operations security
A.12.2 | Malware protection
A.12.4 |Logging and monitoring
A.12.5 |Operational software controls
DSS05 Manage Security Service A.12.6 |Technical vulnerability management
A.13 | Communication security
A.13.1 | Network security management
A.13.2 |Information transfer
A.16.1 |Information security incident management and improvement
MEAOQ3 Managed Clgmpl!ance With External A.18.1 |Compliance with legal and contractual requirements
equirements
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Then, a questionnaire was created based on the detailed
guidance book in COBIT 2019 Governance and Management
Objective and the 1SO 27001:2013 domain based on the
selected clauses in the KAMI Index 4.2 by the State Cyber
and Code Agency (BSSN). An example of mapping the
KAMI 4.2 index into COBIT domain statements is shown in
Table 4 below.

After identifying the questions from the KAMI 4.2
index, they were combined with the statements in the
detailed guidance of COBIT 2019 Governance and
Management Objective. From the questionnaire results,
respondents were selected to fill out the questionnaire in each
domain. Fourteen respondents were obtained from the XYZ
Agency, as shown in Table 5.

Table 4. Mapping of KAMI Index and 1SO 27001:2013 Clauses

No Information Governance ISO 27001:2013 Clause COBIT 2019
Information Security Risk Assessment
Is there a documented and officially utilized DSSO5
3.1 security risk management program within the A16.1.1 A.16.1.4
o DSS05
organization?
Has the organization designated a risk
management responsible person and established DSS05
3.2 escalation for reporting the status of information A.16.1.3 A.16.1.6
- DSS05
security risk management up to the management
level?
Is there a documented and officially utilized
3.3 security risk management framework within the A.16.1.6 DSS05
organization?
Table 5. RACI chart identification results
Raci Chart in . . .
No COBIT 2019 Position at Ditjen XYZ Domain
. . . APO11,AP0O12,AP013, BAIO6, BAIL0,
L o v oiomacn | DSS03, DSS04 DSSDS, DSt EDWO:
dan MEAO3
5 Head Human Head of Administration for Technical DSSO05
Resources Development
. . . APO11,AP0O12, APO13, BAIO6, BAI10,
3. Head IT Operation Information Systems sub-coordinator DSS02, DSS03, DSS04, DSS05. MEA03
4 Program Manager Program Plannmg and Evaluation APO11
Coordinator
5 Business Process Application owner in each Directorate APO11,AP012, APO13, DSS02, DSS04,
' Owner (7 people) DSS05, DSS06 dan MEAO3
. . . APO11,AP0O12, APO13, BAIO6, BAI10,
6. Inform&gg; Se(?curlty Network Exper;[zs),(lr;(t)srmatlon System DSS02, DSS03. DSS04, DSS05, DSS06.
g P MEAO03
Members of the Risk Management
7. Privacy Officer Working Group related to Data and APO12, APO13, BAIO6, MEAO3
Information Systems.

After obtaining respondents for each domain, the next step
is for respondents to give a weighted score ranging from 0 to
5 by giving the value of Strongly Agree (5), Agree (4),
Neutral (3), Disagree (2), and Strongly Disagree (1).

4.4. Measurement of Maturity Level

At the measured maturity level, based on the
questionnaire results, the maturity level of each domain in
the information system of Directorate General XYZ was
obtained with an average of 3.07.
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Directorate General XYZ has managed the information
system using established standards (defined) and
implemented processes consistently in line with business
objectives. Directorate General XYZ also aims to improve
the security maturity level of the information system to reach
the highest level (level 5).

To achieve this goal, Directorate General XYZ needs to
continue to evaluate, improve, and consider using the latest
technology and innovation.
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After the maturity level is obtained, information
technology governance gaps are analyzed to facilitate
improvements in information technology governance. This
analysis is obtained by comparing the current and expected
maturity levels. Thus, which process objectives have gaps
and require improvement will be known. Comparing the
maturity levels will determine which process objectives do

not meet the desired maturity level. If there are gaps,
recommendations based on findings and the gap between
desire and expectation will be given to achieve the desired
maturity level by Directorate General XYZ. Figure 4 and
Table 6 below show the results of the maturity level and gap
analysis.

Table 6. Maturity level and gap results

No | Domain Meaning Expected Level Maturity | Level Maturity | Gap
1. | EDMO03 Ensured Risk Optimization 5 3,39 1,61
2. APO11 Managed Quality 5 3,28 1,72
3. | APO12 Managed Risk 5 3,36 1,64
4. | APO13 Manage Security 5 3,09 191
5. BAIO6 Managed IT Change 5 2,91 2,09
6. BAIL10 Managed Configuration 5 1,50 3,50
7. DSS02 Managed Service Requests and Incidents 5 3,68 1,32
8. DSS03 Managed Problems 5 3,30 1,70
9. DSS04 Manage Continuity 5 2,32 2,68
10. | DSS05 Manage Security Service 5 3,24 1,76
11. | DSS06 Managed Business Process Controls 5 3,44 1,56
12. | MEAO3 | Manage compliance with an external requirement 5 3,43 1,57

Average 3,07 1,93
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4.5. Evaluation

The recommendations for improvement in the previous
study [15] consisted of a b5-year policy roadmap,
encompassing areas such as I&T governance, policy
alignment, planning and organization, establishment and
implementation, service delivery and support, and
monitoring, evaluation, and assessment of I&T policies.

In contrast, the current study places heightened emphasis
on refining and recommending specific enhancements within
the selected domains, as delineated in COBIT 2019. This
tailored approach delves into the intricacies of each domain,
leveraging the framework to provide nuanced solutions that
align with the organization's needs and challenges. The
current study systematically examines distinct areas, such as
strategic alignment, risk management, quality assurance,
security protocols, change management, configuration
control, incident handling, problem resolution, business
continuity, and compliance.

Each domain's improvement recommendations are
tailored to maximize efficiency, minimize risks, and ensure
compliance with industry standards. This targeted approach
is designed to yield practical and actionable insights,
facilitating the organization's precise evolution and
advancement within the specific I&T management
dimensions delineated by COBIT 2019.

This assessment shows that the information security
governance at the Directorate General of XYZ has not yet
achieved the target maturity level of 5. Level 5 can be
achieved by continuously improving and enhancing
information system management and optimizing information
technology resources to support organizational goals.
Recommendations for the 12 Information System Processes
are necessary to improve and increase the maturity level in
the subsequent measurement. The recommendations for each
information system process that has a value of less than 5 are
as follows:

e EDMO3 (Ensured Risk Optimization) should evaluate
the effectiveness of implemented risk controls and
mitigation actions.

e APO11 (Managed Quality) The quality of information
system services should be documented (customer
satisfaction survey) by measuring and monitoring
performance regularly to determine the effectiveness of
established quality management processes so that
improvements and preventive actions can be taken more
effectively and timely.

e APO12 (Managed Risk) Using an integrated risk
management information system with digital and
analytical  technologies (Risk and Compliance
Information System) is recommended to support
identifying, evaluating, managing, and reporting risks

automatically and in real-time. Data analysis and risk
prediction can also be made using big data analytics and
machine learning technologies to identify risks more
quickly, accurately, and measurably and estimate the
potential impact and likelihood.

e APO13 (Manage Security) should implement integrated
procedures and policies to manage information security,
conduct regular internal audits, and increase
knowledge/training of information security among all
staff to ensure safe technology management and
business processes aligned with company management.

e BAIO6 (Managed IT Change) should manage and record
the emergency change status, which records the initial
status of the change and the final status.

e BAI10 (Managed Configuration) should evaluate and
improve configuration management, create and manage
configuration repositories, and control configuration
baselines.

e DSS02 (Managed Service Requests and Incidents)
should automate the service request and incident
management process to improve efficiency and
consistency in handling them.

e DSS03 (Managed Problems) is expected to create a
system for monitoring the IT service desk. It is
necessary to create incident tickets, record incidents, and
monitor incident developments so that they know the
extent of the problem.

e DSS04 (Manage Continuity) should create a business
continuity plan (BCP) to identify risks and overcome
their impact on business continuity. It includes a disaster
recovery plan to ensure the business can operate again
quickly after a significant disruption or disaster.

e DSS05 (Manage Security Service) should conduct
routine evaluations, at least once a month, of
information systems that may pose new potential threats,
measure the quality of security systems and access rights
given, and evaluate or monitor access rights given to
guard against potential threats.

e DSS06 (Managed Business Process Controls) should
create procedures to correct errors in entering
information. These procedures can take the form of
anticipation and regular data backups.

e MEAO3 (Manage Compliance with  External
Requirements) should conduct regular internal audits to
ensure compliance with external requirements, take
necessary corrective actions to address non-compliance
and provide regular training and development for
employees to improve their understanding and
awareness of external requirements to ensure appropriate
compliance.

5. Conclusion

Based on the evaluation of information security
governance conducted at Ditjen XYZ, the following
conclusions can be drawn:
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It can be inferred from the study that has been done that e  In improving the quality of service management, it is

the identification of governance maturity levels can be recommended to implement the recommendations
made through a step-by-step process starting from the generated during the evaluation to reach the expected
planning stage of the research, which is identifying the capability level, which is level 5. The recommendations
problem, conducting data collection through the creation cover 12 Information System processes for improvement
of questionnaires to document review, and finally the and enhancement to increase the maturity level score in
data analysis stage, which is done through maturity level the subsequent measurement.

calculation to provide recommendations. . . .
e In this study, the governance of information system

The result of identifying the level of information system security produced will be highly beneficial for the
management at Ditjen XYZ shows that the maturity Directorate General of Cipta Karya by implementing the
level calculation of all domains averages above three stages of information system security governance based
except for BAI06 Managed IT Change, BAI10 Managed on the recommended Roadmap. Furthermore, this study
Configuration, and DSS04 Manage Continuity, which has not specifically addressed risk management as
are at level 2, indicating that they are not standardized outlined in ISO 31000, ISO/IEC 27005:2018 on
and not widely adopted throughout the organization. A Information  Security Risk Management, COSO
gap emerges in each domain from identifying the Enterprise Risk Management 2017, CRISC (Certified in
expected level of information system management and Risk and Information System Control) and other risk
the achieved level. The gaps in the BAIO6, BAI10, and management frameworks. Hence, this presents a
DSS04 domains are 2.09, 3.50, and 2.68, respectively. potential area for further research to complement the
The average maturity level attained by the Directorate recommended roadmap.

General of XYZ is 3.07.
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