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Abstract - Cloud-based E-Healthcare systems require effective management of both internal and external security risks,
which can be addressed through a range of cloud security practices and technologies. However, the need for significant
storage capacity raises concerns about data security and cyberattacks. Thus, improving the security levels of cloud-based
E-Healthcare systems remains a complex challenge that requires ongoing attention and resources. In this research, a unique
method for creating a safe and private cloud storage system for electronic healthcare data is proposed. Moreover, it employs
a hybrid cryptography technique that combines symmetric and asymmetric key encryption algorithms to enhance data
security and privacy. The system also integrates advanced data integrity measures, including hash functions and checksums,
to ensure data authenticity, integrity, and non-repudiation. The proposed system employs a range of trustworthy security
measures, including advanced encryption techniques, role-based access control mechanisms, robust data validation utilising
hash functions, and admin activity with data access and audit trails to safeguard against unauthorised access and prevent
data leakage. The system is deployed in a cloud environment to provide scalable and cost-effective storage solutions for E-
Healthcare systems. Experimental results show that the suggested system outperforms alternatives regarding efficiency,
security, and privacy. It can help improve the quality of healthcare services by ensuring patient privacy and confidentiality.

Keywords - Cloud security, E-Healthcare systems, Data security, Hybrid cryptography and Access control mechanisms.

including improved efficiency, cost savings, and better
patient outcomes. However, it also raises significant
security concerns. Some key security issues in E-Healthcare
include data breaches, unauthorized access, malware and
viruses, system failures, and patient safety.

1. Introduction

Cloud data storage has become increasingly popular
due to its scalability, cost-effectiveness, and ease of access.
However, the convenience of cloud storage comes with the
challenge of ensuring data security, which has become a
critical issue for cloud service providers. Since it must
safeguard the privacy, accuracy, and accessibility of data
stored there, cloud data storage security poses a number of
issues. Access control measures must be put in place to

Cybercriminals can target electronic health records,
leading to identity theft and insurance fraud, while
unauthorized access can result in serious privacy breaches.

restrict unauthorized access to the data. At the same time,
data encryption provides an additional layer of security by
rendering the data unreadable to unauthorized users.

Data backup must be employed to prevent data loss in
case of accidental deletion, system failure, or cyber-attacks.
Both cloud service providers and clients share
responsibilities for ensuring cloud data storage security.
Strong passwords, regular system updates, and two-factor
authentication are some practices that customers must
adopt. Additionally, they must continuously monitor their
cloud storage for suspicious activities and ensure that data
is encrypted before being uploaded to the cloud.

E-Healthcare, which involves using technology to
enhance healthcare services, has numerous advantages,

Malware and viruses can infect E-Healthcare systems and
disrupt services, while system failures can cause delays in
treatment. Patient safety can be compromised if patient data
is compromised, leading to misdiagnosis, medication errors,
or other serious safety concerns. In order to tackle security
issues associated with E-Healthcare systems, implementing
strong security measures such as access controls,
encryption, firewalls, and periodic software updates is
crucial.

1.1. Cloud Service Delivery Models

To address various customer needs, cloud computing
offers a spectrum of services. Users can develop and
manage their own cloud-based applications within this
framework, accessing virtualized computing resources,
including servers, storage, and networking.
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o Infrastructure as a service offers virtualized computing
resources like servers, storage, and networking.
Infrastructure as a Service (1aaS) enables users to create
and maintain their own applications on the cloud
platform.

e Platform as a Service (PaaS) offers a pre-configured
platform  with  development  tools, runtime
environments, and other services so that applications
can be built, deployed, and managed without the
requirement for underlying infrastructure management.

e Software as a Service (SaaS) offers ready-to-use
software programs available online, eliminating users
needing to install and manage the software on their own
devices.

e Function as a Service (FaaS) provides a server-less
architecture where customers can run small code units
in response to events, paying only for the exact amount
of resources consumed by the function.

e Container as a Service (CaaS) provides a complete
environment for running and managing containerized
applications, abstracting away the complexity of
infrastructure management.

1.2. Cloud Deployment Models
Incorporates the following the categories cloud
deployment model

e Third-party vendors provide public cloud services over
the internet and can be accessed by anyone subscribing
to the service.

e A private cloud is a cloud delivery design that allows for
more control, customization, and security over the cloud
environment since just one organization makes use of
the cloud infrastructure.

e Combining private and public cloud models, the hybrid
cloud helps organizations use both deployment types'
advantages while still keeping control over sensitive
data and applications.

e A community cloud combines the benefits of a private
cloud and is shared by organizations with similar
objectives, such as meeting regulatory compliance
requirements.

e Multi-cloud deployment involves using various cloud
services from different providers to prevent vendor lock-
in, enhance redundancy, and leverage specialized
services from each provider.

1.3. Cloud Security Risks and Security Policies
1.3.1. Cloud Security Risks

Proper security measures, like encryption and access
control, are crucial to stop hackers from stealing data from
cloud services. Even people inside the organization with
access to cloud systems can be a risk to data security. Not
following regulatory requirements can lead to legal and
financial problems.

It can be hard for organizations to keep track of data
when it is stored and processed off-premise. Cloud provider
reliability is very important to ensure data and applications
can always be accessed. Using third-party vendors for cloud
services can bring extra risks, like security breaches.

1.3.2. Security Policies

Information security's main premise is maintaining
information availability, confidentiality, and integrity.
Integrity maintains the information's accuracy and
unchanged status, while confidentiality ensures that only
those with permission can access it. Last but not least,
accessibility guarantees rapid, unfettered access
to information when needed.

2. Research Methodology

Conducting a literature review is crucial in establishing
a strong foundation for expanding knowledge and
identifying areas that require further research. The objective
of this study is to elucidate the methodology employed for
conducting a thorough and comprehensive literature search,
which involved using a literature search engine to explore
high-quality academic literature databases (including IEEE
Xplore, Science Direct, ProQuest, Springer, and Mendeley
References online library).

The search criteria were restricted to document titles,
and search terms such as "cloud computing,” “security,"
"data storage,” "threats," and "attacks" were used to search
all databases. Initially, the search produced 86 records,
including duplicates.
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Table 1. Comparison of different cloud platforms

Plcéltcf)ggm Cost Scalability Security Performance AS\«;?:/Iszzlse
Amazon * Flexible * Easy * Robust AWS « High-performance | « Compute,
Web AWS pricing scalability on security computing storage,
Services options cloud « Adheres to « Customizable databases, and
(AWS) + Customizable | « Multiple auto- compliance networking Al
to specific scaling options standards options * Analytics,
needs « Optimizes + Ensures data | « Wide range of DevOps,
« Costs can performance confidentiality | cloud services security, and
escalate and cost and integrity more
quickly
Microsoft | « Flexible » Multiple » Strong Azure |+ Customizable + Compute,
Azure Azure pricing Azure scaling security Azure storage,
« Pricing can options « Compliant networking networking,
be complex + Near- with « Fast computing databases, Al,
- Pay-as-you- unlimited regulations capabilities IoT, DevOps,
go, reserved, scalability « Ensures data | » Optimizes security,
and spot « Optimizes confidentiality |  performance with | analytics, and
performance and integrity tools. more.
and cost
Google » Competitive | « Dynamic auto- | « Robust GCP  High- « Al/ML
Cloud Google Cloud scaling security performance services
Platform pricing « Highly . Data computing available
(GCP) + Additional scalable encryption * Fast data - Scalable
fees for some infrastructure 1AM for user processing storage
service « Supports access control | « |oad balancing solutions
» Costs can growth « Security key for optimization  High-speed
quickly add enforcement Auto scaling and data transfer
up CDN features » Low-latency
fibre network.
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Fig. 4 List of journals on secure cloud storage environment

references, organize quotes, and create bibliographies while
also serving as an academic social network for sharing
research ideas. Stage 3: Collecting and evaluating 150
articles using Mendeley References, which were narrowed
down to 86 articles focused on data storage security issues,
threats, and risks in cloud computing. The Working Model
of Literature Survey on Mind Map in Figure 5 provides an
overview of the survey, including database details, a list of
publishers, and a list of journals to help prepare the survey

paper.
3. Related Work

[1] The authors have proposed a secure cloud storage
system that employs secure network coding techniques and
data dynamics to enhance data security and availability in
cloud storage. This system utilizes encryption, network
coding, and data redundancy techniques to ensure the
confidentiality, integrity, and availability of data in cloud
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storage systems. [2] The authors have introduced an
improved authentication scheme for remote data access and
sharing in cyber-physical-social systems using cloud
storage. This scheme incorporates a lightweight mutual
authentication protocol that utilizes hash functions and a
shared secret key, thereby enhancing the security of cloud-
based data access and sharing.

[3] The proposed scheme has been designed to address
the security and efficiency issues of existing multi-authority
access control schemes, making it a promising solution for
secure data storage in 10T applications. [4] The authors have
introduced Web Cloud, a web-based cloud storage system
that enables secure data sharing across multiple platforms.
This system provides strong security guarantees and
efficient sharing capabilities, making it a promising solution
for secure data storage and sharing in the cloud. [5] The
authors propose a novel cloud-based approach for
healthcare information systems that ensures secure and
efficient storage and retrieval of patient data. This approach
is designed to tackle the challenges faced by traditional
healthcare information systems and elevate the overall
quality of healthcare services.

The authors propose a big data approach for a secure E-
Healthcare information system in cloud environments. This
system employs access control, encryption, and intrusion
detection to ensure patient data confidentiality, integrity,
and availability, making it a promising solution for secure
healthcare information management. This review evaluates
various cryptographic techniques for cloud-based data
protection, highlighting their strengths and weaknesses and
providing insights into their applicability. It is a valuable
resource for researchers and practitioners in the field of
cloud security.

[6] A proposed algorithm provides strong security
guarantees while requiring fewer computational resources,
making it a promising solution for secure data storage and
transmission in resource-constrained cloud environments.
[7] The authors propose a novel method for enhancing
security in sustainable systems in cloud computing by
combining encryption and data mining techniques. This
method offers improved security and efficiency for cloud-
based systems, making it a promising solution for
addressing security challenges in sustainable cloud
computing.

The authors propose a web-based cloud storage system,
Web Cloud, that offers strong security guarantees and
efficient sharing capabilities. This system is a promising
solution for secure data storage and sharing in the cloud. [8]
The authors propose a secure encryption scheme for
protecting multimedia data in cloud environments, utilizing
a Composite Logistic Sine Map (CLSM) and SHA-256. The
scheme offers high security and efficiency, making it a
promising solution for secure data storage and transmission
in cloud-based multimedia applications. [9] The proposed
approach achieves high search efficiency and strong
security guarantees, making it suitable for practical cloud
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storage systems. [10] The authors propose an attribute-
based encryption approach that allows for secure and
efficient storage, sharing, and retrieval of encrypted data in
the cloud. Experimental results show its superiority over
other methods.

[11] A cloud-based buyer-seller watermarking protocol
(CB-BSWHP) is proposed in this paper, utilizing a semi-
trusted third party for copy deterrence and privacy
preservation. The protocol achieves copy deterrence and
privacy preservation without revealing any sensitive
information about the buyer or the seller to a third party.
[12] An approach for secure and efficient data sharing and
search in a cloud-edge collaborative storage system is
proposed by the authors. This is done using a combination
of attribute-based encryption and searchable encryption
techniques, which can be useful for various applications that
require secure and efficient data sharing and search in a
collaborative cloud-edge environment.

[13] An efficient privacy-preserving certificate-less
provable data possession scheme for cloud storage is
presented in the article. This ensures data confidentiality
and integrity with low communication overhead, making it
suitable for practical applications. [14] A shared dynamic
data audit scheme that supports anonymous user revocation
in cloud storage is introduced by the authors. This ensures
the security and privacy of users' data. A novel signature-
based aggregate range query protocol enables anonymous
user revocation with efficient computation and
communication overhead.

[15] The authors suggest a secure image retrieval
scheme based on AES, random mapping, and bag-of-words
in cloud computing to improve the privacy and efficiency of
image retrieval. Experimental results show that the
proposed scheme outperforms existing schemes regarding
retrieval accuracy and efficiency. [16, 17] A blockchain-
based approach to secure storage and access of electronic
medical records in the Inter Planetary File System (IPFS) is
proposed in this article.

This proposed approach utilizes smart contracts to
control access to the stored medical data. It allows patients
to permit healthcare providers to access their medical
records securely, with improved privacy and authenticity.
[18] The authors propose an SGX-based key management
framework that provides secure and efficient key
management for data-centric networking. The framework
can protect sensitive key information from unauthorized
access and tampering and support dynamic key
management  for various data-centric  networking
applications. [19] The article presents a comprehensive
benchmarking study of dynamic, searchable, symmetric
encryption schemes for cloud-Internet of Things
applications.

It evaluates their performance in terms of query
processing time, index size, and communication overhead,
identifying the most efficient schemes and highlighting the
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trade-off between security and efficiency, which can guide
the selection of an appropriate scheme based on the specific
needs of a cloud-10T application. [20] The authors present a
generic construction of expressive public-key encryption
with keyword search from key-policy attribute-based
encryption. They also present an efficient scheme over
prime-order groups that provides stronger security
guarantees and faster search speed compared to existing
solutions. [21] The paper proposes a verifiable key-
aggregate keyword searchable encryption scheme for secure
data sharing in storage. This achieves efficient keyword
search and update operations while preserving data
confidentiality and privacy. [22]

A secure content-based image retrieval scheme in cloud
computing is introduced, ensuring the confidentiality of the
query image and search key. This scheme achieves both
privacy protection and efficient search performance, using
a combination of homomorphic encryption and secure
multi-party computation to protect the confidentiality of the
query image and search key while using a locality-sensitive
hashing technique.

[23] The authors proposed a new decentralized cloud
storage security framework that enforces authorization
policies on access control decisions made by storage
providers. The framework allows for delegated access
control decisions and supports secure resource sharing and
auditing.

[24] The authors presented an identity-based public
auditing scheme for cloud storage systems that utilizes
blockchain technology to ensure audit integrity and resist
attacks from malicious auditors. The scheme is efficient and
provides security and privacy guarantees. [25] This paper
presents a privacy-preserving approach for real-time image
integrity auditing in cloud storage systems using a
blockchain-based arbitration mechanism.

The method reduces computation and communication
overheads while providing confidentiality, integrity, and
availability guarantees. [26] The paper suggests an
Attribute-Based Encryption (ABE) approach for secure
storage, sharing, and retrieval of encrypted data in the cloud,
focusing on scalability and performance.

The proposed pattern outperforms existing ABE-based
approaches in terms of efficiency and security. [27] The
authors advised a secure IloT framework for efficient
resource management in smart manufacturing. The
framework uses a lightweight encryption algorithm for
secure communication and integrates a blockchain-based
consensus mechanism for secure data exchange.

[28] This paper recommends a novel Stern-Brocot-
based non-repudiation dynamic provable data possession
scheme for cloud storage systems. The proposed scheme
ensures both data possession and non-repudiation with high
efficiency, low computational complexity, and strong
security.
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[29] The authors introduced Hy-SAIL, a hybrid
approach that combines centralized and decentralized
storage architectures to address scalability, availability, and
integrity challenges in cloud storage systems. This solution
improves performance, reduces communication and
computation overhead, and enhances security and data
redundancy. [30] The authors suggested a lightweight
auditing scheme for cloud storage with deduplication and
strong privacy protection. The proposed scheme reduces the
overhead of cloud storage auditing while improving the
security and privacy of data. [31] The authors introduced a
lightweight auditing scheme for cloud storage with
deduplication support and strong privacy protection.

The proposed scheme achieves efficient and privacy-
preserving storage auditing and significantly reduces
communication and computation overheads, making it
practical for cloud storage systems. [32] This paper
proposes a Li-Fi-based security cloud framework
integrating Li-Fi technology with cloud computing and
cryptography to provide secure and reliable communication
for future IT environments. The framework ensures high-
speed and secure data communication.

[33] The authors introduced a DNA cryptography-
based encryption technique for securing data storage in the
cloud. The method uses DNA sequences as cryptographic
keys and genetic operations like splicing and concatenation
to generate the keys. [34] This paper proposed a
collaborative auditing blockchain framework for cloud
storage systems that improves data integrity, accountability,
and transparency. The framework ensures confidentiality
and privacy by utilizing homomorphic encryption and zero-
knowledge proof protocols.

[35] The authors suggested a novel bi-level encrypted
multi-cloud secure data management architecture (BE-
MCSDMA) for ensuring data confidentiality, integrity, and
availability in multi-cloud environments. The proposed
architecture employs homomorphic encryption and proxy
re-encryption techniques to ensure secure data sharing and
access among multiple clouds while preserving user
privacy. [36] The authors preferred a secure e-health
management system that leverages the integration of loT
and cloud computing technologies.

The system ensures secure and efficient management of
health-related data and services while preserving user
privacy and confidentiality. [37] The authors recommended
a Patients' E-Healthcare Records Management System
(PRMS) designed for privacy preservation in third-party
cloud platforms. The system ensures that private and
confidential user information is maintained while securely
storing and managing confidential patient data.

[38] The authors advised an energy-efficient and secure
data aggregation scheme for the Internet of Healthcare
Things (IoHT) using Fog computing technology. The
suggested system (FC-SEEDA) guarantees efficient and
secure gathering and aggregating of medical data from
diverse loT.
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3.1. Literature Survey

Table 2. Comparative analysis with main recent research studies

References

Advantages Limitations
& Year
Delivers dynamic, efficient, and scalable security solutions | Involves significant computational and

[1] & 2020 L
for cloud storage. communication overhead.

Enables secure and efficient remote data access and sharing|Vulnerable to replay and impersonation

[2] & 2020 | . . S T
with streamlined authentication and authorization processes. | attacks.

Facilitates secure and efficient multiauthority access control | Scalability may be limited due to the

[3] & 2020 |. - - .
in 10T cloud storage environments. requirement for trusted authorities.

[4] & 2020 Enables secure and efficient cross-platform data sharing|Due to the high computation overhead
through web-based cloud storage using homomorphic|involved, this scheme may not be well-suited
encryption. for large-scale data sharing.

Enables secure and energy-efficient transmission of medical Due to resource requirements, it may not be

[6] & 2021 data 9y suitable for low-power or limited connectivity

' environments.
Provides dependable and scalable solutions at a reasonable | The discussion is limited to virtualization

[7] & 2021
cost. attacks.

Enables efficient, adaptable file sharing with robust data | Requires the establishment of a personal web-

[4] & 2022 | _. . .
privacy protections. based cloud storage solution.

Capable of delivering highly secure, scalable, and resilient|Photo processing necessitates significant

[8] & 2022 |data solutions. storage space requirements.

[9] & 2020 |Provides secure solutions for cloud storage systems. DFAs can consume larger tables than NFAs.
Data owners who have contracted with cloud providers to|No acceleration strategies exist, and data is

[10] & 2020 .
manage data access and security must be able to do so. costly.

[11] & 2022 | Delivers secure multimedia content to users worldwide. Requires significant storage capacity.

Offers a secure solution for data sharing and searching in The proposed scheme may not be appropriate

[12] & 2020 | collaborative storage environments that span the cloud and | for large-scale data storage due to its high
edge. computational cost.

Enables efficient data possession verification in cloud The pr_oposed scheme may not be suitable for

[13] & 2019 - scenarios where data requires frequent
storage environments.

updates.
Delivers secure mechanisms for auditing shared data and

[14] & 2019 |storing and accessing EMRs in cloud storage environments | More types of audit logs are required.
through blockchain technology.

Delivers secure mechanisms for auditing shared data and

[15] & 2020 |storing and accessing EMRs in cloud storage environments | Additional storage space is necessary.
through blockchain technology.

[18] & 2020 Delivers a secure mechanism for managing keys in data-|Validation of scalability and effectiveness in
centric networking environments. various scenarios is necessary.

Benchmarking of DSSE schemes is necessary to compare . .
. . . . . The study focuses on evaluating and analyzing
their performance in terms of various metrics such as time| _." " .
[19] & 2020 . - .~ |existing schemes rather than proposing a new
and space complexity, search efficiency, and communication
scheme.
overhead.
Suggested approach for data encryption is that
[20] & 2020 | Efficient and adaptable scheme for various applications. it may not provide complete protection against
certain types of ciphertext attacks.
Assumes the cloud server is honest but

[21] & 2020 | Supports dynamic user revocation and efficient verification. |curious,  leaving  the  possibility  of

unauthorized access and manipulation of data.
Provides a secure mechanism for ensuring both content|Requires significant computational resources

[22] & 2020 | privacy and query confidentiality in cloud-based storage and [and may not be suitable for low-powered
retrieval systems. devices or systems with limited resources.
Provides a comprehensive solution for secure data storage

[23] & 2020 |with assured accessibility and confidentiality in a DCS |Limited sample size.
system.

Blockchain technology provides a dependable solution for . . .

[24]&2019 |publicly auditing cloud storage systems, safeguarding Additional storage space s required for

against rogue auditors.

effective analysis of the data.
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It employs a unique arbitration technique to enable real-time Focused on image files limiting its
[25] & 2019 |photo integrity audits on cloud storage while upholding S g ' 9
privacy applicability to other data types.
Allows safe storage, sharing, and retrieval of encrypted cloud athr?EESS_SQS: dtrus;i?:eitéthoré% ttroolo ve;se;grt:]e
[26] & 2020 |data using attribute-based encryption, increasing access ially introduci inal Y f
control flexibility potentially introducing a single point o
' failure.
Proposes a secure and efficient resource management|One limitation is the lack of description
[27] & 2020 |approach for smart manufacturing leveraging the Industrial |regarding the specific algorithms or methods
Internet of Things (11oT). employed in the framework.
[28] & 2019 Enables users to check the integrity of their cloud-stored data | May not be well-suited for environments with
without downloading the entire file. multiple clients or users.
Due to its high fault tolerance and efficient data retrieval Demands S|gr)|f|cant coc_)rdlna'ltlon' among
[29] & 2019 e . nodes, potentially resulting in increased
capabilities, it is well-suited for cloud storage systems. .
system overhead and complexity.
Its efficiency and lightweight nature make it well-suited for | It may not be suitable for large-scale cloud
[30] & 2020
cloud storage systems. storage systems.
It may not be well-suited for environments
Delivers fast data communication and secure cloud storage |with low lighting conditions or physical
[32] & 2018
capabilities. obstructions that hinder light wave
transmission.
. I DNA cryptography exhibits high
[33] & 2018 i?i%res : ?é%:;f;ﬁhosfegﬁtriSaecurr(')%;]n cloud storage systems computational complexity, which may limit its
g PP ) suitability for real-time systems.
Demands substantial computational resources
[34] & 2020 |Provides a dependable method for safeguarding data|and poses a challenge due to the high cost of
integrity in cloud storage systems. maintaining the blockchain network.
Ensures data privacy and security in multi-cloud rl?auiire:](w)ent;he aﬁgbﬂims'fgm cog:)p;:ta:ggirzal
[35] & 2022 |environments through multi-level encryption and secure data quirem q Y h P g’
transfer protocols malntaln_lng and operating the system can be
' challenging.
Adoption of the solution may be limited in
rovides a secure and efficient solution for managing e-|resource-limite settings ue to e
[36] & 2022 Provid d efficient solution f i limited tti d to th
health data. requirements for substantial resources and
expertise.
Due to the substantial computational
possesses the capacity to improve bo e accessibility [requirements  an system  complexity,
[37] & 2022 It th ity to i both th ibilit i t d t lexit
and efficiency of healthcare services. maintaining and operating the system can be
challenging.
Enables secure and resource-efficient data aggregation,|, . . i
[38] & 2023 | reducing energy consumption and communication overhead Lml"tbe.?. tofshmall fcﬁ'e IOT. networlks, . the
in 10T devices. scalability of the solution requires evaluation.

4. Proposed System

The proposed system aims to enhance the security of E-
Healthcare systems in a cloud storage environment. This
system incorporates a combination of robust security
measures to address concerns related to data protection.
Strong encryption is applied to safeguard data and maintain
confidentiality. Strict access controls are enforced to allow
only authorized data usage, tightly regulating user access.
Hash functions are utilized for data validation, ensuring data
integrity, and detecting any potential tampering. It also
includes admin activity auditing, which monitors and logs
administrative actions for added security. By implementing
these measures collectively, the proposed system effectively
prevents unauthorized access and data leaks, providing a
secure cloud storage environment for E-Healthcare data.
The focus is on improving the security of cloud computing
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environments to safeguard healthcare data's confidentiality,
integrity, and availability. The ultimate objective is to
ensure that patients' sensitive information remains secure
and protected. By utilizing this approach, it becomes
possible to store and retrieve all electronic medical history
data pertaining to a patient, thereby eliminating the need to
comb through multiple databases for relevant information.
The system's functionality allows both patients and
physicians to access and add information to the cloud-based
database. It may support cryptographically secure hashing
algorithms that provide authentication and data integrity to
protect, prevent, and harden data transfer from healthcare
providers to cloud storage. Architecture for E-Healthcare
clouds with hospital and cloud storage can provide an
efficient and secure platform for storing and managing
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patient data. Here are some points to consider in such an
architecture:

Cloud Storage: Cloud storage can provide a scalable and
flexible solution for securely storing large amounts of
patient data. Data can be stored in a private cloud, hybrid
cloud, or public cloud, depending on the organization's
needs and requirements.

Hospital Network: The hospital network can serve as a
gateway between the cloud storage and the hospital's
internal systems, allowing for secure data transmission
and access.

Security Measures:; To ensure the safety of patient data
and safeguard against unauthorized access or cyber-
attacks, it is vital to implement robust security measures,
including access controls, encryption, firewalls, and
intrusion detection systems.

Interoperability: E-Healthcare clouds should be
designed to support interoperability with other
healthcare systems and data standards to ensure
seamless data exchange and collaboration across
different organizations and platforms.

Analytics and Reporting: E-Healthcare clouds should
have tools for analysing and reporting on patient data to
enable clinicians to make informed decisions and
improve patient outcomes.

Disaster Recovery: Having a disaster recovery plan in
place for cloud storage is crucial to ensure that patient
data remains both protected and accessible during any
potential disasters or system failures.

By implementing an architecture for E-Healthcare
clouds with hospital and cloud storage, organizations
can improve patient data management's efficiency,
accuracy, and security.

While reducing costs and improving patient outcomes.
Figure 6 depicts the suggested communication model of
E-Healthcare systems. The Communication Model of E-

Authentication Cryptography

Module (RSA)

Patients, Doctors,
Nurses &
Laboratory Centre

Valid User

Proof & Challenges

Healthcare systems has the following four entities:
Patients, Physicians, nurses, and medicine centres.
Patient records are called Electronic Health Records
(EHRs), which are kept on the Google Cloud Platform
(GCP), a third-party cloud computing platform, and
retrieved as needed using a web-based application.

Let P be the set of patients, where each patient is
represented by a unique identifier p_i, wherei=1, 2, ...,
n. Let D be the set of doctors, where each doctor is
represented by a unique identifier d_j, wherej=1, 2, ...,
m. Let C be the set of cloud data centers, where each data
center is represented by a unique identifier c_k, where k
=1, 2, .., p. Let A be the set of associations between
patients, doctors, and cloud data centers, where each
association is represented by a tuple (p_i, d_j, ¢ k),
indicating that patient p_i's data is stored in cloud data
center ¢_k and is associated with doctor d_j. Then, the
set of associations A can be represented in equation
formatas A={(p_i,d_j,c k)|p ieP,djeD,c ke
C}

In other words, A is the set of all possible combinations
of patients, doctors, and cloud data centers. If patient
p_i's data is stored in cloud data center ¢_k and is
associated with doctor d_j, then the corresponding tuple
(p_i, d_j, c_k) would be included in A. For the purpose
of healthcare decision-making and analysis, this
representation is used to track patient data, its storage
location, and its association with various doctors.
Incorporating trust and security measures is essential to
ensure that data stored in cloud storage is secure and
protected. Several security measures can be taken to
protect sensitive data, such as patient data stored in a
cloud storage system. Firstly, the RSA-CRT algorithm
can generate a public and private key pair. Data
encryption is done using a public key, which can only be
accessed by authorized users possessing the
corresponding private key.

Access Controller RBAC (Roles,

Admin, User Policies)

Data Encryption &
Integrity (PBKDF2,
AES, pbkdf2)

Cloud Storage
& Computing

> Audit Trails
User Activity Logs

Data Access Log

Fig. 6 Communication model of E-Healthcare systems
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(Patients,
Doctors, Nurse, User
Laboratory Registration
Centre)
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Equal (Uid,
Did)

Invalid
User

Login Successful.
Valid user

Authentication
CRT-RSA

Generating
PubKey, Prikey

P
T

Hospital Webserver

Waiting for Admin
response

DATABASE

Fig. 7 User authentication

e Secondly, role-based access control can be
implemented, ensuring only authorized users with the
correct permissions can access the data. Thirdly, AES -
256 with PBKDF2 can be used to validate the data and
generate a secure hash of the password using Modified
SHA 512. Lastly, audit trails can be implemented to
track changes and access to the data, providing a record
of who accessed the data and what changes were made.
These measures work together to ensure patient data
remains secure and only authorized users can access it
in a cloud storage environment.

4.1. User Authentication

Various techniques can be employed to guarantee the
security of patient data in E-Healthcare systems. User
authentication has been strengthened by integrating
traditional RSA with the Chinese Remainder Theorem
(CRT). This has been done to address the factorization
problem of traditional RSA and speed up computation when
using 3 digits of 5 large prime numbers.

247

4.2. Access Control

In cloud-based storage systems for e-health, Role
Based Access Control (RBAC) is a helpful tool for
controlling who has access to patient data. RBAC works by
assigning roles to individuals and groups based on their
duties and privileges, which helps to limit unauthorized
access and enforce compliance requirements. RBAC
provides scalability and auditability benefits, making it
useful for managing large systems and tracking user
behaviour. In an e-health system, RBAC involves managing
access to resources, such as patient data, based on user roles
and privileges. A user is an individual or entity that requires
access to a resource, while a role defines what a user can or
cannot do in the system. The resource is the object or data
the user is attempting to access, and the operation is the
action the user is attempting to perform on the resource.
Authorization is the process of determining whether a user
has the appropriate privileges to access a resource, while
policies are the rules and guidelines used to determine
access to resources. To guarantee that only authorised users
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have access to patient data and that data security and privacy
are always maintained, the administration manages roles,
privileges, and access control in the system. Administrators
can lower the risk of data breaches and unauthorised access
by using RBAC to guarantee that only authorised users can
access patient data. RBAC can also help with compliance
and security audits.

An illustration of Role Based Access Control (RBAC)
in an E-Healthcare System can be seen in the code above.
Users are given roles and permissions in RBAC according
to their responsibilities and rights. The code defines three

roles: doctor, nurse, and receptionist, and assigns
permissions to them based on their responsibilities. Users
are then assigned roles, and access to resources is defined
using policies. In this case, the resource is patient data, and
the policies define which operations are allowed or denied
for each role. Finally, the "authorize" function checks
whether a user has the appropriate permissions to access a
resource based on their role and the policies defined. This
assists in maintaining data security and privacy and
ensuring that only authorised users have access to patient
data.

Table 3. User's roles and responsibilities

Define roles and permissions

Define users and assign roles

Authorize user to access
resources based on their
role and permissions

role doctor {

permission READ_PATIENT _DATA,;
permission EDIT_PATIENT_DATA;
permission ADD_PATIENT_DATA,;
permission DELETE_PATIENT_DATA;}
role nurse {

permission READ_PATIENT_DATA,;
permission EDIT_PATIENT_DATA;
permission ADD_PATIENT_DATA;}
role receptionist {

permission READ_PATIENT_DATA,;
permission ADD_PATIENT_DATA;}

}

all; }}

user doctorA
{ role doctor; }
user nurseB {
role nurse ;}
user receptionistC {
role receptionist;

/I Define resource and access policies
resource patient_data operation read {
allow: doctor, nurse, receptionist;
deny: all;}
operation edit {
allow: doctor, nurse;
deny: all; }
operation adds {

allow: doctor, nurse, receptionist;
deny: all; }
operation delete { allow: doctor; deny:

function authorize(user,
operation, resource) {

if  (user.role.permissions
contains  operation  and
resource.operation.allow
contains user. role) {

return "Access granted";

}else {

return "Access denied";}}

Get the Inputs as User File

Initialize Buffers

Apply Secure Has
Compression Function

Fig. 8 Work flow of secure hash algorithm
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Do Round Function
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Generate Fixed based
Output
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4.3. Data Validation

Data validation is crucial for secure cloud storage. It
ensures that data is accurate, complete, and consistent,
reducing the risks associated with storing sensitive
information. This helps to ensure that patients' data remains
secure and reliable over time. By preventing data
corruption, ensuring data accuracy, protecting against
unauthorised access, and enforcing regulatory standards, it
can help assure secure data storage in cloud storage.

This study suggested PBKDF2 with the AES algorithm
and SHA 512 as an improved data integrity solution for E-
Healthcare systems on public cloud platforms. The
proposed solution includes three main components: data
integrity verification, data recovery, and a secure
communication protocol. The solution is based on a
combination of cryptographic techniques, including
hashing, key derivation, and encryption. The solution was
tested using cloud-based E-Healthcare systems, and the
experimental results were analysed.

Using PBKDF2 with the AES algorithm and Modified
SHA 512 provided an improved data integrity solution for
E-Healthcare systems on the public cloud platform. The
proposed solution includes three main components: data
integrity  verification, data recovery, and secure
communication protocol. The solution is based on a
combination of cryptographic techniques, including
hashing, key derivation, and encryption.

The well-known secure hash technique (SHA-512) is
frequently employed for creating keys. This study
introduces a modified SHA-512 that improves security by
altering how constants are combined in each round. This
modification increases unpredictability and prevents

attackers from taking advantage of fixed values and variable
mixing; a modification incorporating the secret key into
round operations and fortifying the algorithm against
assaults on known values is a part of this change. The
effectiveness of the redesigned method is also evaluated in
the study. The experimental findings using a Java tool
demonstrate shorter execution times and better defence
against brute-force and rainbow table assaults. SHA-512 is
awidely used cryptographic hash algorithm that can process
input messages of any length and produce a fixed-length
hash value or digest 512 bits (64 bytes).

The last 128 bits of the input message are set aside for
modulo 2128 of the original input message, and the input
message is padded with a certain amount of bits to ensure
that its length is a multiple of 1024. The padding bits start
out with 1 and then a string of Os to reach the necessary
length. Thus, L = | + p + 128 is the total length of the input
to SHA-512, which is then divided into N = L/1024 equal-
sized blocks of 1024 bits each. During each cycle, it updates
the initialization vectors and represents the resulting SHA-
512 hash value as Ht.

4.4. Audit Trails

Audit trails are a crucial tool for e-health cloud-based
storage systems to track and monitor user activity and
access to patient data. They can help ensure compliance
with regulations like HIPAA and prevent unauthorized
access to sensitive patient information. Audit trails record
and track user activity, including who accessed what data,
when, and from where. They can identify potential security
breaches or violations of policies and procedures and detect
anomalies or suspicious behaviour. By reviewing and
analyzing audit trails regularly, administrators can take
corrective actions to prevent data breaches and ensure data
integrity and confidentiality.

An algorithm for enhancing data integrity Using PBKDF2 with AES algorithm and Modified SHA 512

Input: Pass the input and data to be safeguarded.

Output: encrypted data < eData, message digest— md, RetrievedData «rData,ComputedDigeste cDigest

1. Create a function name as secureData with 2 arguments of data, passphrase.
2. a. Generate a derived key using PBKDF2.
b. Assign PBKDF2(passphrase) as dKey
3. a. Encrypt the data using the derived key and a secure encryption algorithm like AES-256.
b. Assign AES256Encrypt(data, dKey) as eData
4. a. Compute a SHA-512 hash of the encrypted data
b. Assign SHA512(eData) as mDigest
C. Return the encrypted data as eData and message digest as mDigest

Now, Consider encrypted data as input for the next step.
Input: encrypted data, message digest, passphrase
Output: decrypted data

1. a. Create a function name as rData with 3 arguments of eData, mDigest, with a passphrase.
2. a. Generate a derived key using PBKDF2.
b. Assign PBKDF2 with one argument of passphrase as dKey
3. a. Compute a SHA-512 hash of the decrypted data
b. Assign SHAS512(AES256Decrypt(eData, dKey)) as cDigest
4. a. Compare the computed hash with the stored hash.
b. Check if cDigest is equal to mDigest, then return the decrypted data asAES256Decrypt(eData, dKey)
C. Else, the data has been tampered with.
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The following steps are taken to ensure user activity:

1. Initialize an audit log to store user activity and access
to patient data.

For every user action:

a. Check if the user is authorized to perform the action
on the patient data.

b. Log the action in the audit log, including the user ID
(Uid), timestamp (Ts), action performed, and additional
details.

c. If the action was unauthorized, alert the administrator
and revoke the user's access if necessary.

Regularly review and analyze the audit log for potential
security breaches or policy violations.

If necessary, take corrective actions, such as revoking
access to certain data or tightening security controls.
Maintain the audit log and keep track of any potential
problems to ensure the integrity and confidentiality of
patient data.

2.

5. Experimental Result Analysis

The proposed solution for ensuring data integrity,
confidentiality, and availability in E-Healthcare systems on
public cloud platforms has been proven effective through
experimental results. Sensitive patient information stored
and processed in the E-Healthcare systems is successfully
protected from unauthorized access, tampering, or
corruption. This solution can be easily integrated into
existing E-Healthcare systems on public cloud platforms
and customized to satisfy the unique security demands of
various healthcare organizations. It has been emphasized
how crucial it is to have a strong, safe, and error-tolerant
system since the beginning of cloud computing
infrastructure growth. The integrity of patient data saved on
the Google Cloud Platform is guaranteed and assessed using
various secure hashing techniques.
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Fig. 9 Shows the memory space (KB) of RSA and CRT-RSA
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The execution result of the input used in various Secure
Hash methods can be seen in the image below.

Table 4 illustrates the time taken to generate hash codes
for the current and proposed systems. Based on the table, the
proposed method typically generates hash codes within
10.45 to 83.6 milliseconds for data ranging from 256 KB to
10 MB. In contrast, the hash time for existing methods is
significantly different from the proposed method. To resist
tampering, a method must provide a short compaction time
and be more reliable.

However, due to using a more secure hashing
algorithm, the proposed method remains faster and more
efficient than existing methods. Figure 8 depicts the
generation times of the current and proposed systems, which
demonstrate that the proposed method generates hash codes
faster and provides a highly secure hash code that is resistant
to attacks

Table 4. Execution time of various SHA Algorithms with Proposed

System
File size 256 | 512 1 10
KB | KB | MB | MB
SHA-1 1512 | 30.24 | 60.48 | 120.96
SHA-256 . 18.11 | 36.22 | 72.44 | 144.88
Time
sHA-384 | (M) | 2112 | 4224 | 84.48 | 168.96
Enhanced
SHA 512 1045 | 209 | 41.8 | 83.6
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Execution time of the Various SHA Algorithms with Enhanced SHA 512
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6. Conclusion

The high security and secrecy we offer for the patient's
personal data is the primary cause of this abrupt transition,
which is why the E-Healthcare system is currently
expanding very quickly in this era. This proposed system is
enhanced to an open software form with requirements like

Further research can explore the application of the
proposed solution to other cloud-based systems beyond the
E-Healthcare systems. This method used and described in
this study is very straightforward and is based on user
acceptability. More security and automation for users were
provided by the approach of secure hash algorithms

discussed and implemented using a Java tool on the Google
Cloud Platform. The testing results demonstrate that secure
hash algorithms offer the best security for password
protection against all attacks. This intern will improve
security by bolstering defences against a variety of threats.

data saving to the cloud and offering external security using
cryptography algorithms. This functionality, which is
currently available as an online application that we plan to
convert to free software and which will primarily be utilized
for hospital administrations while also identifying security
concerns and holes in the healthcare system, is currently L.
available. Cloud computing still has to be enhanced to  Abbreviations

secure medical data better and provide secure platforms. :—'Iaél\lgc -

Identity Access Management
Hongkong and Shanghai Banking
Corporation Limited

Elastic Compute Cloud

Searchable symmetric encryption
Homomorphic Encryption

Third Party Auditor

Identity-Based Public Auditing
Attribute-based Searchable Encryption

The proposed solution provides a reliable and secure
protection mechanism for sensitive patient information ~ EC2 -
stored and processed in E-Healthcare systems. The solution ~ SSE -
contributes to the advancement of E-Healthcare Information ~ HE -
Systems and provides insights for healthcare organizations ~ TPA -

in adopting secure and reliable cloud-based solutions. IBPA -
ABSE -
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