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Abstract - When cybercrime is being investigated, digital evidence is crucial because it can be used to connect criminals to
their victims. As digital evidence moves through the chain of custody at various levels of hierarchy during a criminal
investigation, it is crucial to ensure its integrity, authenticity, and auditability. There is a need for a safe proof system which
guarantees that case files containing forensic evidences are safe throughout the period of their handling and after. The
system developed in this work, named Digital Threat Investigator, is built on Hyperledger Fabric, a permissioned network
that requires authorization for all users. In order to effectively address privacy and confidentiality concerns, access control,
channel permissions, and participant settings are important. Furthermore, the blockchain can be used to store and share
data assets. The original forensic data is fragmented, stored in the cloud, and connected via the blockchain in the Digital
Threat Investigator, while the usage history of the original data is also stored on the blockchain. For data access scalability
and traceability, the two processes collaborate. Programming was done using WordPress, HTML, CSS and PHP. Results
from the testing of the system showed that the latency decreased steadily as the number of nodes in the blockchain decreased.

Results showed an increase from 150ms to 353ms as the number of nodes increased from 1 to 8. This system proved to be a

workable tool that could aid digital forensics investigation and ensure the safe handling of forensic evidences.

Keywords - Blockchain, Cyber-crime, Forensic, Hierarchy, Hyperledger.

1. Introduction

Our society is becoming increasingly digitized. This
can be seen in the number of smartphones and computers
coming onto the market. It is evident that this has led to
easier business transactions, higher productivity, profitable
management, and easier access to information [3]. A
revolution in technology has been brought about by
blockchain, which has attracted interest from stakeholders
across various industries involving digital content and
forensic evidence. When a transaction is made in the
blockchain, it goes through a procedure called consensus
mechanism, in which some participants come to an
understanding to approve the transaction. Malicious entities
might indulge in fraudulent activity to illegally access
evidence. Security is a relatively crucial factor in ensuring
dependable data transmission and the confidentiality of data
from the security system to those authorized to access it.
However, these technologies have their drawbacks, digital
crime has increased, and nations have grappled with these
challenges. It may not be possible to stop digital crimes
completely; however, significant and useful improvements
in digital crime prosecution, processing, and storage of
digital crime evidence have been implemented, improving
the crime investigation process [4].

A blockchain is an increasing list of records. Since the
creation of Bitcoin in 2008, it has developed and expanded,
having a greater impact on all fields and industries [29]. It
is a method for documenting information on a blockchain
[28]. The genesis block, the first block in a blockchain, only
contains the hash value of blocks that come after it. The

decentralized nature of the blockchain allows for retrieving
manipulated data [24]. This permits data to be adequately
verified, ensuring its correctness and purity [6]. Although
the system can be amazingly complex, it can preserve
digital evidence and make it increasingly accessible to
investigators [10].

A series of blocks containing the ledger transaction
comprise the blockchain technology [18]. It logs the
transaction in a blockchain, which is a type of public ledger
[25]. Itis a distributed ledger that keeps track of transactions
and stores values in multiple copies distributed among
numerous participants [27]. Each new piece of data added
to the ledger is logged on a network of nodes distributed
across the ledger. The nodes must concur on whether or not
to add new data to the blockchain each time it is changed or
added to the system. The platform is starting to be used
outside the financial industry, though [5]. When moving
from one level of the hierarchy to another, there must be a
guarantee of the integrity and authenticity of the digital
evidence because it is crucial to solving crimes because it
links individuals to their criminal activities [17]. If there are
indications of a change in evidence, it may not be valuable
when brought to court [22,23]. Detecting criminal activities
is essential in the digital forensic investigation process [13].
Chain of Custody refers to the documentation of the forensic
registration process. It contains all the important steps that
the investigator takes to solve the crime [9]. This chain of
custody aids the investigation by allowing the investigator
to show where the crime was committed, who committed
the crime, and what kind of tools or equipment were used.
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To make the evidence tamper-proof and maintain its purity
when presented in court, it is then uploaded to a blockchain
[23]. The investigator examines the forensic copy to
determine what information or data can be gleaned from it.
Subsequently, all the information received is forwarded to
the police along with the evidence [1]. However, the
challenge with this system is that digital security and
evidence integrity can be compromised. It is possible for
evidence to be altered by an individual once the device is in
police custody or for someone to hack into the investigator's
computer system and change some of the evidence [32].
This leaves the current system open to attack and unsafe for
proper forensic investigation. Faced with this challenge,
blockchain technology has emerged as a possible solution
[19].

2. Literature Review

Stuart Haber and W. Scott Stonetta produced the
earliest research on what appeared to be a blockchain in
1991 [33]. They discussed the technology in a presented
white paper, and the study concluded that “time-stamping
could be widened to enhance the originality of documents
for which the time of creation itself is not the critical issue."
Later in 1992, they added Merkle Trees to the system to
make it more effective by allowing multiple documents to
be collected in a single block. The modern blockchain was
created in 2008 by an unidentified person using the
pseudonym Satoshi Nakamoto, sixteen years later.
According to Nakamoto, the purpose of the blockchain was
to house a public transaction ledger for the cryptocurrency
Bitcoin on the blockchain [34]. The project's overall
objective was to establish a decentralized digital currency
that could be used to solve the double spending problem.

In building an effective digital crime investigation
system, it is important that the actors develop trust in the
process and for themselves. This is important as a lack of
trust could result in the evidence being tampered with and
subsequently made irrelevant in the investigative process.
To do this, authors in [30] proposed a blockchain-based
provenance process model for digital investigation in a
cloud environment. Their main goal was to improve
stakeholder interactions and trust in the investigation and
handling of digital forensics, which would increase the
process' credibility. Digital forensics, according to the
researchers in [8], consists of four processes: identification,
collection, organization, and presentation. The stages of
digital forensics were similarly listed as identification,
preservation, analysis, and presentation in the work done in.
Utilizing scientific methods to locate, gather, arrange, and
present evidence is a component of digital forensics [11].
The examination of the evidence and the analysis of the
evidence are the two main steps in this stage. An in-depth
examination of the data being used as evidence is done by
the investigator during the evidence examination. Utilizing
various forensic tools is another aspect of this inspection.
These instruments are used to extract and filter the
information pertinent to the investigation and interesting to
the investigator [31]. In the analysis stage, events are
reconstructed using the data gathered. The goal of the
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evidence analysis is to find any supporting documentation
that will help the case from both a technical and legal
standpoint.

Attacks on government platforms have been rampant
since the invention of the internet. Government databases
store huge amounts of data about citizens, and it is often a
prey zone for hackers who are looking to lynch the
information to use it for criminal purposes such as financial
fraud. The researcher in [2] found a solution to this in his
proposed system using blockchain. He proposed a system
based on blockchain applying the Ethereum framework.
The results of his work proved that blockchain was
promising in putting a check to financially related fraud in
e-governance, online product reviews and other online
transactions ensuring integrity, trust, immutability and
authenticity. The authors of [15] also suggested a system
built on Ethereum, a digital forensic Blockchain platform. It
was noted that the Ethereum-based system offered
authenticity, integrity, and transparency for data gathered
from numerous sources. Present systems allow for loss in
transit of evidence, but a system is needed where the users
can readily acquire information and be certain of the
information's correctness when needed [16]. Chain of
Custody (CoC) is the sequential record of the handling,
management, transfer, and examination of tangible, digital,
or electronic evidence [21].

Detection of criminal activity is pivotal in the digital
forensic investigation process. A blockchain-based forensic
investigation framework was developed in [12] with the
intention of detecting criminal activity in the Internet of
Things environment and gathering interactions from various
Internet of Things entities. The proposed system had the
potential to simulate interaction transactions, but it proved
to be ineffective at gathering and analyzing large amounts
of data. In the past, photos, videos, and documents were
only available in their physical forms. If any of these items
were ever used as evidence in a court of law, they had to be
kept secure and only permitted access by designated
individuals in a designated evidence room [7]. A blockchain
network, a client side, and a certificate authority server
make up the Hyperledger fabric. Additionally, peer
membership data from the blockchain can be stored on the
servers of the certification authority. Public and private
digital keys and other keys can be created and distributed to
maintain this system [5].

Researchers in [26] developed a system applying the
decentralized nature of blockchain, which they called the
Internet of Things forensic chain (IoTFC). In their paper
titled "Blockchain-based Digital Forensic Investigation
Framework in the Internet of Things and Social Systems,"
the proposed system was found to have strong distributed
trust between examiners and evidential entities as well as
good authenticity, immutability, and traceability. They
discovered from their system that the 10TFC could boost
examiners' and evidence items' trust by making the audit
train transparent. A systematic literature review on
blockchain for the Internet of Things was conducted by the
authors of [7]. The use and adaptability of blockchain,
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specifically in relation to loT and other peer-to-peer
devices, were the focus of this study.

Interestingly, they stressed the possibility of detecting
data abuse using the blockchain without needing a
centralized reporting system. They did not, however,
examine the broad implications of blockchain for overall
cyber security. Bitcoin is a decentralized network allowing
users to transact directives peer-to-peer, without a middle to
manage the exchange of funds. It records transactions in a
distributed ledger called blockchain [25].

Blockchain is a protocol that powers the Bitcoin
network. Since then, the blockchain has developed into a
distinct idea, and thousands of blockchains have been built
using related cryptographic methods. Currently, Bitcoin
wants to serve as both a store of value and a payment
system. Although a consensus would need to be reached to
add these systems to Bitcoin, there is nothing to say that it
will not be used in this way in the future [18].

A distributed ledger program called Corda processes
and stores data to support a network environment that is not
centralized [14]. The Corda blockchain enables users to
have multiple parties coexist within one network. The users
will be able to interoperate with the same network system,
in contrast to any type of permissioned blockchain network
[31].

With Corda, users must come to a consensus in order
for the entire virtual machine or entire ledger system to
function. This distinguishes it from other blockchains. Any
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exchange between two parties will only be visible to those
parties and no one else. But users who will participate in the
consensus can also see them because they have to confirm
it for the sake of the ledger [32]. Figure 1 shows the
architecture of the hyperledger fabric framework.

3. Methodology

Related existing works in the field of securing forensic
shreds of evidence were reviewed. Data was obtained from
an online source, https://digitalcorpora.org. The designed
system, called Digital Threat Investigator, is built on the
Hyperledger Fabric platform, which supports permissioned
networks in which each user is required to have their
permissions granted. The forensic data management system
can isolate various services in the blockchain network in
accordance with user needs via the blockchain channel.
Additionally, channels may be made private and limited to
a particular group of users. To create permissions that are
linked to particular organizations, a public key is used. In
order to effectively address privacy and confidentiality
concerns, access control, channel permissions, and
participant settings are important.

Furthermore, the blockchain can be used to store and
share data assets. The usage history of the original data is
stored on the blockchain, and the authentic forensic
information is dispersed, saved to the cloud, and linked via
the blockchain. For data access scalability and traceability,
the two processes collaborate. Programming was done using
WordPress, HTML, CSS, and PHP. The system's

development architecture is shown in Figure 2.

Fig. 1 Hyperledger fabric framework
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Fig. 2 System architecture

Acquiring Digital System Development
Evidence Using BlockChain
The system development process follows the

architecture shown in Figure 2; the stages involved are
discussed below:

3.1. Hunting for Evidences

When searching for evidence, a forensic investigator
tries to find evidence from all possible sources, depending
on the perpetrator and the crime committed [7]. Forensic
evidence is captured from crime scenes using digital
recording devices such as phones, digital cameras, etc.
Forensic investigators are usually lawfully invited to crime
scenes.

3.2. Capturing Evidence

When the forensic investigator sees the evidence, he
captures the evidence. The different phases of the evidence-
gathering process are:

Evidence Collection: It refers to collecting evidence at
the crime scene. In this case, the investigator takes pictures
and videos of the crime scene or the evidence site. To
accomplish this, the investigator used a camera to capture
images and/or video of the crime scene or crime scene.

Evidence Preservation: This is about labeling and
storing the collected evidence in a well-protected
environment. To accomplish this, the researcher
appropriately labels each of the files and stores them in a
well-labeled folder on a storage device.

3.3. System Development using Blockchain Technology

This digital evidence security system called Digital
Threat Investigator (DTI) in this work was developed using
blockchain technology based on Hyperledger Framework
installed in a virtual and cloud-based Steem system and
connected with a http/php user end.

3.4. Testing and Deployment

At this stage of the work, among other things,
satisfaction, processing speed, confidentiality and other
security requirements are analyzed. A replica of the actual
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production environment was set up using multiple
distributed clients or loggers and the hyperbook scale client
number option, deploying the system on a virtual and cloud-
based system. Tests performed include: scalability,
throughput and latency, and efficient storage capacity.

3.5. Encryption of Digital Evidence

A five-line of encrypting code was applied using the
built-in basic encrypt( ) function applying Node JS in the
hyperledger fabric framework for the encryption process of
the Digital Threat Investigator. This encrypts () function
takes argument data with the predefined encryption
password via environment variables ( .env). An encryption
key is created based on the aes256 algorithm, which
encrypts data with the encryption key and returns the
encrypted data. The codes are given thus:
Function encrypt(data){const cipher
crypto.createCipher(‘aes256', password);
let encrypted = cipher.update(data, 'utf8', 'hex’); encrypted
+= cipher.final('hex");return encrypted;}

3.6. Decryption of Digital Evidence
The Decryption process for this work involved another

five lines of code using the hyperledger fabric's decrypt ()
function made available by Node JS. The decrypt() function
decrypts the encrypted data. The decrypt() function again
takes one argument— cipherData. The password creates a
decryption key based on the aes256 algorithm and
decrypts cipherData with the decryption key, and
subsequently returns plain data. The codes are presented
thus:
Function  decrypt(cipherData) decipher
crypto.createDecipher(‘aes256', password);

let decrypted = decipher.update(cipherData, ‘hex', 'utf8");
decrypted += decipher.final ('utf8");

return decrypted.toString();}

{const

3.7. Sharing of Encryption and Decryption Keys Amongst
Users of the Application

A public key is a cryptographic key that can be shared
with anyone and does not need to be kept in a secure
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location. Only the associated private key can decrypt
messages that have been encrypted using the public key.
The recipient uses a private key to decrypt a message
encrypted with a public key. Only the private key that
matches the public key used to encrypt the message can be
used to decrypt it. Figure 3 depicts the authentication of
public and private keys.

Certificate Authority
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Issue certificate
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Certificate
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Fig. 3 Authentication process of public and private keys
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4. Results and Discussion
4.1. Digital Threat Investigator: A Private Hyperledger
Network

The system is a cloud-based blockchain system based
on the Ubuntu 18.04 LTS virtual operating system on a
Steam Cloud system. The virtual hard disk is very large
because the system requires a lot of hard disk resources. The
Digital Threat Researcher is built on top of the Hyperledger
Fabric, which supports an authorized network where all
participants must be authorized. The forensic data
management system is able to isolate different services on
the blockchain network in accordance with user needs
through the blockchain channel. The machine is a cloud-

primarily based totally blockchain machine constructed on
a digital Ubuntu 18.04 LTS working machine on a Steam
Cloud machine. The digital threat investigator is made to be
very massive due to the machine requiring many difficult
disk resources. It is primarily based totally on Hyperledger
Fabric, which helps a permission community wherein all
individuals ought to be authorized. Figure 4 depicts the
installation of the hyperledger tools.

4.2. Developing the User Interface

As mentioned above, the user interface was developed
using WordPress. This is due to the ease of development of
the interface offered by WordPress and the possibility of
connecting the blockchain system to it. Figure 5 displays the
dashboard for the digital threat investigator platform.

4.3. Interface and Operation

For digital forensic investigations, evidence review is
performed by authenticated entities, ensuring privacy
requirements are met. Because of this, only forensic
evidence metadata is stored in Digital Threat Investigator,
an approved distributed ledger built on Hyperledger Fabric
on Steem. This represents an effort to offer audit and
integrity services for the gathered evidence.

Digital evidence must have recorded information about
the chronological history of its handling in order for
involved parties to have access to it. Authenticated entities,
also referred to as participants, have the ability to create
blocks, issue new transactions, and claim ownership of
forensic evidence. Figure 6 displays the Digital Threat
Investigation Platform user interface.
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REPOSITORY
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hyperledger/fabric-ca
hyperledger/fabric-ca
hyperledger/fabric-tools
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Fig. 4 Installation of the hyperledger tools
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Fig. 5 Dashboard for the digital threat investigator platform
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Fig. 6 User interface for the digital threat investigator

4.4, Testing of the System

The chain/block ledger is filled first. This determines
how the system behaves when large amounts of data are
present in the system. The next step involved running a
read-and-write transaction, where each transaction
randomly reads and modifies the block. The system has
been tried and tested to ensure forensic evidence is stored
securely. The results of the system tests showed that latency
steadily decreased as the number of nodes in the blockchain
decreased. There was a reduction in latency from 270ms to
73ms. The performance results also showed an increase
from 150 ms to 353 ms when the number of nodes increased
from 1to 8.
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5. Conclusion

This study designed and developed a new Digital
Forensic Investigation (DFI) model that included a digital
blockchain to protect digital evidence's confidentiality,
integrity, and authenticity. The results obtained showed that
the Digital Threat Investigator model was able to fulfill the
attributes of confidentiality, integrity and authenticity of the
digital evidence.
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