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Abstract - Cloud computing is a fictional extended computing application where cloud users can store their information
remotely in the cloud and configure it from a common set of computer resources for high-quality sorting and convenience.
Cloud computing is primarily emerging at the heart of the sensitive data cloud. Secured communication is vital in cloud
computing and loT with advanced optimization techniques. This work aims to provide a reliable and secure cloud-based
communications service allowing customers to access their information dynamically. To achieve this, in this article, we
advance advances in secure communications over the Adaptive Neuro-Fuzzy Inference System (ANFIS) with Chicken Swarm
Optimization (CSO) and Elliptic Curve Cryptography Hellman algorithm (ACECC). At the initial stage, an intermediate
database is created, and the ANFIS-CSO algorithm is implemented to manage the optimal classification of nodes from the
cloud. Next, we calculate the important information based on the data gain. Finally, we spread ECC to encrypt sensitive
information and investigate from databases. The investigation is conducted under the names of PSNR, MSE, and CC with the
help of databases to evaluate performance. The convincing results underscore the fact that the proposed method is suitable
for ensuring secure data transmission compared to existing techniques such as the Particle Swarm Optimization algorithm
(PSO), Fuzzy, Whale Optimization Algorithm (WOA), Gravitational Search Algorithm (GSA), Cuckoo Search (CS) and

Genetic Algorithm (GA) techniques.

Keywords - Elliptic curve cryptography, Chicken Swarm Optimization, Encryption, Decryption, Mean square error.

1. Introduction

Nowadays, mobile devices are now part of our daily
life. They can be used for various purposes, including
making Phone calls, listening to music, and browsing the
Internet. They can be used for video conferencing or online
transactions [1]. Therefore, security has become a major
concern when accessing wireless networks through mobile
devices. A mobile user typically accesses a wireless network
by connecting to the nearest network access point with a
strong signal [2, 3]. These wireless connections must be
authorized to block access. Mobile users can get free access
to the wireless network. Due to unstable radio signals from
mobile devices in power-saving mode, mobile devices may
turn off when connecting to different access points [4, 5].
The need to restart when reconnecting creates a significant
lag. This header increases as the mobile user surrounds the
remote network, which increases line time because the
remote network requires the user to be authenticated by the
home network's authentication server [6].

Elliptic Curve Cryptography (ECC) computing is well
known for its capabilities as enhanced encryption and
labelling and is therefore enthusiastically recommended by
the National Security Agency (NSA) [7].

The ECC hypothesis relies on the mathematics of
elliptical loops, making it difficult to program the new
logarithm of elliptical loops in an abelian bundle using
reasonable tricks. ECCs are typically secure, more limited
and faster than their exemplary counterparts such as Ron
Reeves, Adi Shamir Leonard Adleman (RSA), and the
Digital Signature Algorithm (DSA) [8, 9]. Therefore, ECC
achieves zones such as confirmation, extended signature,
secure correspondence and signature handling. The tests
allowed in remote sensing organizations are an important
issue. The confidentiality of some WSNs renders them
unhelpful against bargaining power [10]. The security style
of the WSN imposes many stringent requirements for the
verification of various assets and organizations and attacks.

CEECEMT This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/)


https://www.internationaljournalssrg.org/
http://creativecommons.org/licenses/by-nc-nd/4.0/

Ramireddy Navatejareddy & M. Kavitha/ IJETT, 72(1), 266-274, 2024

The plan of the remote sensor network for this
overriding security or validation program must be powerful
against attacks leading to sensor transactions and additional
security concerns [11]. However, you often cannot find an
effective remote security enhancement plan, which usually
depends on the keys and encryption/encryption measures
used. Likewise, longer cryptographic keys actually require
higher baud rates, more memory, and preparation power. An
incredible opportunity to create cryptographic keys is
ergonomics, vulnerability to input conditions, and
competence during long-term operation, which are used for
a number of purposes [12].

There are many cryptographic calculations. The
numerical hypothesis is central to any cryptographic
technique. Each has a unique use case and solves a specific
problem. This problem is evolving over time, and as it
progresses, the current structure needs to be adjusted to
implement this change. Portable data processing is the norm
by which all advances in cryptography will be measured
over the next decade [13].

Thanks to the approach of Apple Bay, Google Wallet
and many other portable exchanges, they are common in
most currency exchanges [14, 15]. This requires strong
cryptographic calculations for the assets, not benefits, but is
an important precondition for the security of more beautiful
structures. Legacy conditions, with their limited assets,
fuzzy selection standards, and elliptical curvature
cryptography, are the most predictable crypto strategies.

In this study, we reveal how to maintain intermediate
information security for 10T using the ACECC strategy. We
currently make a series of information bases largely
dependent on usage. In this step, we perform an ACECC
calculation based on organizational information to select the
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ideal hub. We have already defined the collection of
information for all data in order to identify personal and
non-confidential data. At this point, we encrypt sensitive
information using ECC and then store it with the cloud
provider.

The rest of the article is structured as follows: A step-
by-step explanation of the proposed system is provided in
Section 2. A brief description of results and discussions can
be found in Section 3. Finally, Section 5 summarizes the
findings and conclusion.

2. Materials and Methods

On suggestions, we give the opportunity to store data in
the cloud. Our responsibility is focused on securing the
cloud with the Adaptive Neuro-Fuzzy Inference System
(ANFIS) with Chicken Swarm Optimization (CSO) and
Elliptic Curve Cryptography (ECC) calculation with
multiple passwords. After the dataset, first create the
established organization information base.Then, select the
scope of the organization dataset in the cloud based on
ANFISCSO calculation and define it for the cloud provider.
To reduce the cost of the encryption strategy, separate the
most important and insensitive data related to information
retrieval.

The relevant information is then encoded using ECC
calculation. Likewise, encrypted information is stored
securely in the cloud. As a result, we receive application-
based data. The general outline of the proposed security
structure is shown in Figure 1. In (1), the formation of the
main body of the road dataset is described by moving to the
cloud, (2) increasing the age of the classified data, (3) the
quality of the sensitive data being sent and uploaded to the
cloud, and (4) includes the customer requesting and
receiving the encrypted data from the cloud.

ANFIS- CSO l
- a

Intermediate

Dataset — i Data Owner

" Search Control
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Fig. 1 Proposed architecture for preserving security in the cloud
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2.1. Generation of Intermediate Dataset

Suppose the attribute size K°and record countF are not
included in the info record Y. First, we split the dataset by
N the size of the application data sequence H;. This
intermediate data is stored in the cloud service provider
(CSP). CSP supporters have platforms of different sizes, and
each platform has its own image.

The complexity of this list of fixtures, not the baseline
estimates of use used to satisfy them later. In general, the
information for every last billing run is information for
every minute since some information is used as if it were for
a one-time use. After using additional cycles in the
information settings, they become traffic information. Thus,
information that gives estimates for data or other timing
information is traffic information.

An important segment of street intelligence is that we
usually retrieve it when we have information about its
cause. Information Sources are a type of critical metadata in
workflows when conditions are associated with a dataset.
The source of information is very large, as some temporary
data stores will be removed after their implementation.

At this point, technicians may need to retrieve them for
reuse or re-analysis. The source of information is identified
to validate the current data lists of our study. We present the
various main archives listed below. Make KPa special
secure entry for it. We use H = {H,, H,,..., H,} a number
of key recordings for communication, K°where n including
those with half the number of recordings.

If this is not a major issue, please be aware that the
modified information contained in these advertisements may
be interim and final. Directed Acyclic Graph (DAG) is used
to maintain the relatively old links between these data files
for a topological element.

2.1.1. Sensitive Intermediate Dataset Graph (SDG)

The era of record organization is largely characterized
as a complex record Horganization KPchart with SIG.
Despite SDG = (T,S) the fact that several interesting
performances where T = {KP}U H, Sare desirable. The
added field means that (h,, h.)the entire piece or location
h.is being createdh,, h. € {ho} U H.

2.1.2. Sensitive Intermediate Dataset Tree (SIT)

SDGs are always like a tree, indicating a significant
dataset in a tree structure. It is a tree h, resource. SDGs and
SITs created through production links are linked to the first
record and progress records. Besides, distributes sensitive
data from datasets. Co-uploading different groups of
information is an important tool for overcoming privacy.
Currently, personal information obtained from an attacker is
displayed in such a way that it can be RQ,(u)separated by
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an s. It also augments RQ,, (u) the confidential information
obtained from the endless stream of each dataset in S. Many
problems of theoretical significance arise from the existence
of performance instructions in various ways RQ,, ().

2.2. Optimal Location Selection based on Hybrid CSO-
ANFIS Technique

When creating a dataset in half, we usually save the
data to the CSP. In this process, we select the optimal field
for the exchange dataset in the CSP. The main rationale for
using this module is to put the access tier location dataset in
the best location in the cloud.

For this purpose, an Adaptive Neuro Fuzzy Inference
System (ANFIS) with Chicken Swarm Optimization (CSO)
was proposed. To increase the productivity of the structure,
we have proposed a method that coordinates the CSO with
the ANFIS system, where ANFIS is applied to the structure
within the CSO.

The fuzzy chicken swarm elliptical curve is a small
ECC type for invoking fuzzy chicks and a Multi-Attribute
Decision Model (MADM) for basic decision-making. An
essential rule of thumb for the use of dark buckwheat
chickens in ECC is its ability to learn a flat cycle in standard
space by coding a model in a chicken herd. A decisive
achievement in constructing a soft group calculation is the
breakdown and identification of the parts of the soft
skeleton that need to be improved by coding the hen house
calculation. The pricing of the primary option in MADM is
based on questionable principles. The key is the key factor
that shows the encryption time and the unsecured time. The
proposed portable ACECC is designed for more limited
encryption and many hours of no filtering, so sizing and
keying are critical. Computational security is expanded by
defining and advancing key boundaries. Limitations of the
improvement include key selection, printing, instruction
recovery, message encryption, and message decryption.

The vast majority of calculations focus more on
printing and correcting research, and the main purpose of
this article is to facilitate key decision-making. The CSO
calculation is used to determine the best location for the
main module. It usually mimics the mating pattern of
chicken preservatives, and its food requires action.

In CSO calculations, the best fitness score is associated
with the chicken and the worst health score is associated
with the chicken coop. The rest of the qualities are given to
a flock of chickens. The cycle for choosing the best hub is
explained in the accompanying documents;

2.2.1. Steps of CSO Algorithm
Step 1: Initialize the population of N chickenx and
choose a 128-cycle key phrase set for ECC.
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t+1 _
Xij

Ib + Rand(ub — lb) (1)

With [b and ub are lower bound and upper bound of the
search space. This is done to ensure that subsequent
placements are in a popular region.

Step2: To determine the fitness and start the best
position Ny, t=1
F= Min(KEYSpace) (2)
The closest home furnishings among the roses were
chosen using the irregular age subset technique because the
chick holding kit consists of a narrow set of key chains
made from an elliptical ring. The primary way to use the
subset generation technique is to reduce the focal space by
controlling the rate of popularity.

Step 3: Assess the reasonableness of the crowd of
chickens and show the hierarchy in the group. Divide the
chicken sword into many subgroups and evaluate the
relationship.

x{t' = x{; * S1* Rand * (x{; — x{;) + S2 * Rand xt (3)
(ij—xi) =t (4)

Step 4: Update the range of chickens, hens and
chickens. Updates for roosters are done using the PSO
calculation.

xit,}-l = xit,j *(1+ Rand(O,o'z) (5)

2 1' lffl < fk .
o= fr—=Ffi .

exp (Ifklﬁ) otherwisek € [1,N],k # 1 (6)

ANFIS calculation is used to select the CSP
concentration structure ideally. The ANFIS controller input
is the current state of the chicken swarm. The crop renews
the position of the chicks. The proposed controller updates
the position of the chicken according to the cooking, testing
and Membership Functions (MF). Thus, the regulator
ANFIS is aware of the improvement in the calculation of
CSO. ANFIS is a trained sequential network that
incorporates the characteristics of a Sugeno-type Fuzzy
Inference System (FIS). Unlike other standard frameworks,
the most interesting for ANFIS are the fast pace of work,
high accuracy and learnability, remarkable features, and MF
customization.

A typical ANFIS design, allowing 5 defined levels, is
shown in Figure 2. The construction of ANFIS is shaped by
two early on and settling parts, which are connected
together by a bunch of rules. A straightforward information
learning method, ANFIS, applies a fuzzy surmising
framework model to change a given contribution to an
objective yield.

This forecast concedes enrollment capacities, fuzzy
rationale administrators and in the event that rules. There
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are two kinds of fuzzy frameworks, normally experienced as
the Sugeno models and Mamdani. In the ANFIS activity,
there are five fundamental preparing stages, including input
fuzzification, utilization of fuzzy administrators, application
technique, yield collection, and defuzzification. A similar
yield enrollment work cannot be shared for different
standards. The quantity of rules is must sufficient for the
quantity of the participation work. The current situation of
the chicken multitude is taken care of by the ANFIS
regulator. To accomplish the updation cycle, two fuzzy IF-
THEN standards set up on a first-request Sugeno model are
considered as conditions (7) and (8),

Rules (1) and (2):
IFW |SE1ANDW1i5F1, THENM]_ = lllp +j11p1 + k]_
IFY, isE,ANDWisF,, THENM, = i,y + j,ip; + k,

(7)
(8)

Where, the information sources are Wand ¥; (current
specialist position of significant worth), E; and F; are the
fuzzy sets, M,are the vyields inside the fuzzy area
characterized by the fuzzy principle i,,j,, and k,are the plan
boundaries that are affected all through the preparation
interaction. In this figure, a circle proposes a fixed hub,
though a square recommends a versatile hub. ANFIS has
five-layer engineering. Each layer is clarified in detail in the
under region.

Layer 1: All the hubs are versatile hubs. Here, the
current position is that trees are taken care of in this layer.
The yields of layerl are the fuzzy participation evaluation of
the data sources, which are managed by the accompanying
conditions (9) and (10),

Yourt = Axn(G), @ n =12
Yout1 = Ayn—2(G1), @20 n =34

9)
(10)

Where, x and yare the contributions to the hubi , G;
andG!; are the phonetic names (high, low, and so forth)
associated with this hub work. Furthermore, 1,,(G) and
Ayn—2(G") can follow any fuzzy enrollment work. The
chime molded enrollment work is applied, A,,(G) is
managed by in condition (11),

A (G) =

1+[<x;—;i>2]Qi

are the parameters of the

,i=1,2 11)
Wherep;, g;and
membership function

Layer 2: The hubs are fixed hubs. The yield of the layer
1 is taken care of by layer 2. Fuzzy administrators are
conceded by this layer; it applies the AND administrator to
fluffy the sources of info. They are marked withm,
recommending that they execute as a basic multiplier. The
yield of this layer can be established as the underneath
condition (12),

Youtz = A; = Ay (G) * }‘yn—z (Gl)'*_) i=1.2 (12)
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Initial population Define related
parameters

Input: Current position roosters

Calculate individual fitness values
Initialize individual optimal positions
and global optimal positions

Initialize the fuzzy system

Reclassify subgroups and
establish hierarchical order

Learning: no of iteration position of
used chicken swarm
Update the position of the roosters, hens
and chicks Calculate the updated fitness
value

Training: Optimization MFS rules
for updates
Update and save global optimal position
and individual optimality

Updation the position of chicken

The maximum swarm

number of iterations

Output result

Fig. 2 Flowchart of proposed hybrid technique
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Layer 3: The hubs are additionally fixed hubs marked
byN , to execute that they play a standardization part to the
terminating qualities from the past layer. The yield of this
layer can be established as the underneath condition (13),

(13)

Layer 4: The hubs are versatile. The yield of every hub
in this layer is just the result of the standardized terminating
strength and a first-request polynomial (for a first-request
Sugeno model). The yield of this layer is managed by the
condition (14),

Yours = AiMy = A;(X + /1 X" + ky), 1= 1,2 (14)
Where 4;is the yield of Layer 4, andi;,j; and k; are the
subsequent boundaries.

Layer 5: Only one fixed node is marked with the iconp.
This node sums all incoming signals. The overall result of
the model is determined by equation (15),

_ ZiAiM;

Youts = ZiZMi - YiA;

(15)

The five layers are utilized to accomplish the wellness
capacity of the refreshing interaction.

Step 5: Update the individual best position Ny

Step 6: t =t + 1if the cycles meet the required condition,
yield the ideal worth; in any case, go to stage 3. The
maximization method is achieved by applying the proposed
calculation. With the assistance of the ANFIS calculation,
the CSO calculation refreshing cycle is accomplished.

3. Results and Discussion

This part presents research results and research on
explicit innovation. A Windows computer that includes a
1.6GHz Intel (R) Core i5 processor and 4GB of RAM uses
JDK 1.7.0 in the Java programming language working
environment - Microsoft Windows 7 Professional. Security
is a specific strategy that attempts to use the commonly used
local collection of Census Revenue Information (KDD).
These informative images of the proposed work are shown
in Fig. 3.

3.1. Dataset Description

In our study, we used the Census-Income (KDD)
dataset. This dataset contains 299,285 records and 40
credits. The dataset was commissioned from the 1994 and
1995 US Population Surveys. The subset uses the adult
dataset as a workable test tool for privacy calculations.
Cleans up the dataset by removing datasets with lost quality
and properties with highly sloping variance. We get a sterile
dataset of 1.53.926 datasets from which we test datasets for
companion research.
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Twelve credits were selected from the first 40
components, including 9 (4 math and 5 straight) semi-
identifiers and 3 (2 math and 1 straight) complex ones.

3.2. Evaluation Metrics

The main goal of the proposed approach is to provide
resilient security to protect the intermediate dataset with
ANFISCSO. We only encrypt sensitive data to reduce
preparation time and costs. Data collection is used to select
important data. Circular Curve Cryptography is an
encryption calculation used to encrypt sensitive information.
Scrambling all informational indexes to ensure safety is
widely accepted in river research. In order to evaluate our
particular approach to printing images, we need to complete
several evaluation steps. We use the following rating
systems in our work:

(1) Peak Signal to Noise Ratio (PSNR)
(2) Mean Square Error (MSE)
(3) Cross-correlation (CC)

Peak signal-to-noise ratio & Mean Square Error: In our
work, the peak signal-to-noise ratio, which is an indicator of
quality, is treated with the premise of mean square error
(MSE). Its presentation is also shown below.

PSNR = 10log (22 ap (16)
MSE = %Z(Pref(i'j) - Pprc(i:j)z) (17)

Here N is the total number of pixels in the image.
TheseP,.f(i,j) and Py, (i,j) are separate pixel estimates of
the reference and expected corpus images.

Cross-correlation: The cross-correlation is defined
between the reference image and the complex image, which
is set in the next state;

Re[i,j] 0 Spli,j] = X1 XYoo Re[i, j1Se [0 j]

3.2.1. Analyzing PSNR
Table.1 and Fig.4 show the PSNR rating for shading
configurations for both real and clinical images.

3.2.2. Analyzing MSE
Table. 2 shows the MSE rating for
configurations for both real and shaded images.

(18)

shading

3.2.3. Analyzing CC

Table. 3 shows the CC rating for shading schemes for
both real and shaded images. From the stimulus given in
Table 3 above, we can see that the ACECC image printing
innovation has a high percentage of printing for painting
over images. Eyes, houses, figures, etc., are images that can
appear shaded outwardly. Thus, unmistakably authenticated
images can be compressed using the proposed operation
without transmission failure.
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Table 1. PSNR comparison of proposed vs existing methods with color images

Images ECC CSO PSO WOA GSA GA CS
1 36.3475 32.8551 25.5802 23.9182 23.4293 24.437 16.3456
2 36.173 32.6656 25.3777 23.7222 23.2361 24.2384 10.3809
3 36.0926 32.5767 25.2478 23.5716 23.0791 24.0946 11.2886
4 36.0955 32.5782 25.2701 23.6243 23.1427 24.1368 8.3623
5 36.0896 32.5678 25.2171 23.5452 23.0568 24.0644 10.628
6 34.6163 31.567 24.7708 23.1609 22.6844 23.6651 4.068
7 34.6011 31.5557 24.7647 23.1555 22.6791 23.6595 16.4125
8 36.1083 32.5934 25.254 23.5723 23.0772 24.0974 10.6613
9 36.1038 32.5875 25.2547 23.5873 23.0984 24.1069 8.5878
10 35.6585 32.2861 25.0906 23.4253 22.9343 23.9458 6.4247
Table 2. MSE comparison of proposed vs existing methods with color images
Images ECC CSO PSO WOA GSA GA CS
1 15.0776 33.6956 179.9126 263.7892 295.2224 234.0864 1504.078
2 15.6956 35.1979 188.4992 275.9688 308.6545 245.044 5956.554
3 15.989 35.9265 194.2249 285.7091 320.0156 253.2899 4833.057
4 15.9781 35.9137 193.227 282.2588 315.3604 250.8419 9480.829
5 16 36 195.5988 287.4515 321.6625 255.0604 5627.069
6 22.4619 45.3296 216.7711 314.042 350.4639 279.6192 25484.64
7 22.5407 45.4477 217.0756 314.4361 350.8896 279.9826 1485.341
8 15.9314 35.7879 193.9478 285.6615 320.1518 253.13 5584.022
9 15.9478 35.8373 193.9152 284.6753 318.5924 252.5761 9001.104
10 17.6699 38.4121 201.3809 295.4941 330.8652 262.123 14811.76
Table 3. CC comparison of proposed vs existing methods with color images
Images ECC CSO PSO WOA GSA GA CS
1 0.99994 0.99986 0.99919 0.99878 0.99862 0.99893 0.67856
2 0.99996 0.99992 0.99946 0.99915 0.99902 0.99926 0.021128
3 1 0.99999 0.99978 0.99961 0.99955 0.99967 0.14061
4 1 1 1 0.99999 0.99999 0.99999 0.10084
5 1 1 0.99998 0.99991 0.99987 0.99994 0.42131
6 0.99998 0.99998 0.99997 0.99996 0.99996 0.99996 -0.10381
7 0.99999 0.99999 0.99999 0.99999 0.99999 0.99999 0.68599
8 1 0.99999 0.9999 0.99984 0.99981 0.99986 0.55942
9 1 1 0.99997 0.99995 0.99993 0.99996 0.11679
10 0.99998 0.99998 0.99998 0.99998 0.99998 0.99998 0.086823

Fig. 3 Input images
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Fig. 4 Comparison analysis of PSNR

In the just published section, remotely enhanced interest
scoring is performed on a variety of occasions along with a
real incentive over a predetermined period of time. As a
result, the estimate of the required energy will exceed the
required value. As a result, the special need for the
transmitted energy to approach energy use is not satisfied.
This usually diminishes or improves compared to the
strength interest score. Accordingly, today's unmistakable
innovation constantly reacts to the conditions of subtle
changes in population and interest in energy.

However, when energy is generated or used, equal
benefits offer the best value. Thus, it fails miserably when
transporting goods corresponding to a specific required
value. Hence, it takes quite a long time, even due to small
changes in the evaluation of the encrypted data, and it takes
a long cycle to deal with the problem of changing the
encrypted properties. The other five modes such as PSO,
WOA, GSA, GA, and CS, they can be given a mathematical
value. So, it can be concluded that the extended method can
offer the sender security and confidentiality messaging
methods as compared to certain types of approaches.

4. Conclusion

The proposed elliptic curve encryption method is
effectively used to ensure the exchange of messages
between the central core system and the cloud in accordance
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with the network requirements of some nodes of the IoT
system. Using customer power consumption data, the
system can completely eliminate persistent power failure
without continuous power outages. Energy consumption
data is efficiently transferred from one end to the other
using ECC technology. At the same time, parallel methods
are used to communicate the message to the main central
system, such as the ANFIS-CSO. When messages are
assessed and analyzed using innovative ECC technology, it
becomes clear that they cannot simply be processed with a
message encrypted by Protestants.

Thus, the proposed ECC method provides the security
and protection of the attacker's message. The ECC is to be
implemented, and it is important to understand these
potentially risky decisions in order to support them
adequately in the appropriate system. The application is
currently running on JAVA, and the algorithm's
performance is being tested against test records.

According to research, the design algorithm makes
minimal use of PSNR, MSE and CC when compared to
available methods. As a result, ECC is still under study and
represents a broad horizon to be discovered. It is hoped that,
in the future, it will be possible to use effective ECC
methodological techniques to speed up ECC assessment by
improving data security.
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