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Abstract - The security issue is receiving a lot of interest from researchers and providers due to the ubiquitous nature of the 

Internet of Things (IoT) in many different domains. The Internet of Things is a centralized system with significant limitations, 

including low memory capacity and limited processing power. As a result, this restriction prevents the use of conventional 

security methods to shield devices from identity theft and enable safe data transfer over the Internet of Things. Therefore, a new 

scheme is proposed to provide the security mechanism. To cover this issue, Blockchain technology is adopted in this approach 

to define a decentralized Internet of Things system which offers security features like transparency, tractability, etc., and where 

IoT is identified by assigning a unique identity and key generation application through the use of use of a hardware security 

primitive called a Physical Unclonable Function. This paper offers a Blockchain-enabling key generation via Physical, 

Unclonable Function. 
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1. Introduction 
The Internet of Things represents the new frontier of 

devices that enables us to explore new services and take 

advantage of various functions without intermediate 

assistance. As a result of this breakthrough, the network is now 

exchanging enormous volumes of data, for which security 

needs to be guaranteed. Since conventional security systems 

such as communication encryption, authorization, and 

authentication are incompatible and more challenging with 

these devices, security issues are evidently the most difficult 

parameter to ensure. 

In reality, the Internet of Things represents a centralized 

network that is generally considered a third party, such as a 

server or Certificate Authority, which ensures its 

authentication. This decentralized scheme presents many 

vulnerabilities, such as a Single Point of Failure (SPF), 

bottlenecks in the network, and a lack of scalability [1]. 

Meanwhile, Blockchain technology, originally introduced in 

the financial domain, provides insights into other domains like 

the Internet of Things. Blockchain, based on a peer-to-peer 

network, represents a decentralized system with high-security 

performance [2].  

Thanks to its structure and concept, Blockchain 

technology has many features, including ensuring 

transparency, fault tolerance, non-repudiation, traceability, 

and immutability of data. As detailed in [3], the incorporation 

of Blockchain technology, as a promising alternative to 

overcome the security concerns of the Internet of Things, 

combined with a hardware security primitive, has been 

proposed. As primary objective is to establish a global system 

that provides and ensures data security from the low layer 

“Physical layer” to the upper layer “Application layer.” This 

hardware security primitive is well-known as a Physical 

Unclonable Function (PUF). 

The Physical Unclonable Function is an effective solution 

for ensuring each device’s identity and authentication, as well 

as securing data exchange between devices in the Internet of 

Things system. PUF can also be used for the key generation in 

Blockchain technology. In this work, a PUF-based Key 

Generation is proposed using the Blockchain protocol for IoT 

Security. The following is how the paper is structured:   

Section 2 gives an outline of the Physical Unclonable 

Function, its concepts, features, and classification. Section 3 

presents a proposed scheme for authentication based on the 

PUF. Section 4 covers the experimental evaluation, and 

Section 5 paper conclusion. 

2. Physical Unclonable Function 
2.1. PUF Concepts 

The Physical Unclonable Function serves as a security 

hardware primitive, generating a unique response commonly 

referred to as a digital fingerprint. This response remains 
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constant for a specific input, forming the Challenge-Response 

Pair (CRP) that characterizes the PUF’s operation. The PUF 

leverages the inherent variations in the manufacturing process 

of integrated circuits, utilizing these arbitrary manufacturing 

variations. 

Originally developed with a focus on ensuring a physical 

one-way function [4], PUF circuits later evolved into key 

generation functions within the realm of security. They also 

function as hardware accelerators, enabling the rapid 

execution of specific operations using specialized hardware. 

In the literature, the PUF is described as a security 

hardware primitive that dynamically generates a unique 

response akin to a digital fingerprint. This functionality is 

integrated into the hardware, utilizing the electronic disorder 

of components. For a designated challenge input, the PUF 

consistently produces the same output, forming the CRP. 

The responses generated by the PUF are renowned for their 

unpredictability, uniqueness, and non-reproducible nature due 

to the inherent variations and disorders introduced during the 

manufacturing process of each integrated circuit. Factors such 

as differing threshold voltages, doping concentrations, and 

oxide thickness contribute to the distinctiveness of each 

circuit’s response, rendering it impossible to duplicate.  

These responses are dynamically generated at runtime, 

eliminating the need to store response keys in memory. This 

approach diverges from conventional methods that require the 

storage of predetermined keys, thereby enhancing security by 

capitalizing on the unique attributes of each hardware 

component. The PUF, by creating a distinctive fingerprint 

through entropy derived from manufacturing process 

variations, provides a robust and secure solution for 

cryptographic applications. 

2.2. Properties of PUF 

Two fundamental properties consistently emerge from 

various PUF definitions in the literature: unclonability and 

unpredictability. Unclonability arises from the inherent 

difficulty and near impossibility of replicating the same 

variations during the fabrication processes of each component. 

On the other hand, unpredictability stems from the challenge 

an attacker faces in predicting the behavior of a PUF and 

discerning its responses. 

Moreover, additional research, such as [4, 5], outlines 

several properties that different PUF structures should exhibit. 

These features are described as follows: 

2.2.1. Unique 

Each PUF possesses distinct responses derived from its 

specific physical variations, setting it apart from others. 

Therefore, a collection of challenge-response pairs serves as a 

unique identity for each PUF. 

2.2.2. Evaluable or Low Cost 

This signifies that a PUF is simple to construct with an 

affordable price, often utilizing conventional hardware. The 

evaluable aspect also implies that PUF responses are easy to 

generate. 

2.2.3. Reproducible or Steady 

This feature ensures that a PUF provides the same 

response when subjected to the same challenge, even in 

varying environmental conditions. The reproducibility of 

responses distinguishes PUFs from True Random Number 

Generators (TRNGs). 

2.2.4. Secure 

PUFs are considered mathematically unclonable, making 

it challenging to create software or mathematical functions 

that generate every challenge-response pair combination.  

They function as one-way functions, making it difficult to 

deduce the challenge used for the operation while knowing the 

response. Additionally, PUFs are tamper-evident, with any 

physical alteration resulting in errors and different responses 

from the original. 

2.3. PUF Applications 

The Physical Unclonable Function is employed to address 

security issues, with three primary application types 

commonly utilized. The most frequent applications are as 

follows: 

2.3.1. Identification System 

Physical Unclonable Functions can serve as a system 

identification, enhancing anti-counterfeiting technologies by 

providing inherent or assigned identity. For example, 

integrating PUFs with Radio Frequency Identification Tags 

(RFID tags) prevents physical cloning and replay attacks, 

ensuring the security of unique identifiers. The integration of 

PUFs into anti-counterfeiting tags is crucial for leveraging 

their unclonable and unpredictable response characteristics, as 

discussed in various studies [6, 7, 8, 9]. 

2.3.2. Authentication System 

The authentication system is a mechanism that enables 

the identification of a party and confirmation of its 

authenticity. In addition to assigning an identity to a device, 

the Physical Unclonable Function can be utilized to 

authenticate hardware systems. Its capability to generate a 

unique response facilitates the detection of compromised 

entities.  

Authentication involves two entities: client authentication 

(prover) and server authentication (verifier), both relying on 

the challenge-response pair. A PUF-based authentication 

system and authentication protocols deploying the challenge-

response pair to verify the entity’s authentication have been 

proposed in [10, 11, 12]. 
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2.3.3. Key Generation Application 

In the domain of cryptography, the secure generation, 

storage, and retrieval of keys are crucial. The Physical 

Unclonable Function becomes a promising solution for key 

generation applications, providing a PUF response with high 

entropy necessary in cryptographic systems and unclonability 

against attackers. Moreover, since the PUF can supply the key 

whenever needed, there is no need to store it in memory. The 

Physical Unclonable Function is considered a promising 

solution for key generation applications due to its ability to 

meet these requirements [13]. 

2.4. PUF Metric Evaluation 

Several metrics are employed to facilitate the comparative 

analysis of different PUFs architectures. These metrics allow 

for the assessment of PUF performance in accordance with 

established standards commonly used for authentication 

protocols. Specifically, the CRP must ensure minimally some 

specific metrics such as Uniqueness, Randomness and 

Uniformity, Reliability, and Bit-Aliasing [5] [14, 15] [16]. 

2.4.1. Uniqueness 

This comparative metric serves as the primary parameter, 

based on inherent randomness, facilitating the distinction 

between individual PUFs. It is contingent upon the PUF’s 

ability to generate responses that are both unique and 

independent. Thereby, it quantifies the process and mismatch 

variations of the PUF circuit. Specifically, when considering 

a given PUF circuit implementation on different devices, this 

metric quantifies the average differentiation of their responses 

to the same designated challenge input under the same test 

conditions. Typically, for each possible response pair (𝑅𝑖, 𝑅𝑗), 

where 𝑅𝑖 (resp.  𝑅𝑗) is the 𝑖𝑡ℎ (resp. 𝑗𝑡ℎ) response of 𝑖𝑡ℎ (resp. 

𝑗𝑡ℎ)) PUF, the differentiation of response can be quantified 

using the inter-class Hamming Distance function, as follows: 

                   𝐻𝐷(𝑅𝑖 , 𝑅𝑗) = ∑ 𝑅𝑖,𝑘  ⊕   𝑅𝑗,𝑘                        (1)

𝑛

𝑘=1

 

Where 𝑛 denotes the number of response bits, therefore, 

uniqueness is represented as the average value of the sum of 

the Hamming Distance across all potential response pairs. 

This parameter is defined by the hamming inter-distance as 

defined in (2): 

𝑈 = 𝐻𝐷𝑖𝑛𝑡𝑒𝑟(𝑅𝑖 , 𝑅𝑗) =
2

𝑚(𝑚 − 1)
∑ ∑

𝐻𝐷(𝑅𝑖, 𝑅𝑗)

𝑛
  (2)

𝑚

𝑗=𝑖+1

𝑚−1

𝑖=0

 

Where 𝑚 is the number of tested PUF devices. 

Ensuring the unpredictability of each fingerprint 

necessitates obtaining divergent responses constantly when 

applying the same challenge. Consequently, the optimal value 

that can be obtained for (2) should be 50%. This value implies 

that the responses of any two PUF devices subjected to the 

same challenge should differ by half the number of bits (𝑛/2 ).   

2.4.2. Randomness & Uniformity 

Randomness of a PUF key is the measure of the balance 

between the number of zeros and ones in the PUF response 

bits. Otherwise, it quantifies the statistical entropy of the n-bit 

key. Randomness and uniformity are nearly similar. However, 

the difference lies in randomness being an average of 

uniformity over repetitive measurements for each generated 

key [14, 15]. 

The security of a PUF device is contingent upon the PUF-

generated key exhibiting an equal percentage of random zeros 

and ones, thereby maximizing the entropy. This characteristic 

is crucial for withstanding brute force and other key guessing 

attacks. Ideally, the uniformity of the ideal PUF should be 

50%, reflecting an equal distribution of zeroes and ones for 

optimal performance. Consequently, a true random PUF 

output is obtained for this type of PUF. Generally, the 

evaluation of the uniformity parameter for a specific key, the 

response 𝑅𝑖 = (𝑏𝑖,1 , . . , 𝑏𝑖,𝑛), based on the hamming weight of 

this key, is as follows: 

                 𝑈𝑛𝑖𝑓𝑜𝑟𝑚𝑖𝑡𝑦𝑖 =
1

𝑛
∑ 𝑏𝑖,𝑗

𝑛

𝑗=1

× 100%                   (3) 

2.4.3. Reliability 

The ability of a PUF to consistently produce exactly the 

same key under different test conditions, such as temperature 

or voltage variations, is referred to as PUF Reliability. It 

reaches a value of 100% if the PUF generates an identical 

response regardless of changes in environmental conditions. 

To assess this metric, a preliminary response 𝑅𝑟𝑒𝑓 of the PUF 

under normal conditions is examined. Subsequently, the intra-

Hamming distance between 𝑅𝑟𝑒𝑓 and the PUF response 𝑅𝑖 

underworking environmental conditions, tests are calculated. 

The formula for the intra-Hamming distance, denoted as 

𝐻𝐷𝑖𝑛𝑡𝑟𝑎, is given by (4), which is computed for all possible 

PUF responses. It is noteworthy that this quantity also 

represents the Bit-Error-Rate (BER), which is another crucial 

metric commonly employed in PUF evaluation. 

           𝐻𝐷𝑖𝑛𝑡𝑟𝑎 =
1

𝑚
∑

𝐻𝐷(𝑅𝑖, 𝑅𝑟𝑒𝑓)

𝑛

𝑚

𝑖=1

                         (4) 

Finally, the Reliability value, expressed as a percentage 

under specific working environmental conditions, is defined 

as:  
                 𝑅𝑒𝑙𝑖𝑎𝑏𝑖𝑙𝑖𝑡𝑦 = (1 − 𝐻𝐷𝑖𝑛𝑡𝑟𝑎) × 100                (5) 

2.4.4. Bit-Aliasing 

The process variation of the PUF device can lead to the 

fixed preferred value of some response bits, even when 

achieving optimal bit Uniformity. Consequently, the 

uniformity metric becomes not enough to estimate the PUF 

randomness. In such cases, as certain response bits exhibit 

static variations from one response to another, they may 

introduce vulnerabilities by enabling attackers to estimate the 

generated key.
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Table 1. Classification of PUFs 

PUF Name Measurement Process Randomness Source Intrinsic Evaluation Reputation Ref. 

SRAM PUF 

Fully Electronic 
Implicit  Intrinsic 

 

Weak 

[17] 

Ring Oscillator PUF [18] 

Arbiter PUF 

 

Strong 

[19] 

Acoustical PUF Explicit 

Extrinsic 

[20] 

Magnetic PUF 

Non-electronics 

Implicit [21] 

Optical PUF 
Explicit 

[22] 

RF PUF [23] 

 

To address this concern is the purpose, the Bit-Aliasing 

of the lth bit in the PUF identifier for the kth response expressed 

as a percentage of the Hamming weight of the lth bit of the 

identifier across m devices, as defined by (6). 

          𝐵𝑖𝑡𝐴𝑙𝑖𝑎𝑠𝑖𝑛𝑔(𝑘, 𝑙) =
1

𝑚
∑ 𝑏𝑘,𝑙,𝑖

𝑚

𝑖=1

× 100               (6)   

Ideally, the value of the Bit-Aliasing is 50%. Deviation 

from this value indicates bias in some bits, thereby affecting 

the security of the PUF. 

2.5. Type/Classification of PUFs 

In the state of the art, PUFs can be classified as intrinsic 

PUF or extrinsic PUF, according to the randomness of the 

PUF source. Regarding this source it can be Implicit or 

Explicit. Otherwise, PUFs can be classified according to the 

used technology. They can be electronic, which takes 

advantage of the random variation of electronic materials to 

generate the PUF response, such as radio-frequency-based 

PUFs and silicon PUFs (commonly used and embedded on a 

silicon chip), or hybrid-based on non-electronic technology, 

such as optical PUFs. Furthermore, PUFs can be classified 

according to their security reputation and strengths (Weak or 

strong). 

2.5.1. Electronic and Non-Electronic Nature 

The PUF devices can be designed using different 

technologies and materials, such as electronic, optical, 

magnetic, and chemical components. Thus, two types of PUFs 

can be defined based on technology: 

Electronic 

PUFs based on electronics have the possibility to gain 

random variation from their electronic construction, such as 

transistors, capacitance, and resistance, to evaluate the PUF 

response. In the literature, a subclass of electronics named 

Silicon PUF is considered electronic PUF. The first structure 

of PUF based on silicon is introduced in [24]. The silicon 

equipment gives the ability to be integrated as an additional 

block in the same chip. 

Non-Electronic 

It defines all PUFs that are constructed from non-

electronic materials and technology. For this kind of PUF, the 

origin of the randomization depends on non-electronic 

material; for example, the Optical PUF is based on the 

fabrication variations at the molecular level [25]. 

2.5.2. Intrinsic and Extrinsic PUFs 

Intrinsic 

The intrinsic PUF is an entity that derives its random 

sources from its construction features, as introduced in [27]. It 

is defined as a generated circuit situated within a device, 

requiring no supplementary measures for security 

enhancement. PUFs are considered intrinsic when their 

construction fulfills two criteria: 

• The generation of PUF responses must occur internally, 

using embedded equipment. 

• They must exclusively leverage implicit randomness 

arising from variations during the fabrication process [4]. 

Extrinsic/Non-intrinsic 

Extrinsic PUF, also called non-intrinsic PUF, is the 

opposite of intrinsic PUF. Its evaluation is done externally, as 

in the case of optical PUF. Optical PUF has random properties 

introduced by applying an external source to the PUF to 

produce the variation and generate the responses (observation 

of the speckle pattern) [5] [23] [27]. 

2.5.3. Implicit and Explicit Randomness 

According to the source randomness of a PUF device, 

which is mainly based on this randomness variation, two types 

are defined: Implicit and explicit randomness. The first one is 

deduced from its entity (embedded instance), and the second 

one requires an additional process for the PUF instance to get 

the randomization. 

This latter needs more time than an implicit one to 

generate a response. This variation can occur in different 

parameters, such as dopant concentration, oxide thickness, 

and effective channel. Obviously, the implicit variation is 

more suitable than the explicit variation. In fact, direct 

manipulation of this implicit variant is not possible. Thus, 

even the manufacturer cannot tamper with the device in the 

fabrication process in a manner to modify the PUF’s random 

properties. 
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Fig. 1 IoT Architecture with blockchain technology and PUF layers

2.5.4. PUF Reputation (Weak/Strong) 

The security strength and reputation of the PUF are 

determined by the number of challenge-response pairs 

generated by the PUF. Thus, this is consistent with the way 

that the growing size of the device is proportionate to the 

number of Challenge Response Pairs (CRPs). This percentage 

scaling is usually the primary metric that characterizes the 

strength of a PUF. Therefore, two categories, weak and strong 

PUFs, are defined [5]. 

Weak PUF 

Weak PUF is characterized by a small number of CRPs, 

represented with a linear function of PUF size. Generally, this 

category is used in secret Key generation applications. Thus, 

the response must remain consistent and resilient to the 

environmental variations and multiple readings, which have to 

ensure that a challenge consistently produces the same 

response. Otherwise, to preserve CRP confidentiality, PUF 

requires an additional block of security. 

Strong PUF 

Strong PUF is recognized for its large number of CRPs 

and its exponential variation with its size. With the huge 

number of responses and for a short time, the attacker will face 

difficulty in guessing the corresponding CRP. Furthermore, 

when a random selection of these CRPs is gathered during the 

manufacturing stage, the attacker has no capacity probability 

to store the response of a specified challenge. It becomes 

almost negligible how likely it is that the attacker has stored 

the challenge with his answer. This creates a system where 

only the person physically present at the PUF during the 

challenge may offer the right answer and progress through 

authentication despite the fact that the attacker has previously 

reached the PUF. Consequently, each CRP may be employed 

once. This step leads to countering eavesdropping attacks. 

Therefore, this kind of PUF is used in authentication 

applications. Table 1 summarizes the most commonly used 

Physical Unclonable Functions (PUFs) in research, with a 

focus on SRAM PUFs known for their reliability. The SRAM 

PUFs are centered on the power-up state of SRAM blocks. 

When an SRAM PUF powers up, each cell can start with a 

value of either “0” or “1.” This unique starting state becomes 

a distinct identifier for each device, making it different from 

others. 

In simple terms, the challenge is like the address of an 

SRAM cell, and its starting value becomes the SRAM PUF 

response. Importantly, implementing SRAM PUFs on 

microcontrollers and devices is easy [28]. 

3. The Proposed PUF-Enabled Blockchain 

Scheme for IoT 
3.1. The Global Proposed Architecture for IoT Security  

Blockchain technology is a chain of blocks that form a 

decentralized, immutable, transparent, and non-repudiable 

ledger of information shared between peers without any 

intermediate entities. Therefore, Blockchain technology has 

gained considerable attention from researchers to be deployed 

into the Internet of Things network to address security 

concerns.  

As described in various research studies, the use of 

Blockchain technology has increased accuracy in tracking 

items, identifying fakes [29, 30], and confirming data [31], 

which can be accomplished in complex supply chains. In 

addition, smart contracts, consensus mechanisms, and related 

concepts offer an appealing approach to handling issues 

related to IoT security [32].  

Application Layer Smart Home Supply chain Health Care 

Block chain Layer Consensus 

Mechanism 
Creation Data Crypto Algo 

Network Layer Wireless Link Wire Link 

PUF Layer PUF PUF PUF 

Physical Layer Sensors Meters RFID Tag 

IoT Services 

Treatment and 

validation Data 

Transmission 

Identification 

Data Collection 
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Fig. 2 PUF Enabled blockchain scheme proposition 

Fig. 3 Architecture of the PUF-based SRAM measurement system using the FPGA. 

A global architecture has been proposed in [3] based on 

the basic architecture of the Internet of Things. This latter is 

mainly consisting of three layers: application layer, network 

layer, and physical layer. To ensure the security of data 

exchange within the Internet of Things, a new architecture, 

depicted in Figure 1, is proposed in this paper. It comprises 

two extra layers, in addition to the three ordinary layers, which 

are described as follows: 

3.1.1. Blockchain Layer 

Located between the network and application layers, this 

layer is deployed via an overlay network technique that creates 

a virtual network and broadcasts the block between nodes for 

validation. The Blockchain layer has the role of creating the 

block, applying the consensus mechanism, and broadcasting 

information for validation. While Blockchain uses distributed 

protocols (consensus mechanism), cryptography, and privacy-

enabling methods (like threshold-signature schemes) to 

govern information visibility and trust in different parts of the 

network, it cannot ensure the uniqueness of physical devices 

even if they are following a product life cycle [33]. 

Additionally, there are other obstacles to overcome in the 

IoT ecosystem when integrating Blockchain technology, such 

as processing power, latency, scalability, cost, required time 

for encryption, and storage capacity. Therefore, a new layer is 

added, named the PUF layer, as a hardware solution to solve 

some of those problems. 
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3.1.2. PUF Layer 

It is the layer positioned among the physical layer and the 

network layer; this layer has the primary objective of 

reinforcing the security of the entire system from low to high 

layers. Hence, the hardware primitive assures a unique identity 

for the devices and guarantees authentication in the network 

[34]. Besides, the PUF has the capacity to generate responses 

dynamically, as explained in the PUFs section, without 

needing memory to hold the value. 

Thus, the proposed architecture can be used for key 

generation applications by exploiting the PUF responses as 

derived keys. This technology replaces the conventional 

method, which extracts a random value from the TRNGs and 

uses memory for data storage. In such a case, the memory 

requires an extra block for the security. 

3.2. PUF-Enabled Blockchain Scheme 

      An example of the PUF-enabled Blockchain scheme is 

depicted in Figure 2. In this architecture, a network 

Blockchain is implemented between a network of gateways. 

These gateways are considered mining node that guarantees 

the verification and adds a block to the Blockchain.  In 

addition to that, since the SRAM is largely present in any 

electronic device, each gateway is supposed to be equipped 

with its own PUF in order to perform a cryptographic function, 

such as a key generation. Furthermore, for each device, it 

assigns a unique Physical Unclonable Function. These devices 

are subsequently connected to network gateways. 

4. Implementation and Experimental Results 
4.1. Experimental Evaluation of SRAM PUF 

This paper presumes the use of an electronic PUF 

(intrinsic) like SRAM PUF integrated into the FPGA as a 

Physical Unclonable Function in the proposed architecture. In 

order to validate the SRAM PUF, the PUF metrics described 

in Section 2.4 have been evaluated. The inter-distance and the 

intra-distance of hamming are used, respectively, to 

demonstrate the uniqueness and Reliability of SRAM PUF 

responses. 

Figure 3 presents an overview of the system measurement 

architecture based on the FPGA to extract the answers for 

evaluation. Hexadecimal data is typically taken from SRAM. 

Thus, the initial step is to convert those responses to a bit’s 

string responses using a Python program. Figure 4 presents a 

histogram of the Inter-distance of Hamming of two different 

PUF responses as a normal distribution. The outcome is an 

average of 50.33% in inter-distance. This value represents the 

dissimilarity between the two responses, which means that 

each SRAM PUF produces a unique response. The second 

metric to evaluate is the reliability. Therefore, using the same 

challenge, the intra-distance hamming is computed within two 

responses of the same PUF. Figure 5 represents a histogram 

with an average value of 9,89%. As a conclusion, the SRAM 

PUF is reproducible. 

Fig. 4 Inter-Distance of hamming of a PUF 

As defined in Section 2.5, the reliability is equal to 

90.10%, which confirms that the SRAM PUF can reproduce 

the same response each time we need it. As a conclusion from 

this experimental measurement, the SRAM PUF integrated 

into the FPGA can be used as a proposed solution in the 

context of identification applications and key generation 

cryptography.  

Thus, in the section below it will consider this PUF 

structure as a hardware security primitive that ensures the 

security of the proposed architecture in Figure 1. 

4.2. Blockchain Protocol 

In this scheme, the Blockchain network is established 

between network gateways, which are designated as mining 

nodes. In order to access the network Blockchain, the IoT 

needs to establish communication and authenticate itself 

through the network gateway, which can confirm the IoT’s 

identity. The enrollment phase and the authentication phase 

are the two sections of this communication. 

4.2.1. Enrollment Phase 

This phase aims to collect the challenge-response pairs of 

each device in addition to his identity before going through the 

authentication phase. This information is stored in a database 

< CRP, ID>. This operation is executed in a trusted and secure 

environment. 
 

Figure 6 shows the steps of this enrollment phase, which 

can be described as follows: 

• The network gateway chooses a random Challenge C for 

the device. 

• The device returns to the gateway node a response R after 

applying the challenge C to its PUF and the Mac address 

<C, R, MAC>. 

• The gateway network appends <C, R, MAC> to a 

database, storing the response and the challenge together. 

This process is carried out as needed to list the necessary 

CRPs (For example, n times). 
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Fig. 5 Intra-Distance of hamming of two PUF 

 

 

 

 

 

 

 

 

 

 

Fig. 6 The enrollment Phase 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

Fig. 7 The Authentication phase

 Authentication Phase 

In the authentication phase, as depicted in Figure 7. The 

IoT device sends an authentication request to the network 

gateway with its MAC address. The gateway checks if this 

address MAC is in the database. If it is fine, the gateway 

generates a timestamp Ts and also selects from the database a 

challenge C1 and its response R1 of the PUF device. It 

assumes that the gateway has its own PUF instance so that C2 

and R2 represent its own PUF CRP. Based on these 

parameters, the gateway will send an encryption parameter G, 

C1, a new value of Ts’, and a Hash value H1 that will ensure 

the integrity of the sent messages to the connected devices. On 

the other hand, the devices verify the integrity of the received 

message from the gateway by calculating the hash value based 

on C1, G, and Ts’ and comparing it to H1. After verifying the 

H1, the device starts to compute a hash value H2 using this 

parameter R1, R2, Ts, and MAC address H2 = 

H(R1||R2|MAC||TS) after retrieving R1, R2 and Ts from data 

sent. Then, H2 is communicated to the gateway for 

comparison.   

Authentication Request (MAC) 
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If H2== H(R1||R2|MAC||TS), the gateway will derive a 

public and private key from R2. Thus, the public Key will be 

shared with the IoT devices to send the messages. At this 

point, the authentication of the devices is considered 

successful. Notice that each use of a challenge-response pair 

must be discarded from the database to secure the system from 

a replay attack. 

Security Analysis 

This scheme will be evaluated by using an Ethereum 

testnet network to deploy the Blockchain network. Then, for 

the network gateway, a Raspberry Pi is used with a 

configuration as a node. Finally, the FPGA board represents 

the IoT devices. The Raspberry Pi and the FPGA will exploit 

the integrated SRAM as a Physical Unclonable Function.The 

proposed scheme offers a variety of security mechanisms 

against certain attacks.  

The use of Physically Unclonable Functions as a unique 

identity for IoT prevents the system from falling victim to 

identity forgery attacks. As explained in the PUF section, it is 

impossible to absolutely get two identical PUFs. During each 

authentication process, the gateway selects a different 

Challenge-Response Pair, effectively thwarting cookie-

hijacking attacks [35].  

Furthermore, this scheme prevents replay attacks [26] by 

incorporating timestamp registration and regularly discarding 

CRPs from the database after being used during a transaction. 

The system also guards against eavesdropping attacks, as any 

data alterations aim to prevent device authentication. 

5. Conclusion 
In this paper, a new architecture of the Internet of Things 

is proposed. It reinforces security by adding two extra layers 

to the conventional IoT architecture. In fact, a Blockchain-

based key generation using the Physical Unclonable Function 

for Internet of Things security through a proposed protocol of 

authentication is presented. This scheme establishes secure 

communication that guarantees the identification and 

authentication of the devices in the network and the exchange 

of data in a secure manner. Furthermore, this approach gives 

resistance against multiple attacks, such as replay attacks, 

hijacking attacks, etc. This work presents a proof of concept 

that will be implemented in a hardware device as a perspective 

in future work for more perception of this advantage.
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