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Abstract - Information security’s importance in education has grown significantly in the digital age as educational institutions 

utilize technology to improve the learning experience. From the existing literature, although numerous studies have focused on 

security technologies, research on end-user factors has been scarce. Therefore, this study evaluates the information security 

landscape among end-users in an educational setting based on the People, Process and Technology (PPT) Framework. A Likert 

scale survey was given to 192 personnel and 378 students to obtain primary data through validated scales and items relating to 

research objectives based on the Center of Internet Security (CIS) Controls. The findings revealed the university ’s security 

strengths, weaknesses, and areas for improvement to enhance resilience against emerging threats. This study, like others, has  

limitations, such as not including the university’s network infrastructure and security operations. 

Keywords - Information security, Information security landscape, Security practices, PPT framework, People-process-

technology. 

1. Introduction 

The field of Information Technology (IT) is characterized 

by rapid and continuous advancement. In order to be 

competitive, firms must adapt to the rapidly evolving 

landscape of mobile devices, applications, the Internet, and 

social media. However, when new IT products are introduced, 

new weaknesses are identified and transformed into emerging 

threats, leading to the recognition of new security risks 

associated with them. In the current rapidly changing IT 

settings, numerous challenges have arisen in ensuring an 

efficient information security system to safeguard and manage 

crucial digital assets. Currently, the utilization of IT is the 

most crucial element in responding to security threats.  

Nowadays, most organizations are highly concerned 

about information security (infosec). Consequently, 

organizations have allocated substantial financial resources 

towards implementing IT solutions [1, 2] to safeguard 

themselves against security risks. Organizations have been 

using technical measures like firewalls, Intrusion Protection 

Systems (IPS), and antivirus software to safeguard their 

company systems and networks. Some experts and scholars, 

however, contend that infosec should not solely prioritize 

technology solutions. Instead, it should also encompass the 

human dimension, particularly in terms of their behavior and 

involvement in security measures [3, 4]⁠. Moreover, it is 

commonly recognized that the primary threats to the 

company’s infosec are posed by individuals within the 

organization [5]⁠. Although it is commonly believed that most 

digital threats originate from external sources, both external 

attackers and insiders are widely recognized as posing 

significant risks [6]⁠. Additionally, recent surveys indicate that 

the primary cause of infosec breaches is human factors, 

specifically the improper or excessive use of computer 

resources [7]⁠, as well as deliberate or unintentional actions [8]⁠, 

and inexperienced or inadvertent human behaviors [9]⁠. 

According to recent research on security breaches, it has been 

found that employees’ incompetence or lack of knowledge 

leads to poor security measures, which in turn result in 

significant financial losses [10, 11]⁠. Naive individuals 

exemplify the use of digital tools without awareness, 

inadvertently disclosing their usernames and passwords, or 

oversharing personal information on social media platforms 

[3, 12]. However, some have contended that while end-users 

are often seen as the most vulnerable aspect of infosec, they 

are also recognized as the most crucial asset in safeguarding 

organizations from diverse threats [13]. Consequently, they 

are referred to as “the first line of defense” [14]⁠. The success 

of an organization’s security activities is determined by the 

dedication and competence of end-users, as evidenced by 

studies conducted by [15-17]⁠⁠. Hence, it is imperative for 

organizations to incorporate the human element into a 

comprehensive security strategy. According to the research, 

insiders, specifically employees, and likely trusted computer 

and mobile devices, have emerged as a significant security 

concern [12, 18, 19]⁠. The increasing prevalence of the 
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Internet, including social media and cloud services, along with  

the rising use of mobile devices, has made it increasingly  

challenging to implement effective information security 

measures. Indeed, some scholars and professionals contend 

that technical solutions that neglect the human element are 

increasingly becoming outdated. Hence, it is crucial for every 

end-user to actively implement robust security measures, 

particularly due to the widespread adoption of remote work 

and their frequent access and management of vital 

organizational assets and resources.  

It is also crucial to prioritize education, awareness, and 

communication in enforcing infosec. These techniques are not 

only cost-efficient but also very effective in security 

management [3, 16]. Various studies indicate that security 

awareness and training can influence an end-user’s security-

related behavior, leading to the development of a security -

conscious workforce [18, 20]⁠⁠. Furthermore, educational 

institutions are becoming rapidly digital, which makes them 

more vulnerable to cybersecurity threats. However, most of 

the research that has been done so far has focused on 

businesses or governments. There has been much less research 

on educational institutions, where different user roles and 

limited resources can make infosec management more 

difficult, especially in developing countries like the 

Philippines, which deal with end-user security awareness, 

process maturity, and technology adoption. Therefore, this 

study fills in the gaps by looking at the current state of 

information security at a  Philippine higher education 

institution using the People, Process, and Technology (PPT) 

framework. This study is unique because it looks at the 

security knowledge of end users, institutional processes, and 

security technology use in an academic community as a whole. 

Moreover, the study gives useful, actionable information that 

can help with targeted awareness programs, process 

improvement, and technology investments in higher education 

settings by looking at these three areas in a systematic way. 

The results add to both theory and practice by showing that 

the People, Process, and Technology Framework [21]⁠ is useful 

in the education sector of a developing country and by 

suggesting ways to improve the institution’s overall security 

posture. 

Like previous scientific undertakings, this study has 

limitations. This research study excluded the current 

organizational network and security configuration, including 

enterprise network infrastructure, production servers, 

information systems, and other critical organizational assets. 

Publishing this information publicly could increase the danger 

of external and internal attacks, undermining the 

organization’s security. Furthermore, in addition to its 

practical contributions supported by empirical data and  

outcomes, this research also makes a theoretical contribution 

to the expanding field of infosec research literature, 

particularly its utilization of the PPT Framework as a unique 

theory. 

2. Review of Related Literature 

In today’s corporate landscape, the majority of firms have 

made infosec a key priority due to the growing number of 

security risks and threats. Infosec denotes the protection of 

information and information systems from illegal access, use, 

disclosure, disruption, a lteration, or destruction. The objective 

is to ensure information confidentiality, integrity, and 

availability [22]⁠. Over time, infosec has evolved into a socio-

technical problem as it encompasses not just technology, but 

also human elements [3, 23, 24]⁠. Infosec encompasses users’ 

perception of the importance of security, their responsibilities, 

practices, and their appropriate level of security for the 

enterprise. Because cyber threats are getting more advanced, 

information security has become a major issue for all 

businesses. Previous studies indicate that human error and 

lack of awareness are still two of the most common reasons 

for security incidents. Furthermore, there has been a lot of 

research on security awareness and technology use in both the 

public and private sectors, but not much on how to fully 

integrate people, processes, and technology in higher 

education settings, especially in developing countries.  

This shows a gap in research: limited real-world evidence 

on how colleges and universities can create comprehensive, 

balanced, and long-lasting information security programs that 

include user awareness, strong processes, and up-to-date 

technology. This study helps fill that gap using the PPT 

(People, Process, Technology) framework in higher 

education. It provides real-world data that can help shape 

policy and practice in schools that are dealing with changing 

cyber threats. 

2.1. People, Process and Technology Framework  

The People, Process, and Technology (PPT) framework 

was based on Harold Leavitt’s model from the 1960s. 

Leavitt’s original diamond model has four parts: people, 

technology, structure, and tasks. These parts need to work 

together to improve the performance of the organization. After 

that, the parts of the structure and tasks were combined into a 

single “process”, which led to the creation of the well-known 

PPT Framework. In recent decades, the PPT Framework has 

been utilized in several research projects to facilitate 

organizational changes and transformations [25]⁠, enhance 

service quality [26]⁠, and drive process innovations [27]⁠. 

Based on the literature discussion, the term “People” 

refers to the human resources responsible for carrying out the 

work, also known as “process workers”. “Process”, on the 

other hand, includes the specific steps and actions that need to 

be taken, how a group of people should be organized, and how 

people and technology should work together to reach certain 

goals. Finally, “technology” means the tools and methods 

people use to do things more quickly and easily. Figure 1 

shows a Venn diagram of the PPT framework, which is a 

common way to show the balance between the three pillars. 

Another way to show it is as a golden triangle. 



Noli B. Lucila Jr. / IJETT, 73(8), 28-41, 2025 

 

30 

 
Fig. 1 People, process, technology framework 

[21]⁠⁠ introduced the application of the PPT framework in 

the field of infosec during the late 1990s when he established 

his internet security company. However, according to certain 

sources, the Information Technology Infrastructure Library 

(ITIL), a  framework of best practices for delivering 

information technology services established in the 1980s, also 

utilized PPT as a fundamental idea [28]⁠. Furthermore, 

numerous studies have employed the PPT Framework in the 

realm of infosec research. [18]⁠⁠ analyzed the ramif ications of 

zero trust, a  security framework for building and executing IT 

systems, on individuals, procedures, and technology. 

Similarly, [29]⁠ argued that incorporating security into 

software development should involve considering PPT 

factors. In addition, [30]⁠⁠ introduced an integrated Network 

Operation Center (NOC) and Security Operation Center 

(SOC) that identified PPT as the fundamental components. 

Additionally, the PPT framework was employed to assess the 

security maturity level based on NIST guidelines. Moreover, 

previous research has demonstrated that neglecting to assess 

the significance of people, process, and technology can 

jeopardize the effectiveness of introducing and executing 

system improvements [31]⁠. Similarly, within the realm of 

infosec, businesses must examine PPT aspects in order to 

adopt a comprehensive security approach [30, 32]⁠. 

2.2. People Aspect 

Multiple sources affirm that human resources are 

essential assets in an organization [33, 34]⁠. However, within  

the domain of infosec, individuals are commonly perceived as 

the most vulnerable aspect [35, 36]. This can be attributed to 

the lack of knowledge and carelessness of end-users [37]⁠and 

the deliberate and accidental misuse and exploitation of 

resources [38]⁠⁠. Moreover, they are the preferred focus of 

external attackers [39] owing to their limited understanding of 

potential vulnerabilities to cyberattacks and other critical 

security concerns prevalent in the majority of organizations 

[40]⁠. Despite being viewed as a potential weakness, humans 

are recognized as the primary asset in protecting valuable and 

crucial information and resources. Therefore, numerous 

authors have regarded human resources as the primary means 

of protection [41]⁠. According to [2]⁠, the most efficient means 

of enhancing security defense is to augment awareness and 

preparedness through education and training. It is imperative 

for organizations to focus on the human elements by 

cultivating an informed and proactive workforce [42]⁠. Many 

businesses have adopted a comprehensive strategy by 

recognizing the significance of human factors in safeguarding 

their vital resources. 

Moreover, existing literature has demonstrated that 

employees’ awareness of infosec plays a crucial role in 

reducing risks and effectively handling infosec breaches [43]⁠. 

Measuring employees’ awareness is crucial for safeguarding a 

business from cyber threats. This practice has gained 

significance in both corporate and individual/private settings 

in recent times [44]⁠. Therefore, it is crucial for all employees 

to possess knowledge of the policies and processes that 

regulate the safeguarding of sensitive information within their 

organization. Furthermore, as stated by [45]⁠⁠, infosec 

awareness encompasses two key elements: (1) the extent to 

which employees understand infosec behavior, and (2) the 

degree of dedication and adherence to the recommended 

practices specified in infosec policies, regulations, and 

guidelines. 

A separate study conducted by [46]⁠ examines the 

perspectives of insiders regarding their participation in infosec 

activities. It also compares these perspectives with those of 

infosec professionals and gathers comments from insiders 

regarding the effectiveness of recommended measures to 

address infosec challenges. In addition, [5]⁠⁠ conducted a 

comprehensive study that adopts a holistic perspective, 

considering individual, organizational, and technical aspects. 

The investigation focused on examining these elements to 

demonstrate the potential impact of human factors 

vulnerabilities on cybersecurity threats. Additionally, it 

evaluated healthcare organizations’ development level by 

employing qualitative and quantitative research techniques to 

determine their ability to respond to and protect against 

cyberattacks. The study argues that a higher level of cyber 

security culture does not always mean that people will follow 

the rules and laws more. Also, adding non-technical 

preventive measures, like making users more aware, along 

with traditional technical solutions, can create a complete and 

unified plan for managing cybersecurity in businesses. 

2.3. Process Aspect 

Risk management is crucial for ensuring the security of 

information, as it helps protect organizational assets such as 

information systems and network resources from potential 

threats that could compromise the confidentiality, integrity, 

and availability of information [40]⁠⁠. In essence, risk can be 

described as the likelihood that a specific danger will take 

advantage of weaknesses in an asset or collection of assets, 

resulting in harm or loss to the asset [47]⁠. In essence, a security 

risk refers to the possibility of an undesirable event taking 

place as a result of the presence of a threat and the exposure 

of vulnerabilities in assets [48, 49]⁠. In general, a  security threat 
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can originate from either natural or man-made sources, as well 

as from an individual or a collective entity. These threats have 

the capacity to cause significant damage or disruption to an 

organization’s information, operations, and other valuable 

assets [50]⁠. Similarly, security threats refer to the presence of 

enemies who have the ability to carry out actions that could 

potentially undermine the organization’s interests [51]⁠. 

Evaluating and examining risks are the two main elements of 

risk management. Risk assessment involves the identification, 

characterization, and analysis of risks. Moreover, it is crucial 

to assess threats based on their severity and identify the 

specific regions that require protection [40]⁠. 

However, there is a prevalent argument that ordinary 

users may possess insufficient understanding regarding 

certain security threats [46]⁠. Therefore, users must actively 

engage in security risk management, acknowledge the security 

threats, and implement a ppropriate security measures to 

ensure awareness of information security [52]⁠. Furthermore, 

multiple sources have contended that all assets are vulnerable 

to a range of risks, some of which may go unnoticed by the 

asset owners [49]⁠. Therefore, users must know about the 

system’s weaknesses, potential sources of harm, and the 

specific events that could take advantage of these 

vulnerabilities. Additionally, it is crucial to identify and apply 

the most efficient security measures that offer the most value 

for money [22]⁠. 

2.4. Technology Aspect 

Existing literature suggests that infosec practitioners and 

researchers primarily rely on technological solutions to 

prevent security breaches [53]⁠. The technological aspects of 

infosec encompass software, hardware, and processes. 

Implementing infosec controls is crucial for safeguarding an 

organization’s information assets, reputation, integrity, 

personnel, and other resources [22]⁠. However, numerous 

studies argue that achieving the highest level of security in an 

organization requires considering governance, security 

management, and security controls as well [32]⁠. Therefore, it 

is also essential for insiders or ordinary users to align with the 

goals of infosec specialists and understand the necessary 

security precautions. [54]⁠ In theory, an ideal security measure 

should be both non-intrusive to individuals’ rights and 

simultaneously ensure safety, reliability, and efficacy. On the 

same note, several research studies in the literature have 

examined and appraised various security systems within a 

business.  

The study conducted by [55]⁠ examines the variables and 

criteria that are important for evaluating security technologies. 

It also provides recommendations for effective security 

measures and technologies that do not violate privacy and are 

socially acceptable. Additionally, it assessed the legitimacy of 

the trade-off between security and privacy by studying the 

viewpoints of both the scientific community and citizens 

regarding the connection between surveillance, privacy, and 

security. Moreover, [56]⁠⁠ contend that herd behavior impacts 

users’ security decisions, contrary to the viewpoint of other 

researchers who propose that individuals make logical choices 

regarding security technologies based on their understanding 

of security threats. In addition, the research demonstrated that 

the inclination to imitate others as a result of the herd behavior 

phenomenon, wherein individuals disregard their own 

understanding and imitate others when faced with uncertainty 

about a security technology, has a more significant influence 

on security decisions than the perceived effectiveness of the 

technology. 

3. Materials and Methods 

Surveys were the main way to collect data, and the main 

material was a well-designed survey questionnaire based on 

the Center of Internet Security (CIS) Controls. These controls 

are basic security practices that are meant to keep things clean 

and safe from cyberattacks. The survey used closed-ended and 

open-ended questions to collect numbers and words about the 

state of infosec.  

The survey was about security awareness, security 

controls, security tools and technology, and security practices 

and processes, including managing risks and breaches. The 

informed consent papers presented to the participants made it 

obvious what the study was about, made it plain that they were 

free to take part, and stated that their data would be kept 

private. Using informed consent ensured that the study was 

done in a way that was morally right. 

3.1. Sources of Data 

Students, faculty, and non-teaching staff at Bicol 

University in Legazpi City, Philippines, both technical and 

non-technical, participated in the survey. A convenience, non-

probability sampling technique was used to choose the 

respondents. 

3.2. Data Analysis 

The quantitative approach included examining survey 

results using descriptive statistical data. The survey received 

responses from 378 students, 192 teachers, and other staff 

members. A systematic sampling method was used to make 

sure that students from different colleges and departments 

were included. The goal of this plan was to get a range of 

viewpoints on the state of information security. Surveys were 

distributed via Facebook chat, Google Forms, email, and other 

platforms. The researcher conducted a quantitative analysis of 

closed-ended responses using statistical software such as 

Microsoft Excel. Lastly, the data was carefully examined to 

ensure its consistency and completeness, ensuring its quality.  

3.3. Ethical Issues 

During the whole process of gathering data, the principle 

of informed consent was scrupulously followed. Also, any 

information that was collected was kept completely private 

because it was about security. So, the results and findings of 
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this study project were kept secret so that no information about 

the participants, including their names and work titles, could 

be linked to them. 

4. Results and Discussion 

This section presents the research study’s empirical 

results, which give a full picture of the infosec landscape 

within the examined setting. The survey included 570 faculty, 

non-teaching staff and students from a higher education 

institution in the Philippines. The results were examined 

through the lens of people, process, and technology. 

4.1. People 

Because cyber threats are becoming more common and 

complicated, infosec is important for both people and 

businesses. The results show that the end-users who were 

surveyed have a good understanding of basic infosec concepts. 

Participants had a very good understanding of password 

security, which is often thought to be the main way to keep 

people from getting into their accounts illegally. To protect 

personal and business data from cyberattacks, it is important 

to know all the password security measures, such as using 

strong and unique passwords, not sharing passwords, and 

turning on two-factor authentication. Participants’ knowledge 

of information security was rated on a scale of 1 to 5 in six key 

areas: security policies, password security, phishing 

awareness, data handling, device security, and social 

engineering. The average score was 3.85 out of 5. Table 1 

shows the average scores for these areas. The average score 

for password security (4.27) and phishing (3.84) shows that 

participants were very aware of these topics. However, the 

participants were not as aware of data handling (3.74) and 

social engineering (3.53). Recent studies have shown that the 

best ways to protect their account are to keep their passwords 

clean and be able to avoid phishing attacks. Similarly, 

participants showed how to use secure passwords by using 

strong, unique credentials, not sharing passwords, and turning 

on multi-factor authentication. This shows that the 

institution’s efforts to raise awareness about security are 

effective.   

However, there are still a  lot of things the end-users do 

not know about, such as how to prevent social engineering, 

keep devices safe, and handle data. In addition, participants 

did not know much about how to safely delete data or encrypt 

it. Also, the participants knew little about social engineering 

techniques like pretexting, baiting, and tailgating, which  

means they need more specific training. Previous studies have 

shown that social engineering is still one of the most common 

ways to attack because it relies on people making mistakes. In 

short, the institution has a good culture of cybersecurity 

awareness, but to stay safe from new threats, people need to 

learn more about advanced infosec practices through ongoing, 

personalized education. Cyber threats are becoming more 

common and complicated, so it is important for both people 

and businesses to protect their data. The results show that the 

participants know a lot about basic infosec concepts. This is a 

good sign that participants are learning how important it is to 

keep their personal information safe is. Also, the end-users 

who took part in the study knew a lot about how to keep their 

passwords safe, which is often thought to be the best way to 

keep people from getting into their accounts without 

permission.  

In a cross-tabulated format, Table 2 shows the average 

scores for each age group on information security awareness. 

This makes it easy to determine the difference between the 

scores of different groups of people. Young adults (ages 18 to 

29) were always more aware in all areas, with an average score 

of 4.05. Senior adults (ages 60 and up) had an average score 

of 3.42. Young Adults scored 4.45 on password security , and 

Senior Adults only scored 3.80; Young Adults averaged 3.80 

on social engineering awareness, and Senior Adults only 

averaged 3.00. These results suggest that younger people 

spend more time online and are more likely to know about new 

cybersecurity threats and best practices. On the other hand, 

older people may not be as familiar with new attack methods 

like social engineering and may rely more on old or traditional 

security habits. These differences show how important it is to 

make appropriate awareness programs for different ages and 

meet the unique learning needs of older workers. These 

programs should focus on modern social engineering 

techniques, password hygiene, and how to handle data. The 

overall pattern shows that there is a need to take a different 

approach to security education so that all user groups in the 

institution are ready to recognize and deal with modern cyber 

threats. The results also show that the end-users who were 

studied were very aware of phishing. Phishing is a common 

problem in today’s digital world. It involves tricking people 

into giving up private information like login details or 

financial data. To lower the risk of data breaches and financial 

loss, end-users need to be able to spot and protect themselves 

from phishing attacks. The fact that end-users are now more 

aware of phishing shows that efforts to educate them on how 

to spot phishing emails and websites have been somewhat 

successful. 

Table 1. Mean awareness scores across key information security domains 

Awareness Domain Mean 

Security Policies Awareness  

 Aware of the organization’s information security policies and procedures 3.54 

 Aware of the organization’s acceptable use policy for technology and information resources 3.56 

 Aware of the consequences of violating information security policies in your workplace  3.82 

 Aware of the potential risks associated with not following security policies 3.89 
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 Aware of the specific security measures in place for protecting sensitive information  3.71 

  3.70 

Password Security Awareness  

 Aware of the consequences of not changing your password regularly  4.21 

 Aware of using strong, unique passwords for different accounts 4.51 

 Aware of using unique passwords for each of your accounts, including work and personal accounts  4.47 

 Aware of the risks associated with using the same password across multiple platforms or accounts  4.30 

 Aware of the organization’s policies regarding password sharing and accountability  3.85 

  4.27 

Phishing Awareness  

 Aware of the common signs of a phishing email (e.g., suspicious links, email addresses) 3.97 

 Aware of the potential risks and consequences of falling victim to phishing attacks 4.15 

 
Aware of the common lures used in phishing emails (e.g., urgent requests, financial incentives, fake 

invoices) 
4.03 

 Aware of the security features in modern email systems that help detect phishing attempts 3.54 

 Aware of the security features in web browsers that help detect phishing websites 3.52 

  3.84 

Data Handling Awareness  

 Aware of the potential risks and consequences of mishandling sensitive data  4.13 

 Aware of the classification of data in your organization (e.g., public, confidential, sensitive) 3.84 

 Aware of the proper procedures for storing sensitive data securely  3.69 

 Aware of the process for data backup and recovery in case of data loss or system failure  3.65 

 Aware of the encryption methods used to protect sensitive data within your organization  3.37 

  3.74 

Device Security Awareness  

 Aware of the potential risks and consequences of using insecure devices in your role  3.90 

 Aware of the common threats to device security, such as malware or unauthorized access 3.95 

 Aware of the risks associated with sharing login credentials 4.12 

 Aware of the importance of using strong and unique passwords for your devices 4.39 

 Aware of the measures in place for securing personal devices that connect to company networks 3.71 

  4.01 

Social Engineering Awareness  

 Aware of the term “social engineering” in the context of cybersecurity 3.08 

 Aware of the common social engineering tactics (e.g., impersonation, pretexting) 3.22 

 Aware of the potential risks and consequences of falling victim to social engineering attacks 3.28 

 
Aware of the potential risks of sharing personal or sensitive information with unknown individuals or 

entities 
4.04 

 
Aware of the risks associated with clicking on links or downloading attachments from unknown or 

suspicious sources 
4.02 

  3.53 

 OVERALL MEAN 3.85 
 

Table 2. Mean information security awareness scores across age groups (n=570) for key domains  

Awareness Domain 
Young Adult 

(18–29) 

Adult 

(30–39) 

Middle Age 

(40–59) 

Senior Adult 

(60+) 
Overall Mean 

Security Policies 3.85 3.72 3.54 3.40 3.70 

Password Security 4.45 4.35 4.10 3.80 4.27 

Phishing Awareness 4.05 3.95 3.70 3.50 3.84 

Data Handling 3.95 3.85 3.60 3.30 3.74 

Device Security 4.20 4.10 3.80 3.50 4.01 

Social Engineering 3.80 3.60 3.30 3.00 3.53 

Overall Mean 3.92 3.93 3.67 3.13 3.85 
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There are a few more areas where infosec awareness 

could be improved. For instance, the participants know 

phishing and password security but do not know much about 

social engineering, device security, or safe data handling. 

Further, to stop sensitive information from being revealed or 

accessed by unauthorized parties, it is essential to comprehend 

and put into practice secure data management stra tegies like 

encryption, data minimization, and secure destruction. By 

raising awareness of device security measures like installing 

software updates, configuring antivirus software, and 

enforcing strict access restrictions, the risk of malware 

infections and unauthorized access to devices can be 

decreased.  

In addition, since hackers commonly use social 

engineering to fool people into disclosing personal 

information or taking actions that jeopardize security, it is 

imperative to address problems with people’s comprehension 

of the technique. Teaching end-users about common social 

engineering tactics like baiting, tailgating, and pretexting may 

help them identify and steer clear of these dishonest practices. 

Generally, the level of information security awareness among 

participants is encouraging, but further study and instruction 

are needed to improve preparedness for new cyberthreats. By 

promoting a culture of ongoing learning and awareness, 

individuals and organizations can strengthen their ability to 

protect themselves against information security threats in a  

world that is becoming more digitalized and networked. 

4.2. Process 

Security practices involve several operations associated 

with the Identify, Protect, Detect, Respond, and Recover 

functions, all of which help enhance the organization ’s 

cybersecurity stance. There is potential for enhancing the 

uniform application of security approaches and processes 

within the organization. Table 3 compares how personnel and 

students handle information security across the five NIST 

Cybersecurity Framework functions: Identify, Protect, Detect, 

Respond, and Recover. Overall, students had higher mean 

scores (3.32) than the personnel (2.72), which suggests that 

students were more familiar with and followed recommended 

infosec practices. Students were more careful about keeping 

track of their software and active accounts (mean = 3.30) than 

the personnel (mean = 2.58), which shows that they were more 

organized about being aware of their assets. In the Respond 

function, students also had a higher average score of 3.64 

compared to 3.24 for personnel. This shows they took more 

proactive steps to fix unauthorized software or manage 

inactive accounts. The Protect function had a big difference 

between personnel and students: personnel averaged only 

2.81, while students averaged 3.29. This gap shows that both 

groups say they use anti-malware, firewalls, and password 

controls moderately, but personnel are less consistent in using 

more advanced security measures like encrypting data at rest 

and in transit, managing patches, and turning off auto-run 

features. The Detect function was the weakest for both groups, 

with average scores of 2.32 for staff and 3.11 for students. The 

respondents in particular did not use automated software 

inventory tools, behavior-based anti-malware, or host-based 

intrusion detection, which shows that they are very vulnerable 

to not being able to find threats quickly. Neither group was 

ready to keep, isolate, and test backups regarding the Recover 

function. Personnel were again behind students (mean 2.66 vs. 

3.29). This suggests that while students seem to be in a 

moderate recovery posture, personnel may be more likely to 

experience extended downtime or data loss after a security 

incident because their recovery plans are not complete or have 

not been thoroughly tested. Overall, these results show that 

students have a pretty good understanding of infosec in all five 

areas. However, the staff is behind, especially when it comes 

to advanced detection and recovery strategies. This pattern 

shows that targeted awareness campaigns, technical skills 

training, and automated controls should be at the top of the list 

of things to do to close these important gaps, especially for the 

personnel group. The fact that students do better in all areas 

all the time suggests that being familiar with technology may 

be a protective factor that should be built on. At the same time, 

making institutional policies stronger and getting more 

support from leaders can help both groups grow when it comes 

to information security.  

The average score of 3.02 out of 5.0 for assessing and 

evaluating infosec practices for end-users suggests a modest 

level of efficacy. This average score indicates that there are 

strengths and weaknesses in the university’s overall infosec 

stance. The moderate score suggests that the university is 

currently adopting infosec measures, but there is room for 

improvement to make these measures more effective. These 

areas may encompass user training, incident response, 

network monitoring, and other crucial parts of a holistic 

security plan. Thus, it is crucial to integrate and coordinate 

multiple security measures. 

Table 3. Mean information security practice scores across the NIST cybersecurity framework functions, comparing personnel and  students 

INFORMATION SECURITY PRACTICES Personnel Students 

IDENTIFY   

Establish and maintain an inventory of installed software on your computer 2.48 3.22 

Maintain a list of active accounts on your computer 3.04 3.68 

Use an automated vulnerability scanner to check the vulnerabilities of your computer 2.21 2.98 

 2.58 3.30 

RESPOND   

Take necessary action when you find unauthorized software installed on your computer 3.54 4.03 
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Practice automatic device lockout on your portable devices, such as laptops and cell phone devices 3.28 3.61 

Disable dormant (unused) accounts, such as Guest or other default accounts, on your computer 2.89 3.26 

 3.24 3.64 

PROTECT   

Practice encrypting your sensitive or important data in your removable media , such as flash drives, 

external hard drives 
2.12 3.05 

Practice encrypting sensitive or important data in transit , such as sending it via email 2.09 2.93 

Practice encrypting data at rest, particularly your sensitive or important data stored in your hard 

drives 
2.00 2.97 

Use or enable automatic session locking on your computer device (i.e. it automatically locks after a 

period of inactivity) 
3.22 3.37 

Use a firewall on your computer 3.24 3.37 

Proactively manage default and/or other active accounts, such as Guest, on your computer 2.57 3.05 

Check unnecessary services running on your computer, and uninstall and disable them when 

needed 
3.09 3.57 

Use a unique password for every account 3.88 3.93 

Enable the automated operating system (e.g. Windows) patch management  2.89 3.31 

Enable the automated application (e.g. MS Office, web browsers) patch management  2.85 3.45 

Use an anti-malware software (e.g. antivirus) to protect your system from spreading or executing 

malicious applications, code or scripts such as viruses, worms 
3.40 3.69 

Enable your antivirus to automatically update for anti-malware signatures 3.36 3.53 

Disable the auto-run and auto-play features for removable media (e.g. inserting flash drives into 

your USB 
3.00 3.26 

Do you enable the anti-exploitation features of your anti-malware software (e.g. antivirus) 2.46 3.11 

Protect your recovery (backup) data  3.17 3.66 

Use a host-based intrusion prevention solution on your computer 2.17 2.84 

Use an application-layer firewall on your computer 2.22 2.87 

 2.81 3.29 

DETECT   

Use an automated software inventory tool to detect the software installed on your computer 2.05 3.12 

Configure your anti-malware application (e.g. antivirus app) to automatically scan your removable 

media for viruses and other malicious software 
2.82 3.39 

Use behavior-based anti-malware software (your antivirus can detect and protect your system from 

malware such as ransomware, zero-day malware, and lifeless malware) 
2.33 3.06 

Use a host-based intrusion detection solution on your computer 2.06 2.87 

 2.32 3.11 

RECOVER   

Perform automated backups for your system 2.82 3.35 

Maintain an isolated instance of your recovery (backup) data  2.68 3.29 

Test or check your recovery (backup) data  2.47 3.23 

 2.66 3.29 

Overall Mean 2.72 3.32 

 
Figure 2 shows the average information security practices 

of the personnel and students in the five NIST cybersecurity 

functions. The chart shows that the Detect and Recover 

functions have big gaps, especially among staff, who only 

scored an average of 2.32 in Detect compared to 3.11 for 

students. In the same way, the average score for the personnel 

on the Recover functions was 2.66, while the average score for 

students was 3.29. These scores show that automated software 

inventory, host-based intrusion detection, and systematic 

backup validation procedures are not being used as much as 

they should be.  

All of these are important for spotting threats early and 

getting systems back up and running after an event. On the 

other hand, both groups did well in the Respond function (3.24 

for staff and 3.64 for students), which shows that the 

participants were comfortable with tasks like disabling unused 

accounts and setting up automatic device lockouts. But even 

in Respond, the personnel are still a little behind the students. 

The radar diagram makes it very clear that the Detect and 

Recover functions need the most urgent attention, especially 

for the personnel who consistently scored lower in all five 

areas. 
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Fig. 2 Radar diagram of the average scores of information security practices for personnel and students across the five NIST cybersecurity functions 

This supports putting awareness campaigns and technical 

controls at the top of the list to improve detection and recovery 

readiness. These things fill in gaps that could leave the 

institution open to long-term cyberattacks or incomplete data 

restoration. Also, for infosec practices to work, end-users need 

support from leaders. Making users more aware and educated, 

especially about how to spot social engineering threats and 

how to handle data safely, will help make the security 

environment stronger. Furthermore, the results show how 

important it is to combine technical strategies with human 

elements. It is important to use security technologies, but it is 

also important to train users well. Also, teaching end-users 

about important security protocols in a focused way can help 

improve cybersecurity. In general, the average scores for 

security procedures show how safe the university community 

is. 

4.3. Technology 
The infosec technology adoption survey results showed 

that participants were willing to pay for security tools to keep 

their important and private data safe. In the fast-paced world 

of cybersecurity, end-users are using the latest hardware and 

software to strengthen their digital defences. The more the 

digital world grows, the more dangerous it becomes. Because 

of this, it is more important than ever to have strong security 

measures in place. This has led to the development of many 

different security solutions. End-users are using a lot of 

different technologies to protect their work and personal 

digital spaces, such as antivirus software, firewalls, and multi-

factor authentication. Cloud-based services and mobile 

devices have also made keeping all parts of the organization’s 

digital ecosystem safe harder. For example, many end-users 

use Windows Firewall and other firewalls, which have a big 

share of the market. Firewalls are important for keeping a 

network safe because they stop people from getting in without 

permission. Many of the respondents also use Identity and 

Access Management (IAM) systems, such as biometrics and 

password management. IAM is important for following the 

principle of least privilege, which means that it controls who 

can access systems and data. However, fewer respondents use 

encryption tools like BitLocker, FileVault, or DiskCryptor. 

Encryption methods are very important for keeping private 

and sensitive information safe. Also, fewer respondents used 

IPS/IDS technologies like Snort. Even though the usage is 

low, these technologies are very important for keeping an eye 

on how networks and systems work to find and stop security 

incidents. Moreover, fewer people use VPNs, which are very 

important for keeping communications safe and private, 

especially when working from home. Table 4 shows that 

antivirus software (79%) and firewalls (62%), which are 

traditional perimeter-based security controls, were the only 

ones that were widely used. Only 27% of people used identity 

and access management tools. This means that there are some 

ways to check a user’s identity, but they are not fully 

developed yet. It is noted that fewer end-users used advanced 

security tools like encryption (15%), virtual private networks 

(8%), intrusion prevention/detection systems (8%), and 

vulnerability scanners (2%). This pattern shows that layered 

defense strategies, which are needed to protect against new 

and more sophisticated cyber threats, have big holes in them. 

Furthermore, the results show that it needs a better defense-in-

depth strategy that makes better use of these technologies. 
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Table 4. Bar chart showing adoption rates of security technologies among respondents (n=570), highlighting high usage of traditional  tools but 
lower uptake of advanced security controls 

Technology Tool Usage Rate (%) 

Antivirus (e.g. McAfee, Avast, Microsoft Defender) 79% 

Firewall (e.g. Windows Firewall, ZoneAlarm) 62% 

Identity and Access Management (e.g. passwords, biometrics, and keycards) 27% 

Encryption Tools (e.g. BitLocker, FileVault, DiskCryptor) 15% 

Virtual Private Networks (e.g. OpenVPN) 8% 

Intrusion Prevention/Detection (e.g. Snort) 8% 

Vulnerability Scanners (e.g. Tripwire, Nmap, OpenVAS) 2% 
 
 

In the same way, the average scores for the information 

security rules in Table 5 show how well the institution is using 

them. The average score for Account Management was 3.80. 

This suggests that end-users are doing an excellent job of 

remembering their passwords, turning off accounts they do not 

use, and keeping track of their credentials. Malware Defenses 

(3.58) and Email and Web Browser Protections (3.55) also 

achieved strong rankings, which implies that there are 

defenses against prevalent online threats.  

Some parts, on the other hand, were very weak. For 

example, Network Monitoring and Defense (mean = 2.24) was 

the least useful of all the controls. This means that no tools, 

such as intrusion detection or prevention systems, can help 

end-users find dangers before they happen. Audit Log 

Management (mean = 2.49) and Security Awareness and Skills 

Training (mean = 2.59) were also two of the lowest-ranking 

areas. This illustrates that there are issues with both keeping 

an eye on things and end-users wanting to be safe.  

The average score of 2.62 for data protection methods 

also demonstrates that not everyone used encryption or other 

safe ways to handle data all the time. Incident Response 

Management (3.04) and Continuous Vulnerability 

Management (2.96) both obtained average scores. This 

suggests that checking for vulnerabilities and being ready to 

deal with incidents could be better. This viewpoint, which is 

based on rank order, suggests that most of the time, standard 

security methods, notably those that protect accounts and 

malware, work well. However, it will take a lot of work to 

make things like network monitoring, audit logs, and 

structured security awareness programs stronger. These 

statistics show that these sectors that are not doing as well 

should focus on specific investments and training initiatives. 

This will assist in keeping the data safe and sound. 

The people, process, and technology framework used for 

the infosec evaluation highlights how security flaws are 

connected and how vital it is to look at the whole system when 

trying to minimize risks. To keep outside dangers at bay, it is 

necessary for end-users to be aware of security issues and for 

processes to be strong. Training and raising awareness among 

end-users is vital to make security a part of the culture and 

minimize the chance of human error causing breaches.  

The university also needs to make sure that security is 

continually improving. This includes regular audits, training 

for how to handle problems, and risk assessments that look 

ahead to make sure they can handle emerging risks. Finally, it 

is necessary to put money into updating and improving the 

security technology infrastructure so that it can manage new 

problems and stay strong in a world where threats are 

becoming more complex. The university may improve its 

overall security and minimize its risks by looking at the 

evaluation results in each area of the people, process, and 

technology framework. 

Table 5. Mean ratings of information security control practices among respondents, ranked by perceived implementation effectiveness 

Information Security Control Mean 

Account Management  

Observe a good practice in managing your accounts, such as maintaining an inventory of accounts, 

using unique passwords and disabling dormant accounts 
3.80 

Malware Defenses  

Actively run anti-malware software (e.g. antivirus) on your computer to prevent or control the 

installation, spread, and execution of malicious applications, code, or scripts 
3.58 

Email and Web Browser Protections  

Enable your security tools (e.g. anti-spam software, anti-adware, pop-up blockers) in your browser 

to actively improve the protection and detection of threats from email and web vectors, as these are 

opportunities for attackers to manipulate human behavior through direct engagement  

3.55 

Data Recovery  

Perform data recovery (backup) practices sufficient to restore the pre-incident and trusted state 3.40 

Secure Configuration of Enterprise Assets and Software  
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Establish and maintain security configuration in your computer, such as automatic session locking 

(i.e. automatically locks after a period of inactivity), automatic device lockout, disable default 

accounts and unnecessary services 

3.39 

Access Control Management  

Observe a good practice in granting, managing and revoking rights and privileges for other user 

accounts for digital resources (i.e. file sharing, printer sharing) 
3.35 

Incident Response Management  

Properly respond (e.g. handle, manage and report) to security incidents 3.04 

Inventory and Control of Software Assets  

Actively manage (make an inventory, track and correct) installed software on your computer device 3.00 

Continuous Vulnerability Management  

Assess and track vulnerabilities in your computer in order to remediate and minimize, the window of 

opportunity for attackers 
2.96 

Data Protection  

Use data protection controls such as encryption tools to identify, classify, securely handle, retain, 

and dispose of data  
2.62 

Security Awareness and Skills Training  

Recognize social engineering attacks, and be able to practice proper data handling techniques 2.59 

Audit Log Management  

Enable the audit logging feature available in your operating system (e.g. Windows) to collect audit 

log events that could help you detect, understand, or recover from an attack  
2.49 

Networking, Monitoring and Defense  

Install user-based/host-based tools (e.g. host-based Intrusion Protection System – IPS; host-based 

Intrusion Detection System – IDS) to establish and maintain network monitoring and defense against 

security threats 

2.24 

Overall Mean 3.08 

 

5. Conclusion 
In conclusion, this evaluation of the university’s 

information security, which examined people, procedures, and 

technology, helped us better understand our current situation. 

It demonstrated what is effective, what is not, and where 

changes are required. By adopting a comprehensive approach, 

the study identified the critical elements that influence our 

security and offered workable solutions to bolster our defenses 

against ever-evolving cyberthreats. The university ought to 

think about investing in more contemporary security 

equipment in the future, such as upgraded encryption systems 

and potent antivirus software. To further safeguard our 

systems, it would also be prudent to implement cutting-edge 

techniques like identity and access management, behavior 

analytics, and threat intelligence. By taking these actions, we 

can strengthen our security posture and be ready to respond to 

emerging threats. All things considered, this study serves as a 

guide for enhancing our security and lowering risks.  

The university can safeguard its assets, uphold public 

confidence, and strengthen its standing as a safe and 

dependable establishment in the modern digital world by 

heeding its advice. The results also demonstrated that although 

some of our current security procedures are effective, others 

must be strengthened in order to meet emerging threats. To 

ensure that our security measures actually function as 

intended, user awareness and training are particularly crucial. 

Additionally, maintaining a strong security foundation 

requires staying up to date with emerging technologies. 

Investing in cutting-edge tools will help us stay ahead of 

increasingly complex cyberattacks. Ensuring that our security 

measures adhere to industry standards and regulations is 

another top priority, as it helps safeguard our data and 

reputation. Lastly, in order to identify vulnerabilities before 

they can be exploited, the university should plan frequent 

security audits. By being proactive, we can keep our systems 

safe and deal with issues early. 

5.1. Limitations of the Research 

This study primarily focused on end-users, specifically 

examining the infosec methods in use. Similar to other 

research, this study also has several limitations. This research 

study did not include the current organizational structure of 

network and security operations, as this is classified and 

cannot be shared with the general public due to the potential 

risk of external and internal attacks. Disclosing this 

information could endanger the security of the university’s 

network infrastructure and other critical systems. Although 

this study offers vital insights into infosec measures in the 

investigated setting, it is crucial to recognize specific 

constraints that could affect the application and extent of the 

findings. The results of this study may not be generally 

applicable to other organizational environments because they 

rely on the specific context. The unique characteristics, 

organizational culture, and technology infrastructure of the 

context under study can influence the effectiveness of 
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information security protocols differently than in other 

contexts. Cybersecurity is always changing because of new 

threats and improvements in technology. The information 

security measures that were looked at in this study accurately 

show the state of cybersecurity in the area that was looked at 

at a certain point in time. The findings may not be as important 

if technology changes quickly, organizations change their 

structures, or new threats appear. The study’s data also came 

from answers that end users gave themselves. Even though 

people try to give accurate and honest answers, they may still 

be affected by response bias or social desirability.  It is 

possible that the answers given by participants were 

influenced by their own biases and did not honestly reflect 

what they did or thought.  

Last but not least, the study mostly looked at certain 

infosec protocols, which are important but only a small part of 

the bigger picture when it comes to cybersecurity. If these are 

the only indicators that are brought up, other important things 

that affect the university’s overall security may be missed. 

5.2. Future Research Direction 

Future research should try to get around these problems 

by doing cross-industry studies, using a wider range of infosec 

protocols, using a longitudinal research framework, and 

checking how well measures work against new cybersecurity 

threats. Also, doing a comparison analysis in different types of 

organizations could help us better understand the things that 

affect how well information security works. 
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