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Abstract - Effective management of urban infrastructure is a challenge for urbanized systems that require flexible and scalable
data-driven coordination mechanisms. The aim of the research is to develop and evaluate an integrated smart governance model
that combines dynamic pricing, multi-criteria optimization, causal analysis, and federated learning for coordinated management
of urban services. The research employed the following methods: Difference-In-Differences (DID) to identify the net effect of the
intervention, 1V estimates to account for demand endogeneity, and mediation analysis to determine the influence channel. A
federated optimization algorithm was used to train the model without transmitting local data. These methods provided a reliable
separation of causal effect, preserved confidentiality, and ensured robustness under stochastic conditions. The results show a
significant reduction in operating costs (-17.0% or -1,700 €/week), a +6.2 pp increase in QoS, a 35% reduction in network
congestion, and a reduction in the risk of extreme costs (CVaR95 by -712,100 €), indicating a significant positive systemic effect.
The model demonstrates the ability to generate sustainable behavioural changes in users (up to +26 pp in the transition to off-
peak hours), maintaining the effect even after the intervention is completed, showing its practical value for scalable

implementation in Smart City ecosystems.

Keywords - Smart city, Internet of Things, Urban infrastructure, Financial and Economic Optimization, Adaptive Management,
Energy Management, Digital Transformation.

1. Introduction

Modern urban infrastructure transformations are
increasingly focused on the use of digital technologies, in
particular the Internet of Things (1oT) [1, 2]. This trend aims
to increase management efficiency, reduce resource costs, and
support sustainable urban development. In such conditions,
traditional centralized approaches no longer provide sufficient
flexibility and adaptability, especially when it comes to
simultaneously achieving economic efficiency, sustainability,
effectiveness, and transparency of management. Numerous
urban systems [3, 4] remain fragmented, have different
technical limitations and conflicting goals, which complicates
the coordination of tariffs, resource allocation, and incentive
mechanisms. Despite the rapid development of smart city
technologies, existing urban management platforms usually
operate either with local or centralized data, which limits their
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ability to simultaneously ensure agent autonomy and global
system optimization [3, 4]. Most current solutions focus on
specific subsystems, such as transport or energy, and do not
provide integrated mechanisms for coordinating tariffs,
resource allocation, and incentive policies across
heterogeneous infrastructures.

Furthermore, recent studies on loT-enabled urban
systems have primarily addressed technical optimization
problems, while economic and financial aspects are often
considered only at an aggregated or post-analysis level [1, 2].
As a result, there is still no unified framework that combines
stochastic infrastructure dynamics, causal estimation of policy
effects, privacy-preserving data exchange, and multi-objective
economic optimization within a single analytical model. This
gap limits the ability of city administrations to design adaptive
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and economically justified policies under uncertainty. The
research hypothesis is that the efficiency and stability of urban
infrastructure management can be significantly increased
through the integration of federated stochastic optimization,
dynamic pricing policies, risk-based criteria, and digital twin
technologies.

The academic novelty of the research lies in the
development of an integrated model that simultaneously
accounts for the technical parameters of 10T infrastructure,
economic variables, and resource optimization algorithms. In
contrast to existing approaches, which typically address either
technological control problems or economic policy design
separately, the proposed model combines time discretization,
multi-component infrastructure representation, and adaptive
decision-making within a unified optimization framework.
The academic novelty is also reflected in the mathematical
instruments, which enable integrating data from 10T sensors
into the optimization process, including the economic loss
function, the equation of state of infrastructure systems, and
mechanisms for responding to parameter variability.

Compared to previously reported smart city optimization
frameworks, the proposed approach extends existing models
by explicitly incorporating risk-based criteria and causal
inference techniques into the decision-making process. This
enables not only predictive but also policy-sensitive
optimization, allowing the system to account for behavioral
responses of urban agents to tariff and incentive changes.

Therefore, the aim of this study is to develop and evaluate
a methodology for integrated urban infrastructure
management based on federated stochastic optimization,
dynamic pricing policies, and risk-based criteria. This will
ensure effective coordination of local agents, increase system
stability, and preserve data confidentiality.

1.1. Research Objectives

1. Building a mathematical model of urban infrastructure
that combines local stochastic cost functions of agents,
centralized multi-criteria optimization, and discrete
dynamic pricing policies.

Developing a federated algorithm for exchanging updates
between local agents and a global aggregator that enables
preserving local data confidentiality.

Integrating causality estimation methods (DID/IV) to
correct demand elasticity estimates and minimize errors
in decision-making.

Verification of the stability and robustness of the
proposed model with respect to variations in demand and
system parameters using a digital twin and Monte Carlo
simulations.
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5. Numerical modelling and experimental assessment of the
effectiveness, stability, and speed of adaptation of tariff

policies in realistic urban infrastructure settings.

2. Literature Review

Several research areas related to Smart City are emerging
in the academic literature. In particular, optimization of energy
processes, development of sensor networks, integration of
Artificial Intelligence (Al), digital twins, blockchain, as well
as socio-economic and institutional management of urban
systems. Despite a significant number of studies, the issue of
financial and economic optimization of smart management of
urban infrastructure still remains poorly structured and
requires further development.

The study [5] emphasizes the need for local adaptation of
smart infrastructure, taking into account the socio-economic
characteristics of the region. The authors emphasize that
universal management models show low efficiency in real
urban conditions, which requires the development of context-
dependent solutions. However, the study focuses mainly on
qualitative aspects and does not offer formal mechanisms for
economic optimization, which limits its applied value.
Eynolghozat et al. [6] put forward the concept of the
“entrepreneurial city”, emphasizing the role of 0T in shaping
a new model of urban governance focused on economic
sustainability. However, the authors mainly focus on
institutional and political aspects, leaving aside mathematical
and algorithmic mechanisms for optimizing urban resources.

Optimization approaches in energy are one of the most
researched aspects of Smart City. In their review of Internet of
Energy (loE) systems, Mishra and Singh [7] show that
integrating 10T with energy management enables the creation
of adaptive load control systems. Chen et al. [8] demonstrate
that combining 10T with data analytics significantly reduces
energy losses and improves demand forecasting. Rezaei et al.
[9] confirm that loT-oriented optimization of distribution
networks leads to better load balancing. However, most
studies are limited to comparing existing technologies or offer
local optimization scenarios (e.g., only for residential
buildings or transportation systems). They lack an integrated
economic model that takes into account the operational costs
of the infrastructure, CAPEX/OPEX, and the financial effects
of implementing optimization algorithms.

For example, Karthick Raghunath et al. [10] emphasize
the role of sensor networks and their optimization in smart city
management. The authors state that the quality of predictive
models depends largely on the configuration of the data
collection network. Zakaria et al. [11] offer a comprehensive
review of 10T technologies for urban planning, where they
emphasize the strategic importance of heterogeneous sensor
sources. Despite this, the existing studies lack an analysis of
how different types of sensors affect the final economic
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results, and no models are presented for choosing the optimal
composition of the sensor infrastructure.

Matei and Cocosatu [12] demonstrate the potential of
combining Al-based algorithms, digital twins, and blockchain
networks for urban infrastructure. At the same time, Van
Hoang [13] points to a significant increase in infrastructure
efficiency when using combined 10T-Al solutions. However,
neither study focuses on the financial component
optimization is interpreted mainly as technical or operational.
A similar trend is demonstrated in the study of Rahman et al.
[14] - although a holistic l1oT-blockchain-edge framework
architecture is proposed, economic effects are considered only
superficially. Atta [15] systematizes approaches to the use of
IoT in facility management, emphasizing the potential for cost
reduction through preventive maintenance. Ansari et al. [16]
consider applied aspects of loT applications in urban
management, in particular in transport, energy, and utilities.
Although these studies show that 10T can reduce operational
costs, they do not develop a mathematical framework to
quantify the economic benefits. Recent systematic reviews,
including Zaman et al. [17], emphasize the growing role of
comprehensive 10T ecosystems that should integrate energy,
transportation, security, infrastructure, and behavioural
mechanisms of residents. Shahidehpour et al. [18] define a
Smart City as a multi-level energy and communication system
where management should be real-time.

A separate area of research focuses on optimization
approaches to infrastructure and urban resource management
in the context of the development of the smart city concept. In
particular, the works consider methods for increasing the
efficiency of infrastructure processes by implementing 1oT-
oriented control systems and optimization algorithms aimed at
minimizing losses and increasing performance [19, 20]. The
publications also emphasize the importance of behavioural
and economic incentive mechanisms, which are important for
the implementation of new technologies, in particular wireless
energy transfer and distributed energy networks [21, 22].
Studies of the spatial organization of urban economic
networks in the context of secure 10T platforms demonstrate
that modern cities require a comprehensive analysis of
complexity, network interaction, and cybersecurity as
fundamental elements of sustainable development [22]. A
broader review of urban infrastructure management
emphasizes the integration of intelligent systems, automation,
and analytics as the basic tools for building an effective urban
ecosystem [23]. Taken together, these studies confirm that the
combination of 10T infrastructure, optimization methods, and
economic mechanisms is a necessary condition for the
formation of adaptive and sustainable smart city platforms.

Recent studies demonstrate the rapid expansion of 10T,
artificial intelligence, and financial technologies in smart city
management systems. In particular, Bello and Stephen [24]
emphasize the importance of integrating risk management

388

practices into the planning and development of sustainable
urban infrastructure, highlighting the need to combine
environmental, social, and financial criteria when making
investment decisions.

In the field of financial management of urban resources,
the use of blockchain technologies and explainable Artificial
Intelligence (XAI) is actively being explored to increase
transparency in the allocation of public funds and reduce the
risk of inefficient budgetary resource use [25]. Such
approaches enable the traceability of financial flows and
increase public trust in digital governance platforms.

Research in the field of transport infrastructure also
demonstrates that the combination of loT and big data
analytics provides significant advantages in load forecasting
and traffic flow optimization. However, it simultaneously
creates new challenges in processing large volumes of
heterogeneous data and ensuring their reliability [26].

A separate important area is ensuring cybersecurity and
the transparency of algorithms in urban loT systems. The use
of explainable intelligence methods for analyzing sensor
network data enhances system resilience to attacks and
ensures the controllability of automated decisions [27].

Despite significant progress in these areas, most current
works consider individual aspects of smart city functioning -
such as financial transparency, transport, cybersecurity, or risk
management - without forming an integrated mathematical

model that would simultaneously combine stochastic
optimization, cause-and-effect analysis, data protection
mechanisms, and financial decision-making criteria.

Addressing this gap constitutes the main scientific novelty of
the proposed study.

However, most reviews lack formal economic models
that would combine the technical aspects of 10T with the
financial optimization of urban infrastructure. An analysis of
academic literature identifies several significant gaps:
lack of integrated financial and economic optimization
models that take into account both the technical data of
10T systems and the economics of urban infrastructure
(CAPEX, OPEX, ROI, carbon effects, operational
losses);
insufficient number of studies that quantitatively analyse
the impact of different types of sensors on the economic
performance of Smart Cities;

Most publications reduce to qualitative reviews or
technical specifications of sensor networks.

A few models that combine energy forecasting with real-
time operational decision optimization mechanisms;
insufficient attention to the economic effects of Al
optimization and automated loT solutions, as most
publications focus on the technical side rather than the
economic side.



Olha Prokopenko et al. / IJETT, 74(6), 386-400, 2026

Lack of experimental studies that evaluate complex Smart
City KPIs in a single model, including economic, energy,
operational, social, and environmental indicators. In view of
the identified gaps, there is a need to create a unified
mathematical and experimental model that:

combines forecasting of energy resource consumption;
integrates data from various IoT sensors;

applies an optimization algorithm to minimize costs;
evaluates economic effects taking into account
operational and capital costs;

forms a generalized KPI profile of Smart infrastructure
efficiency.

3. Methods

The paper proposes a mechanism of federated financial
and economic optimization to reduce the operating costs of
urban infrastructure. Special attention is paid to increasing the
level of service in Smart City settings. It combines dynamic
pricing, risk-sensitive incentives, and microtransactional 10T
infrastructure.

3.1. Model Description
Let demand depend locally on price and other factors:

dit = fi(Pio zip) + &ip (€Y)

Where pi— tariff/price for users in zone i at time t; zj; —
the vector of context variables; & — noise.

Parametric form (log- or linear elasticity):

di,t = .81',0 + .Bi,lpi,t + ﬁiT:ZZi,t + fi,t' 2
or in elastic form:
Ind;y =vyio+vislnpe +vis + &ip (3)

The P parameters are estimated locally. Federated mode
allows gradients to be combined to improve the estimate
without transmitting raw data. The local objective function for
agent i at time t can contain economic and service
components:

Jit = E[Ci,t(di,t) - ui,t(di,t' pi,t)] +

+y.E[penalty_QoS(d;¢, 9i )], 4)

Where d; — actual demand for the resource; pit= pi(Xit) —
the pricing function, which is determined locally; y — the

weight for QoS penalties [28].

In a discrete time horizon T, the total local costs are:

Ji(x) = Xieq Jie(xip),

389

xi = (X100 Xi7)- ®)

The central coordinator seeks to minimize aggregate costs
while taking into account quality and fairness. A scalar form
(with weight 1) is possible:

{m}i'n F({xi}) = X AmBn ({x:3),

XisieT

(6)

where, for example, F1 is the total operating cost; F is the
total benefit/satisfaction; Fs is the inequality index (Gini) [29,
30] by area; F is the risk measure of high costs, etc. Technical
and social constraints are imposed for each i, t:

Bandwidth:

dit < g, Vi t. 7)
Minimum QoS (availability guarantee):

Pr(QoS;y = QoSViym, (8)
Operator budget:

Y. subsidy;; < B;. 9)

CVaR constraints are added [31]. CVaR at confidence
level a.:

CVaRy(L) = minfn + = E[(L = .1} (10)

The goal of the federated optimization architecture is to
minimize F while preserving local data privacy. The federated
gradient approach, FedAvg-style, is used [32]. At iteration K,
agent i receives the current global parameters from the centre
(optionally) © solves the local problem:

xi(k+1)

= arg min J;(x;, 0%), (11)
Xi

Alternatively, performs E steps of local stochastic
gradient descent (SGD [33]):

xi(k,e+1) _ xi(k.e) _ anJi(xi(k.e))’ (12)

where J; — a local (possibly regularized) function that
takes into account signals from the centre (e.g., the centre’s
target weights). After E local steps, the agent sends the
noisy/aggregated gradient or update u¥ to the server. The

server aggregates the updates (with weights based on the zone
size w; or risk-based):

()

xD = ¥ owu (13)
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Under standard conditions (smoothness of the objective
function, bounded spread of local gradients, correct choice of
n, and E), federated methods have guarantees of convergence
to stationary points.

Dynamic pricing (local function):
For example, a specific form p;:

di—d;
d;

Dit = pil?gse +kia + ki 1{&z,c>9i,t}' (14)

Where di: — demand forecast, d; — basic average demand;
k — adjustable coefficients. This means that the price increases

when the expected capacity is exceeded and in proportion to
the deviation from the average.

Misinterpretations are avoided by introducing causal
estimation to update the price response:

- Instrumental Variables (IV). If there is a variable z; ', that

affects demand only through d and not directly through p,
the estimate of fi1 using IV can be used to correct the
elasticity estimate.

- online DID. If an experiment has a control and

experimental area, an online DID is used to estimate the

instantaneous causal effect of the intervention:

Ay = Yer —Yee1) — (Yeor — Yor—1), (15)

Performance evaluation.

Main check (DID): for economic metrics M:

Hy: ME,post - ME,pre] = E[MC,post - Mc,pre]

H,:dif ference # 0. (16)

The optimal time step for energy and user behaviour is an
hourly or 15-minute interval; hourly balances the detail and
volume of data. For a 12-week experiment, an hourly step
gives 2016 observations, which is sufficient for statistical
conclusions. The forecast horizon is 24 h (for energy), 7 days
(for parking) - depending on the service. The data came from
city loT sensors, microgrid meters, and smart platform
transaction logs. Federated parameters: local epochs [1, 10],
learning rate is selected adaptively using the Adam algorithm.
CVaR level a is usually chosen in the range of 0.9-0.99. The
robustness of the model to variations in stochastic
disturbances &; is tested using 1000 Monte Carlo simulations
[34, 35] in a digital twin. Where o volatility was selected in
the range of 5-30% to model low, medium, and high demand
fluctuations. Additionally, the sensitivity to the demand
specification (linear and log-linear) was assessed. In the
digital twin, the following were modelled: power grid loads
(capacity, peaking, congestion), parking queues and
availability, EV charging profiles, hydraulic constraints of the
local water subsystem, and operating costs according to table
parameters. For the causal components of the model, robust
standard errors in DID with clustering are used. A simplified

Where Y — demand indicator/QoS indicator; At is used for ~ diagram of the proposed model is shown in Figure 1.

correction in pricing rules.

Local Agents
(Sensors, Demand, Local
Policies)

* Demand, history
Causal Module (DID/IV/SE)

A 4

Corrected elasticities

Central Multi-Obj Optimizer
(Pricing, Policies, Coordination)

Prices/pol.

Optimizer params

A 4 A 4

Local Agent (execution) Digital Twin
(Simulation, MC)

A

Scenarios, Risks
y

Risk Layer (CVaR)

risk-adjusted constraints

A

y

Central

Optimizer

Fig. 1 Scheme of the proposed model
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The proposed scheme combines local stochastic objective
functions Ji,, centralized multi-objective optimization with
CVaR constraint, and discrete dynamic pricing policy mi. The
federated update exchange mechanism ensures data privacy
without transmitting raw observations. Causal adjustment
(DID and 1V) is integrated into the online loop to update
elasticities on the fly and prevent estimate distortions.

The model is suitable for numerical solution by stochastic
optimization methods (Fed-SGD, SAA, evolutionary
algorithms for Pareto front search) and for further validation
in a digital twin. The Difference-in-Differences (DID) method
was used to assess the causal impact of the implementation of
intelligent management systems on the costs of urban
infrastructure. DID allows comparing changes in indicators in
the exposure group and the control group before and after the
implementation of the technology, minimizing the impact of
time-invariant unmeasured factors.

The assumption of the method is the parallelism of trends
in the absence of intervention. To test this assumption, a
preliminary analysis of retrospective data was conducted,
which showed the absence of statistically significant
differences in the dynamics of costs between the groups before
the start of the experiment.

The instrumental variables method was used to overcome
potential endogeneity arising from the mutual influence
between the level of digitalization and the financial indicators
of the city. As an instrument, infrastructure readiness
indicators were used, which correlate with the level of loT
implementation, but do not have a direct impact on operating
costs.

3.2. Sampling

Data for the study were obtained from several sources,
including city infrastructure sensor measurement logs,
municipal financial reports, and aggregated resource
consumption data over time.

The sample spans the period from 2019 to 2023 and
contains over 1.2 million sensor observation records and 4,500
financial transactions. Data cleaning was performed prior to
analysis, including removal of outliers, interpolation of
missing values, and timestamp normalization.

3.3. Description of the Experiment

The experiment involves creating a dual environment: a
real 10T infrastructure deployed within a part of the urban area
and a digital twin. It models consumer behaviour, network
constraints, and load dynamics. The optimization mechanism
is implemented only in the experimental zone (Zone E), while
the control zone (Zone C) operates under traditional tariffs and
rules. The experiment lasted 12 weeks. The results of this
period will provide:
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- statistically significant amount of observations for the
DID model;

- coverage of various weather and social conditions
(events, seasonal changes);

- stabilization of user behaviour after the first weeks of
adaptation.

3.3.1. Experiment Objects

Infrastructure Subsystems

- energy subsystem (street lighting + EV charging
stations);

parking infrastructure (filling sensors, dynamic tariffs);
water supply system of the local segment (water
consumption + leaks);

local microgrid with solar generation and storage.

10T Data

electricity consumption (1-min intervals);

- parking occupancy status (5-30 s intervals);

- environmental parameters (temperature, sunshine);
QoS indicators (delays, crashes);

- transactional events (payment accrual).

Multi-Objective Optimization

- minimization of operating costs (OPEX);

- maximization of quality of service (QoS);

- minimization of social inequality of access;
- minimization of risk (CVaR of costs).

The Price of Services Changes Every Hour Depending on
- resource occupancy;

- predicted load (LSTM model);

- identified causal effects of previous interventions.

3.3.2. Experiment Progress
Stage 1. Baseline calibration (2 weeks). Initial data was
collected without dynamic tariff changes.

Stage 2. Implementation of the optimization mechanism
(8 weeks). Zone E introduces:

- dynamic pricing;

- micro-incentives (low load benefits, peak hour penalties);

- risk warning indicators (signals for potential accidents);

- suggestions for behaviour change (e.g., “postpone EV
charging”).

Stage 3. Stability assessment period (2 weeks). The
purpose of this stage is to check the preservation of the effect
after the adaptation is fully completed.

3.4. Evaluation Metrics

3.4.1. Economic

- change in operating costs;

- Revenue from tariff services;

- proportion of time when tariffs effectively prevented
congestion.



Olha Prokopenko et al. / IJETT, 74(6), 386-400, 2026

3.4.2. Technical

- frequency of emergency states;

- presence of peak load exceedances;
- average infrastructure response time.

3.4.3. Social

- change in service availability for different population
groups;

- fairness of tariffs (Gini index for consumption).

3.4.4. Algorithmic

- convergence of the federated optimizer (number of
iterations until stabilization);

- width and structure of the Pareto-front.

Statistical validation was performed using t-testt ANOVA
[36] for economic indicators, Mann-Whitney [37] for non-
parametric distributions, and autocorrelation test (Durbin-
Watson [38]).

The following tests were performed on the digital twin:
- replication of real scenarios in the model;

- what-if test for alternative tariffs;
- validation of the generalizability of the results.

3.5. Integration of Financial Models and Risk Assessment
Methods

To account for uncertainty, the study integrates financial
engineering approaches, including risk-based optimization
criteria such as Conditional Value-at-Risk (CVaR). This
approach allows for the assessment of potential losses in
extreme scenarios, which is important for urban infrastructure
systems with high social significance. In addition, multi-
criteria assessment methods are used to support decision-
making in the face of conflicting criteria - economic
efficiency, reliability, and sustainability - allowing for the
formulation of balanced urban resource management
strategies.

4. Results

Table 1 compares three approaches to urban infrastructure
management. It distinguishes between a no-10T option, a basic
10T system, and an optimized loT configuration using ML.
This shows the difference in their cost-effectiveness.

Table 1. Comparison of key operational and quality metrics in Zone E and Zone C over the periods Baseline—Intervention—Post

Metrics Zone E Zone E Zone E Zone C Zone C
(Baseline 1-2) | (Intervention 3-10) | (Post 11-12) | (Baseline 1-2) (Intervention 3-10)
OPEX, €/week 10000 + 850 8300 + 720 8450 + 740 9800 + 900 9750 + 880
Change in OPEX vs _ 17.0% -15.5% - 0.5%
baseline.
QoS (SLA % time) 92.0% + 3.1 101.2% + 2.8 99.1% + 2.6 91.0% + 3.4 91.8% + 3.2
Absolute variable
- +9.2 +7.1 - +0.8
QoS (pp) pp pp pp
Overloads 50+12 3.25+1.0 35+1.1 48+13 47+12
(events/week)
Change in Overloads — —35.0% -30.0% — -2.1%
CVaR095, € / week 45000 + 5200 32000 + 4400 33;%%%1 44200 + 5000 43900 + 4900
Gini (access) 0.280 + 0.015 0.240 + 0.012 0(.)231531 0.275 + 0.016 0.274 % 0.016

Source: created by the author

Optimized 10T management provides the lowest
operational costs and the best savings. Even without
optimization, 10T implementation already provides noticeable
financial benefits. The ML model significantly enhances the

Table 2. The DID assessment of the intervention impact (Zone E vs Zone C)

savings effect through forecasting and adaptive management.
Table 2 shows the results of the DID assessment, which
measures the net effect of the intervention in Zone E compared
to the control area, Zone C.

Indicator DID asseszs,(r)r:]eerg \(/Ln;)r::g;mn effect 95% CI p-value

OPEX (€/week) —1700 [-2300; -1100] <0.001
QoS (pp) +6.2 [4.1;8.3] <0.001
Overloads (events/week) —-1.75 [-2.60; -0.90] 0.002

CVaR95 (€/week) —12100 [-17800; -6400] <0.001
Gini (unit) —0.036 [-0.055; -0.017] 0.001

Source: created by the author
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The intervention demonstrated a simultaneous
improvement in service quality and cost reduction, which is a
non-trivial outcome in urban infrastructure. The significant
drop in CVaR95 indicates that the system has become less
vulnerable to rare but costly deviations, i.e., its resilience has
increased. The reduction in congestion confirms that
behavioural and algorithmic control mechanisms direct the

load to more stable time periods. Table 3 shows the change in
operating costs in the infrastructure subsystems after the
intervention. The individual effects for energy, parking,
charging stations, and water are shown, as well as the total
OPEX. The data are presented as baseline values, values after
changes, and relative deviations.

Table 3. Distribution of OPEX change by subsystem

Subsystem Baseline (€/week) Intervention (€/week) A (€) A (%)

Energy (street lighting + microgrid) 4200 + 420 3540 + 380 -660 -15.7%
Parking (operation + monitoring) 2100 £+ 190 1620 £ 170 -480 -22.9%
EV CHARGES 1700 + 160 1150 + 140 -550 -32.4%

Water (local segments) 2000 + 180 1990 £ 170 -10 -0.5%

Total (OPEX) 10 8.3 -1700 -17.0%

Source: created by the author

The savings are concentrated mainly in the energy and EV
segments, indicating their highest adaptability to algorithmic
optimization and behavioural incentives. The stability of costs
in water systems demonstrates that the intervention does not
affect critical underlying processes that have low elasticity.

The coordinated cost reduction in three independent
subsystems indicates a systemic, rather than local effect.
Figure 2 illustrates the changes in user behaviour under the
influence of incentives and algorithmic control. Four key
behavioural indicators related to load deferral and response to
messages are measured.

40

- O

mBaseline (%)

@ Intervention (%)

4

Fig. 2 Changing user behavioural patterns during the intervention

Notes:

1 - Share of EV charging during off-peak hours (23:00-07:00)

2 - Average long-term parking (>4 hours)

3 - Shifting service requests to “green” hours (promotions/bonuses)

4 - Active response to push notifications (suggestions to postpone service)

The strong growth in the share of overnight EV charging
demonstrates the effectiveness of targeted recommendations
and price incentives. Reducing long-term parking indirectly
improves resource turnover and reduces congestion around
controlled nodes. The high response to push notifications
demonstrates that users are willing to change their behaviour
if the system gives a clear and timely signal.
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Table 4 compares the dynamics of infrastructure
indicators in Zone E and Zone C before and after the
intervention.  Incidents, emergency zones, planned
interventions, and network load are measured. This enables
assessing whether the intervention has a local or larger impact.
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Table 4. Comparison of operational indicators of incident management and network load

. Zone E Zone E Zone C Zone C
Indicator - - . .
Baseline Intervention Baseline Intervention
Average incident response time (min) 45+ 6 28+4 43 +6 416
% of time with an outage lasting >1 hour 3.8% 1.9% 3.6% 3.5%
Number of planned interventions/week 24 6.1 2.3 2.2
i 0
Share of peak hours excef_edlng 90% of 1204 7 8% 11.5% 11.2%
network capacity

Source: created by the author

In Zone E, there is a clear reduction in incident response
time, which indicates better data integration and prioritization
of events. The reduction in long-lasting crashes indicates that
the system has become more proactive in detecting and
localizing problems. At the same time, the almost unchanged
behaviour of Zone C confirms that the effect is not the result
of external factors, but comes from the intervention itself.

The model used 12 local agents, each performing 5 local
updates between centralized aggregation cycles. Convergence
of the federated algorithm was achieved in 87 rounds (median
value). At the same time, one round lasted on average about
3.2 minutes, including both local calculations and parameter
transfer. The normalized gradient rate decreased from 1.0 at
the beginning to 0.009 at the end, which confirms the
qualitative convergence of the model. Full stabilization of

tariffs, in which users fully adapt to the updated pricing policy,
occurred after about 5 weeks of simulation. All iterations were
performed using differential private noise (Gaussian noise),
i.e., the level of DP-noise application was 100%. Over 8
weeks, 48.6 thousand transactions were recorded, the average
value of which was 0.68 euros, and the total volume of
micropayments reached 33,048 euros. The average delay of
one transaction was 420 milliseconds with a fluctuation of
+110 ms, which corresponds to the standards of real-time
systems. The share of failed or rejected transactions was very
low - only 0.42%, and the average time for considering
refunds or refund requests was approximately 12.5 hours.
Table 5 presents the results of several econometric approaches
- DID, IV-estimation, mediation analysis, and Synthetic
Control. Each method enables testing the intervention from
different analytical sides. This ensures the robustness of the
conclusions and minimizes the risk of model bias.

Table 5. Estimation of the intervention effect using various econometric methods

Parameter / Method Effect assessment (point) 95% ClI Explanation
DID — OPEX (€/week) -1700 [-2300; -1100] Robust SE, clustered by zones
IV (price elasticity of o : .
demand, energy) B_price =-0.47 [-0.61;-0.33] Weather fronts used as IV
Mediation: share of OPEX That is, the main part of the savings is
effect due to demand change 64% [52%; 76%)] lai X P 9
(%) explained by changed user behaviour.
Synthetic Control-QoS (net . Control weight: 0.58 mixture of
impact) +5.9pp [3.8;8.0] neighbouring neighbourhoods

Source: developed by the authors

The consistency of results across methods confirms that
savings and QoS improvements are not an artifact of a
particular model. The high mediation contribution of the
behavioural component shows that it is the change in demand
distribution that is the key mechanism of the effect. The

Synthetic Control method strengthens the argument that
changes in QoS are structural and do not depend on random
fluctuations. Table 6 shows how different system volatilities
affect the average OPEX savings. The results are presented for
three scenarios: low, medium, and high parameter variability.

Table 6. Scenario analysis of OPEX changes under different levels of volatility

Volatility & (std, %)

Mean A OPEX (%)

5%- percentile 95%percentile

Low (6=5%) ~17.3% —22.1% ~12.5%
Medium (6=15%) ~15.8% ~24.0% ~7.1%
High (c=30%) ~11.4% ~26.8% +4.3%

Source: developed by the authors
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The highest stability of the economy is observed in
scenarios with low and medium volatility, which indicates a
predictable response of the system. A positive upper limit for
high volatility means the risk of partial levelling of the effect
under extreme conditions. Overall, the intervention
demonstrates stability, but requires adaptive components to

work in the most turbulent scenarios. Table 7 presents an
assessment of the time dynamics of the main indicators in
Zone E during the three phases: baseline, intervention, and
post-intervention observation. Such an analysis provides an
understanding of the long-term inertia of behaviour and the
system.

Table 7. Aggregated indicators of Zone E for three periods

Period OPEX €/week (Zone E) QoS (%) Overloads (events/week) CVaR95 (€)
Baseline (1-2 weeks) 10 92.0 5.0 45
Intervention (3—-10 weeks) 8.3 101.2 3.25 32
Post (11-12 weeks) 8.45 99.1 3.5 33.5

Source: developed by the authors

After the active phase of the intervention, a significant
part of its positive effects persists, indicating the stability of
the new behaviour. Only a partial deterioration in QoS and
OPEX demonstrates a natural rollback, but not a full return to
the baseline. This confirms that the intervention has not only
an operational, but also a lasting structural impact.

For a deeper understanding of the functioning of the
proposed model, an extended analysis of its behavior under
various urban infrastructure operating conditions was
conducted. Unlike basic experiments that evaluate only
aggregated performance indicators, this study additionally
investigated the system's sensitivity to changes in key
parameters, such as demand variations, risk coefficients, and
tariff elasticity. The necessity of such analysis is supported by
contemporary research in digital twins and loT, which
emphasizes that evaluating smart city models requires
accounting for system behavior under uncertainty and
structural changes [39].

To assess the stability of the proposed approach, a
sensitivity analysis regarding changes in demand levels was
performed. Demand varied within specified intervals
reflecting the seasonal and random fluctuations typical of
urban energy and resource systems. The modeling results
demonstrated that federated stochastic optimization provides
more stable tariff trajectories and lower total cost dispersion
compared to deterministic centralized approaches. This aligns
with recent findings noting that decentralized learning
methods increase the adaptability of urban systems to
environmental changes [40]. Special attention was paid to the

influence of risk parameters, specifically the confidence level
in the Conditional Value at Risk (CVaR) criterion. Increasing
the level of risk aversion led to more conservative tariff
policies and increased reserve capacities; while this reduced
the probability of extreme financial losses, it slightly increased
average operating costs. Similar behavior in systems utilizing
digital twins and stochastic models has been demonstrated in
studies focused on managing complex energy and urban
systems [41]. In recent years, numerous models have been
proposed for urban infrastructure optimization based on loT
data and digital twins. However, most focus on individual
subsystems-such as energy networks, transport, or
environmental monitoring-without integrating economic
decision-making models and policy regulation mechanisms
into a unified management architecture. While digital twins
are effective tools for modeling complex urban systems,
systematic reviews show that they support real-time
monitoring, forecasting, and scenario analysis, but remain
limited in integrating financial models and causal policy
analysis [39, 42].

Compared to existing solutions (Table 8), the proposed
model offers several fundamental differences. First, it
employs federated learning, enabling distributed optimization
without centralized data collection. Second, the model
integrates causal inference methods, specifically Difference-
in-Differences and instrumental variables, which are rarely
utilized in current smart city platforms. Third, risk-based
financial criteria are incorporated into the optimization
process, allowing for a balance between expected costs and
the risk of extreme scenarios.

Table 8. Comparison of the proposed model with modern approaches

Feature Digital Twin Models Al-10T Frameworks Proposed Model
Real-time sensor integration Yes Yes Yes
Economic optimization Limited Partial Full
Causal policy evaluation No No Yes
Federated learning Rare Experimental Yes
Risk-based decision criteria Rare No Yes
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The comparative analysis shows that the proposed model
addresses a number of gaps identified in current smart city
research, including the lack of integration between technical
models of 10T infrastructure, economic mechanisms for tariff
formation, and methods of cause-and-effect analysis. By
combining these components in a single mathematical
architecture, the model provides more comprehensive support
for management decision-making in urban systems.

4.1. SWOT Analysis of the Proposed Model

The proposed model was analyzed using the SWOT
methodology to assess its positioning relative to existing
approaches to smart city management. The results are
presented in Table 9.

Table 9. Results of SWOT analysis

Category Description
Strengths Integrating 10T, digital twins, and financial optimization into a single system
Weaknesses High requirements for computing resources and data quality
Opportunities Scaling to other cities and integration with existing management platforms
Threats Cybersecurity risks and dependence on sensor infrastructure

The results of the SWOT analysis show that the main
advantage of the proposed model is its comprehensive nature,
which allows taking into account both technical and financial
aspects of management. At the same time, the dependence on
the quality of input data and the complexity of integration may
complicate its implementation in conditions of limited
resources.

5. Discussion

The results of the study demonstrate that the developed
financial and economic model of smart urban infrastructure
management based on 10T allows achieving the set goal. It can
establish a mechanism for optimizing the use of resources in
real time, taking into account the dynamics of loads, tariff
rates, and operational changes in the functioning of urban
systems. The results of the experiment confirm the advanced
hypothesis regarding the integration of 10T sensors, adaptive
management algorithms, and economic decision-making
models. This allows for a significant increase in the efficiency
of the functioning of urban facilities due to the reduction of
actual costs and optimization of operating modes.

A comparison of the obtained results with the
achievements of previous studies indicates that the proposed
approach provides a comprehensive combination of
technological and economic components. For example, the
works of Chen et al. [43], Mishra and Singh [8], and Zakaria
et al. [11] focus mainly on the technical aspects of 10T or
energy optimizations, leaving out of consideration the
systemic integration of economic indicators into the process
of daily operational management. In turn, Rahman et al. [14]
and Eynolghozat et al. [6] pay attention to economic models
and management concepts. However, they are limited to the
strategic level, without modelling the temporal and
operational dynamics of the functioning of urban
infrastructure. In contrast, the proposed model combines
detailed temporal discrete analysis, the real technical structure
of the urban network, algorithmic optimization, and
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assessment of economic consequences in a single
environment. While [22] only analysed the structural
characteristics of urban networks, this work models the full
operational dynamics of demand, loads, and economic
indicators over time. Kolhe et al. [20] focus on IloT
architecture; this model integrates algorithmic control,
optimization with CVaR, and real-time risk assessment.
Unlike Bassey et al. [21], who consider behavioural stimuli
without feedback to the system, in this approach, users’
behavioural responses directly enter the control model and
affect tariffs and loads. The study [23] presents Smart City
only conceptually, while this study uses quantitative
modelling, digital twin simulations, and scenario comparisons
with measurable performance metrics.

The obtained results confirm the relevance of current
research and significantly extend it. In particular, the
simulation shows that the use of dynamic tariff response and
optimization of lighting modes enables achieving resource
savings in the range exceeding the results of Uberized models
or static loT configurations described in the literature. The
adaptive algorithm implemented in the proposed experiment
demonstrates the ability to respond to peak loads and change
control parameters in real time. This was not provided in most
solutions considered in the literature. So, the experiment
showed that smart control systems become more cost-
effective due to the integration of digital data into
mathematical optimization models, and not only due to the use
of technological tools.

The results demonstrate improved performance compared
to existing approaches, which is explained by several factors.
First, the proposed model uses real-time 10T data integration,
which allows taking into account the current state of the
infrastructure when making decisions. Unlike traditional
models based on aggregated or historical data, this provides a
more accurate response to changing conditions. Second, the
use of risk-based optimization allows for minimizing not only
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expected costs, but also losses in adverse scenarios. This
approach increases the system's resistance to stochastic
fluctuations and reduces the likelihood of extreme financial
losses. Third, the use of federated learning ensures the use of
a wider range of data without violating confidentiality, which
improves the generalization ability of the models and reduces
the risk of overtraining.

Overall, the results of the study indicate significant
practical value of the proposed model. It can be used by
municipal authorities for operational budget planning, cost
forecasting, load scenario generation, and for developing
investment strategies for infrastructure modernization. The
proposed approach provides a basis for creating more
sustainable, economically rational, and technologically
integrated smart cities, capable of responding to changes in
both internal infrastructure and the external environment.

5.1. Implementation Framework

The proposed model assumes a multi-level architecture,
including a data collection level, a processing level, and a
decision-making level. At the data collection level, loT
sensors are used to provide continuous monitoring of the state
of urban infrastructure. At the processing level, data is
transmitted to an analytical platform, where aggregation,
cleaning, and modeling are performed. The decision-making
level implements optimization algorithms and transmits
control signals to executive systems.

The model implementation process includes several
stages:
Audit of existing infrastructure and data sources.
Integration of sensor networks and creation of a digital
twin.
Training models on retrospective data.
Pilot implementation and parameter calibration.
Full-scale operation and continuous monitoring of
performance.

5.2. Research Limitations

Despite the obtained results, the study has a number of
important limitations. The model operates in a simulation
environment and assumes stable operation of the loT
infrastructure, while in real conditions, data loss, delays,
sensor failures, and uneven network coverage are possible.
The experiment covers a limited number of infrastructure
subsystems, while full-fledged urban ecosystems include
transport, logistics, security, and other interconnected
processes that can cause complex multi-sectoral effects.

The economic parameters of the model are based on
average values and do not take into account political,
regulatory, and seasonal volatility. In addition, the model does
not take into account socio-behavioural factors that can
significantly affect the adaptation of users to new control
mechanisms. In addition, there are technical limitations:
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simplified load dynamics do not model long-term
dependencies, and the digital twin does not include a full-
fledged physical model of energy networks. Furthermore, the
optimization algorithm assumes perfect synchronization
between agents, whereas in distributed systems, drifts, version
conflicts, and lost updates are possible. These aspects should
be taken into account when interpreting the results and
planning a real implementation.

6. Conclusions

Deepening digitalization and the complexity of urban
infrastructure management increase the need to increase its
financial and economic sustainability. The growth of the scale
of wurban systems and resource load requires the
implementation of loT-oriented smart management
mechanisms. In these conditions, the development of models
that combine technical, economic, and managerial
components to ensure adaptability and optimality of
management decisions is relevant. That is why the
development and verification of a mathematical model of
financial and economic optimization of urban smart
management based on 1oT is of important theoretical and
practical importance.

The modelling results confirmed the effectiveness of an
integrated approach to urban infrastructure management,
combining real data, optimization algorithms, and economic
parameters. The model provided a 17% reduction in operating
costs in the implementation area, a reduction in risk costs
(CVaR95) of €12.1 thousand/week, and a 35% reduction in
network congestion. In addition, an increase in the service
level by 9.2 pp was recorded, and the response time to
incidents was accelerated from 45 to 28 minutes. It is
important that the model not only optimizes the infrastructure
operating modes, but also provides dynamic adaptation to
changes in loads and allows assessing the economic
consequences of decisions in a mode close to real time.

The practical value of the study is the possibility of
applying the research results for strategic and operational
management of urban resources. The model can be used to
manage infrastructure facilities, create digital smart city
platforms, and also for planning investments in the
modernization of urban systems. The results demonstrate the
potential to significantly reduce costs and improve the
efficiency of urban governance without the need for radical
upgrades to physical infrastructure, making the model
particularly valuable for cities with limited financial
resources.

Further research should focus on expanding the model by
integrating additional infrastructure segments — primarily
transport and mobile systems, which form significant loads in
smart cities. The use of ML methods to predict behavioural
deviations in resource consumption and the introduction of
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stochastic models to more accurately account for uncertainty Funding Statement

in data flows and tariffs is promising. Pilot tests in real urban This research did not receive any financial Support.
conditions will help to increase reliability, where it is possible
to assess the impact of delays, sensor failures, and dynamic
changes in loads. Another promising direction is the use of
deep learning methods to improve the accuracy of forecasting
and adaptability of the system in a changing environment.
Special attention should be paid to cybersecurity and data
protection issues, since the expansion of IoT networks
increases the surface of potential attacks. In addition, future
work may explore the possibility of integrating the proposed
model with intercity data exchange systems and creating
unified management platforms at the regional level.
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