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Abstract - The rapid and continuous growth, popularity, and diversity of 10T applications are aligned with the increment in
cyber-attacks that are targeting 10T applications. In order to establish the process of approach development that aims to solve,
prevent, or avoid those kinds of issues, we have to have an overview of the identified security issues and challenges. For that,
this study presents a systematic literature review of the 10T security issues and challenges, which will help categorize these issues
and illustrate the implications as well. The investigated studies have been evaluated across nine criteria, and have been limited
to five years only, which guarantees the quality of the studied works. The majority of the highlighted issues are associated with

the nodes (Things), and this is caused by several reasons: for instance, the geographical distribution, lack of physical barriers,

and resource limitations.
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1. Introduction

The Internet of Things (10T) has been presented as a huge
infrastructure that combines connected nodes (Things),
software, hardware, and edge computing capabilities, which
aim to process the collected data from the environment [1].
The huge growth in loT consumption, which is expected to
reach more than 75 billion nodes (Things) by the end of 2025,
and the 1oT market is expected to increase from $546 billion
in 2022 to reach $991 billion by 2028 [2]. According to [3],
that rapid growth will be derived by two core factors: i) the
edge computing, and ii) the 5G. However, that growth varies
based on the regions and the market needs as well. Practically,
the utilization of loT might be categorized according to the use
into: Transportation, healthcare, government, agriculture,
sustainable energy, and retail. However, there are some
obstacles and concerns that have been identified as issues that
might impact the adopting / utilizing the 10T solutions;
security and privacy are two of them.

This study aims to identify the IoT security issues and
challenges, and categorize these issues. In addition, that
categorization will help to prioritize these issues and
understand the impact and the influence as well. A clear
understanding of these IoT security and privacy concerns is
crucial for developing strategies to mitigate, prevent, and
avoid their negative consequences. The implications of these
threats extend beyond individual adoption choices; a market
of this scale presents significant industrial, economic, and

OSE)

national opportunities that could be squandered if these
obstacles are not addressed.

1.1. Paper Origination

The remainder of the study is organized as follows:
Section 2 illustrates the applied research methodologies, the
SLR phases, and the selection procedures. A brief explanation
of the 10T will be provided in Section 3; that section shows the
hierarchy, applications, and the involved technologies as well.
Subsequently, the identified 10T security issues and
challenges are presented in Section 4. The findings of the
conduced Systematic Literature Review are explained in
Section 5. Finally, the study will be concluded in Section 6.

2. Research Methodology

As we mentioned earlier, the systematic literature review
is an important and crucial step that will help to provide a
comprehensive understanding of the 10T security and privacy
issues and their implications. For that, the Kitchenham
systematic review guideline has been adopted as a literature
review methodology [4, 5], which will help to provide a clear
approach for the conducted steps. Generally, the implemented
systematic literature review tasks might be grouped into three
phases Figure 1.

The review protocol consists of three phases as follows:
planning, conducting, and reporting. The planning phase
focuses on developing the plan that will be followed during
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the review process. Practically, that phase will start with
identifying the research question, as it is essential to know the
knowledge that we are looking for, and help to keep the search
focusing on the scope of the study; the developed research
questions will be discussed next. The second phase maintains
the quality of the selected studies and guarantees that each
study meets the developed criteria. Finally, the third phase will
be about writing the findings of the conducted study and
providing a clear answer to the developed research questions.

. Specify Research Questions.
Phase 1: Plan Review b} Develop Review Protocol.

. Validate Review Protocol.

. Identify Relevant Research.

2. Select Primary Studies.
Phase 2: Conduct .
Revicw 3. Assess Study Quality.
4. Extract Required Data.
5. Synthesise Data.

. Write Review Report.
. Validate Report.

Phase 3: Document
Review

Fig. 1 Systematic literature review workflow

2.1. Aims and Research Questions

In order to facilitate achieving the developed aims for the
conducted study, a set of research questions has been asked.
This study aims to identify the loT security issues and
challenges, and categorize these issues; and there are three
questions have been developed to guarantee that the study
aims will be achieved, and avoid any vagueness that might
lead to fail to achieve the study goals.

2.1.1. What is the Available Information about 10T Security?

The purpose of this question is to establish a broad
understanding of the target research domain. Specifically, it
facilitates the definition of the investigation's boundaries.
Practically, it helps to highlight the area that we need to
investigate, identify the relevant technologies, and provide
different prospective for the conducted study. For example,
the issue X has been noticed, but are there other parties who
are involved or not? Is that issue related with 10T application,
or is a result of adopting other technologies? That question
helps to expand the scope of conducted research, and
guarantee that the conducted study will not ignore/discard any
other perspective.

2.1.2. What are the most Critical Security Issues of 10T?

The purpose of this question is to investigate deeply and
identified the 10T security issues. Practically, the answer to
that question will help to under the issue itself, the
implications, the purpose, and help to provide an overview
about how the identified issues can be mitigated, prevented, or
avoided. Also, the answer will help to point out the involved
parties and clarify the sources of those issues.

2.1.3. How can we Categories the Identified 10T Security
Challenges?

This question seeks to provide a categorization of the
identified security issues, that categorization provides a
comprehensive understanding of the issues' sources and
implication as well. That understanding helps to develop the
solutions that aim to overcome these issues, and know in
advance the components that might be affected, and must be
considered during the solution development. Moreover, that
categorization provides a broad overview about the security
issues, and its impact, and how these issues must be prioritized
according to the level of impact, severity, and importance.

2.2. Search and Selection Process

In order to maintain the quality of the selected studies, the
searching process was limited to the most reliable and
respected resources, for example, Elsevier, IEEE, and MDPI,
and the publication years are limited to 2020 to 2025.

Table 1. Assessing the study criteria

contribution

Dimension Criteria Associated Questions
Research aim Does the publication state the aim of the conducted study in a clear way?
Aim and contribution Research Does the publication state the contribution and the added value to the

knowledge?

Research design

Does the publication illustrate the applied research methodologies?

Research -
Sampling

Does the publication explain how the applied research methodologies are?

methodology Data collections

Does the publication explain how the data was collected?

Data analyzing

Is the data analysis process clearly described?

Findings Research findings

Does the research findings presented clearly and discussed?

Related Field loT

Is the publication related to 10T?

10T security

Is the publication related to 10T security?
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Applying that criteria will be to guarantee that the
selected studies went through a clear procedure, before getting
published; that procedure aims to maintain the reliability and
validity of the published results/ findings. However, a quality
assessment has been developed in order to maintain the quality
of the included studies.

Table 1 illustrates the developed criteria. If the answer to
the asked question is “YES”, then the study will gain a point,

and only the paper that has 5 points will be included in our
study.

The conducted study investigates about 90 studies; the
distribution of the included studies over the years is illustrated
in Figure 2. As we mentioned earlier, all the included studies
meet the developed criteria in order to guarantee the quality of
the investigated studies. Figure 3 shows the distribution of
studies over the publishers.
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3. Internet of Things

According to [6], the beginning of loT era was established
2009; and the application was limited to the capabilities were
limited to connecting “Devices” to the internet. On the other
hand, the term “Internet of Things” itself was introduced by
Kevin Ashton in 1999. The loT might be defined as a
collective of interconnected nodes (devices) and supported
technologies that help to connect the distributed things (nodes)
and the cloud computing services [7], and aims to “connect
the connected” [6].

By moving to Publications' Years the 10T architecture,
there is a lack of standard; similar to any other technology that
is still in the development phase, the architecture varies
between three and five layers. For instance, [8] introduces
three layers as follows: application, network, and perception
layer; while [9] introduces five layers: business, application,
middleware, network, and perception layer. Technically, the
10T architecture might varies based on the application itself,
scale of application, involved technologies, and the business
model [10].
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Technically, the 10T is a result of the continuous
evolution of the internet. Figure 5 illustrates the internet
phases from connectivity to loT. By moving to loT
applications, there are a wide spectrum of developed
applications. Those applications vary in terms of purpose,
scale, data type, and backhaul connectivity. For example,
Healthcare applications might be considered as massive 10T,
and might be organizational and individual level. According
to [11], the 10T might help to enhance efficiency and safety in
the workplace. Besides that, 10T helps to provide more
information about the working environment and the process
characteristics, which might be utilized in order to support the
decision-making process. Also, the loT applications help to
improve the automation, accuracy, and control of the physical
devices (Things) in the field. Moreover, the 10T will bring the
capabilities of monitoring and tracking the implemented
action in the field.

On the other hand, the 10T will come with a set of obstacles,
challenges, and open issues that might influence shifting the

newly emerged technology. Those obstacles vary between
organizational, technical, strategics, and business. Here, the
provided overview will be limited to technical issues only. The
scalability and the heterogeneity have been addressed as a
critical challenge for loT. Also, handling the collected data
and maintaining the ownership dilemma have been
highlighted as core challenges; the importance of this point
will increase when 10T deal with sensitive/private data. In
addition, the cybersecurity, privacy, and access control
management might be considered as open issues [11]; the
complexity of these issues will increase according to the
geographical distribution of the things, environment,
hardware, and the other metrics that will be discussed next;
Figure 6 summarizes 10T challenges.

Practically, Figure 6 focuses on the technical aspects, but
there is a set of issues that might be considered as challenges;
these issues are related to management, policies, law, and
governance as well. However, these issues have a direct
impact on the level of the provided and requested security.
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4. 10T Security Issues and Challenges

Similar to any ICT solution, the security issues and
challenges might be distributed over the layers of the system.
Besides that, the relationship between layers will led to make
it extremely difficult to deal with the addressed issues as an
isolated challenge. Practically, the dependency between the
hierarchy of 10T and the utilized technologies requires that any
proposed solution that aims to solve/mitigate the targeted
security issues consider any implications that might affect the
system components and prevent any sequences that might led
to expose the 10T systems, in terms of data protection, safety,
privacy, integrity, and authenticity.

It is worth to mention that the security requirements will
vary according to the 10T application itself. For example, the
security requirements for loT are different from the Smart
city’s requirements; the conducted study did not consider that
variation, and we attempts coinvestigate the loT security
issues and challenges from a general perspective, and avoid to
be dedicated in a specific application. Also, the issues that
might be caused by the human factor (end-user) were not
addressed. The following section illustrates the identified
security issues and challenges, and categories these issues
according to the 10T layers.

4.1. Physical Device Layer

One of the core issues that loT suffer from is the
inadequate physical security, which might allow the attacker
to cause physical damage to the things, and might led to gain
access to the system [4]; besides that, the tampering attack
might occur when the attacker modify the distributed node
(Things) [12-16]. An insecure neighbor discovery issue,
which caused by applying insufficient access control, might
be used as a method to consume the provided resource.
Practically, that kind of attack keeps sending discovery
packets over the system, which will led to DoS. Besides that,
an attacker might gain access to the 10T system if there is a
lack of effective verification for transmitting establishment
[12]. One of the security issues that is associated with the

physical access is the malicious node attack [12, 14, 15, 17],
where the attacker exploit the lack of physical barriers, and the
heterogenicity to add a malicious node to the system, that kind
of attack might led to expose the privacy of the data, validity
of the collected data, or losing the availability as well, worth
to mention that some resources define this kind of attack as
Fake Node Injection [12, 14, 15, 18, 19].

Maintaining data privacy, integrity, and security starts
from the physical layer, before collecting the data. The loT
system must be capable of delivering an efficient and effective
encryption algorithm; the core obstacle here is the power
consumption.  Practically, the traditional encryption
algorithms might not be suitable to be applied over loT
systems, as these kinds of algorithms need specific
requirements in terms of resources, competition capabilities,
and power as well; which is an issue in 10T systems. Although
there are several low-power consumption algorithms that has
been proposed as a promise solution, such as [20-24], but these
algorithms suffer from several drawbacks.

The limitations of resources and capabilities in 10T raise
a set of security issues and challenges. One of the attacks that
try to take advantage of the resource’s limitation is the sleep
deprivation attack [25-27]. The attacker aims to consume the
power by keeping the targeted node awake [12, 28]. It is stated
that a power consumption attack might be implemented by
executing an infinite loop, which will led to lose the
availability of the targeted node (Things). According to [25,
26, 29-32], the buffer reservation attack might be considered
as one of the attacks that exploit the limitation of the resources,
as the attacker aims to occupy the provided network buffer,
which will led to the received packets, and cause DoS [33].
According to [12, 34-36], the Side Chanel Attack DoS might
be considered as one of the most common attacks, which led
to loss the availability of the provided services, which will be
the result of targeting the physical node (Things) with an
enormous number of packets. The Sybil attack [14, 16, 29]
will be implemented in this layer. The mechanism of this
attack is implanting a malicious node into the 10T system, and
that single node will introduce itself through the system for an
enormous time, which gives the attacker the ability to
manipulate the collected data and the 10T behavior as well
[16].

The software issues in this layer concern the code that will
be installed on the physical devices, and aim to collect the data
and control the environment. According to [14, 37, 38], the
vulnerable code might be an optimal environment for
conducting an injection attack. Also, unsecured and unverified
code will increase the probability of introducing other attacks,
such as password and unauthorized access [37, 39]. One of the
issues that will be caused by malware that led to
wipeout/sabotage the firmware is the Permanent Denial of
Service (PDoS) [14]; Table 2 summarizes the security issues
in the physical device layer.
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Table 2. Physical device layer

Physical Damage

Un-authorized In-person Access

Tampering Attack

Insecure Neighbor Discovery

DoS

DDoS

PDoS

Sybil Attack

Sleep Deprivation Attack

Buffer Reservation Attack

Injection Attack

Physical Device Layer

Unauthorized Access

Malicious Node
Privacy
Availability

Data Integrity

4.2. Connectivity Layer

Practically, the security issues and challenges for the
connectivity will be inherited from the utilized network; one
of the attacks that proves this concept is the jamming attacks.
As the data will be exchanged through the IoT system
wirelessly, the attacker will cause the jam by sending a radio
frequency signal which will led to a loss of availability [40].
According to [16, 35], the jamming attack can be considered
as a subset of a DoS attack. This kind of attack is not limited
to or caused by loT systems, but it is inherited from the
adopted/adapted technologies. Practically, the Connectivity
attacks might be considered as one of the easiest and most
efficient attacks, which is caused by the lack of physical
barriers, and the vulnerabilities of the used protocol as well.

Relying on unsecure protocols for data exchange between
the distributed devices (Things) and the edge layer is one of
the critical issues. Technically, the nature of the 10T paradigm
and the limitations of resources and capabilities are the cause
of these issues. In order to transmit data via such a system, the
protocols used will not be able to maintain data security and
privacy, such as Bluetooth or ZigBee. Relying on that kind of
protocol will expose the communication channel and make the
system vulnerable to attacks such as MITM, which will allow
to gain access to the exchange data, unauthorized access,
losing the availability, controlling and manipulating the
physical device [37, 39, 41-44].

Violation of privacy and the DoS are two critical security
issues in 10T; the level of seriousness depends on the loT
application itself. In addition, the Distributed Denial of
Service (DDoS) attack has been highlighted as one of the
security issues that might target loT systems [14, 16], as the
attacker will use more than one node (Things) to implement
that kind of attack. The sinkhole and wormhole attacks might
be considered as one of the effective attacks that cause these
issues, at sinkhole the attacker node will allocate itself through

the routing process, and utilized the received packet to cause
the targeted attack. In order to enhance the effectiveness of
that attack, the sinkhole attack can be combined with a
wormhole attack [17, 37, 45-54]. Figure 7 illustrates the layout
of the sinkhole attack.

[ Processing Layer ]

‘ malicious Node
‘ Sensor Node

Fig. 7 Sinkhole/wormhole attack

According to [55, 56], relying on a robust protocol is
important; however, the utilized protocols have to have self-
healing capabilities, which will help to enhance the
maintenance of the provided security level. The Traffic
Analysis Attack aims to scan the port, or sniff the exchange
data, which will violate the data confidentiality and do not
need to access the communication channel [14, 16, 29]. The
collected data might be used to trigger other attacks or cause
a data leakage. The sniffing attack will violate the
confidentiality of the exchange data; besides the data itself, the
attacker might extract other information, such as the followed
route [29].

Furthermore, [12, 37] stated that the Routing Information
and the Selective Forwarding attacks are effective attacks that
might violate the data confidentiality and integrity as well. In
a Selective Forwarding attack, the malicious node (Things)
will be used in order to gain access to the 10T system, then that
node will be capable to intercept the exchange data, and
modify, delete, or sabotage that data; also, that malicious node
has the capability to forward unreliable data to other nodes,
the identified security challenges of connectivity layer are
represented in Table 3.

Table 3. Connectivity layer
Jamming Attack
Connectivity Attack
Unsecure Protocol
MITM
DDOS
Wormhole Attack
Sinkhole Attack
Sniffing Attack
Selective Forwarding Attack

Connectivity Layer
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4.3. Fog Computing Layer

By moving to the Cloud Computing and Fog Computing
layers, these layers will be adopted/adapted in the 10T system
in order to overcome the resource limitation issues and the
need for computation capabilities over the 10T system. The
Fog computing layer will help to bridge the distributed nodes
(Things), which the Cloud Computing Layer, as it enhances
the efficiency of the 10T system by making the computation
and the storage close to the nodes. Technically, Fog
Computing will help to reduce the latency, distribute the data
processing, and help to improve the reliability [12].

Practically, Fog Computing will bring its security issues
and challenges to 10T systems, which are similar to the status
of the network. One of the addressed issues in the Fog
Computing layer is the integrity of the exchanged data, as the
MITM attack might target the data while it is transmitting to
the Fog Computing layer from the physical node, and from the
Fog Computing layer to the Cloud Computing layer [37].
Table 4 shows the addressed security issues of the Fog
computing layer.

Table 4. Fog computing layer
MITM Attack

Data Integrity
Insecure Interface

Fog
Computing
Layer

Firmware Updates Attack

4.4. Cloud Computing Layer

By moving to the Fog Computing and Cloud Computing
layers, the characteristics of the identified security issues and
challenges will be changed from issues that concentrate on
physical devices and their limitations to challenges and issues
focusing on software and databases. Practically, the resource
limitations and lack of computational capabilities will not be
a challenge here, and the attackers cannot exploit these
weaknesses to trigger their attacks. According to [16, 57, 58],
integrating Cloud computing with 1oT will help to enhance the
security, but that integration will introduce new security
challenges.

One of the shared issues between the Fog Computing and
Cloud Computing layers is the insecure interfaces [15].
Practically, that might occur when the developed interfaces
and the utilized APIs have been developed in an inappropriate
way, which means a lack of good practices, a lack of testing,
and a lack of sufficient security. Relying on an insecure
interface might led to threat the data integrity, facilitate
malicious attacks, unauthorized access, and expose the
functionality of the 10T system [15, 59-61].

In addition, the Cloud and Fog Computing might be a
target for DoS attacks, and the various types of attacks that are
targeting the data, for instance, SQL injection, and End-to-End

encryption [12, 16]. Moreover, both Cloud and Fog
Computing might be targeted via firmware updates, which
might led expose the whole 10T system by taking control or
provide unauthorized access to the attacker. According to [12,
18, 62, 63], relying on insecure interfaces, poor encryption
algorithms, and bad practice access control might led to
storage attacks. Table 5 represents the security issues in the
cloud computing layer.

Table 5. Cloud computing layer
API

Insecure Interface
Malicious Attack
Unauthorized Access
Dos Attack
SQL Injection
Firmware Updates Attack
Storage Attack

Cloud Computing Layer

4.5. Application Layer

As we mentioned before, the security issues and
challenges cannot be isolated in one layer. Practically, all the
layers are connected and will be Influenced, affected, and
interacted among each other. One of the issues that has been
addressed is the Voice Squatting Attack (VSA), which is
associated with loT natural language processing applications,
such as voice assistance [37, 54]. In VSA, the attacker might
synthesize the user voice, or via installing malicious
applications [37, 64-66]; these kinds of attacks might be used
to initiate a process, grant access, or activate a command.
Moving to the software, insecure/outdated software is one of
the security challenges. The geographically distributed things,
the resource limitations, and the enormous quantity of the
distributed devices will make it difficult to guarantee being
updated; and that might be considered as a real threat, as the
attacker might choose the rural / far things as a start point for
the conducted attack [67].

The attacks that are associated with software and malware
might be allocated in the application layer. For example, virus,
malware, spyware, and worms. Each single attack has its own
aim and mechanism to be implemented [14, 16]. However, the
expected impact focus on two areas: i) access to the data, and
ii) consume and occupy the provided resources. Moreover, the
data attacks might take place through all layers; but these
kinds of attacks are allocated to the application layer, because
the 10T application plays a core role in determining the most
appropriate layer to launch these types of attacks. For
example, the unauthorized access to the data might happen in
the physical layer in an agriculture 10T application, in the
Cloud Computing Layer in an Industrial 10T application, and
in end-user software in a smart home. Practically, each single
10T application defines its requirements in terms of security
and protection, and these requirements must be aligned with
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cost, 10T purpose, and IoT hierarchy. The data privacy issue
cannot be limited to a specific layer. Practically, the violation
of data privacy might be a result of various things; for
instance, a lack of encryption algorithm, a lack of physical
barriers, or unauthorized access, each one of them is allocated
in a different layer as we stated before that it is extremely
difficult to isolate the 10T layer and try to solve the identified
issues and challenges in an independent way [15]. The
hierarchy of 10T and the requirements of the loT application
itself play a core role in highlighting the most appropriate
solution to solve/overcome the identified challenges. Table 6
shows the security issues in the application layer.

Table 6. Application layer
Voice Squatting Attack
Insecure / Outdated Software
Malware Attack
Data Attack
Encryption Algorithm

Application
Layer

4.6. Utilized Technologies

There are several technologies that might be unloosed in
order to enhance the quality of the provided services of the loT
system. These technologies will act as a supportive technology
that aims to solve/overcome specific issues/ obstacles-for
example, Artificial Intelligence, Machine Learning, and
Blockchain. For instance, machine learning might be utilized
in order to handle several issues, for example, the Intrusion
Detection system, Impersonation, and Malware detections.
On the other hand, the Blockchain might help to maintain the
Identity verification, Trust management, and data integrity
[68]. Here, we are not examining the effectiveness of these
technologies, but we have to highlight the issues that might
arise if this approach were adopted/adapted.

The core issue with similar approach’s is the need to
include more stakeholders, and rely on third parties, which
will rise issues related to data ownership, vendor-lock in, data
integrity, losing the availability, and outsourcing the data [68,
69]. The previous issues might led to influence the shifting to
10T solutions, which has already been identified as a core
reason that prevents organizations from migration from
tradition computing to Cloud computing. However, the
sensitivity of the collected data in 10T systems (Smart
Hospital, Smart Transportation, Health, and Smart Grid)
might influence the incorporation of these approaches;
because of that, all the implications and side effects must be
addressed before integrating these technologies with 10T [26,
70-74]. For example, the Blockchain can be utilized in order
to maintain storing the data in a decentralized, trustworthy
way. The blockchain will enhance the 10T system in terms of
auditability, trust, and data provenance, but it will produce
new drawbacks, such as huge power consumption, as it
requires implementing a large number of computations. Table
7 illustrates the associated security issues with the utilized
technologies.

Table 7. Utilized technologies

3 Data Ownership
g 8 Data Integrity
=2 Availability
55 Vendor-lock In

= Compatibility

One of the most critical concerns raised regarding the
utilized technologies is the associated with Artificial
Intelligence (Al). We thought that investigating Al security
must be studied as a layer for several factors; for instance, the
rapid and huge adoption of that computing paradigm, and the
impact and consequences of attacks, threats, and issues that
are linked with Al. However, the reason for allocating those
issues within the utilized technologies section is due to the
absence of adopt/adapt the Al in some of the 10T systems; and
the limitation of utilization duo to higher cost and
requirements as well; which is against the 0T system concept
that depends on low-cost infrastructure [75]. One of the most
critical security challenges is prioritizing functionality over
the security factors, and that prioritizing is not limited to the
operational phase, but it starts from the design and
development of the utilized Al solution. On the other hand,
adopting Al within an loT system will lead to a series of
issues, and this is caused by a lack of consideration for the
security requirements in the 10T environment, which is
completely different from other computing paradigms, not to
mention the further complexity. By moving to the technical
part, the Al solutions suffer from several security issues; for
example, the poising attacks, evasion attacks, and adversarial
attacks [75, 76].

Moreover, the Large Language Model (LLM) and
Generative  Artificial Intelligence  (GenAl) introduce
additional security issues, such as prompt injection and
jailbreak attacks [77, 78]. Also, the lack of global security
standards and the absence of transparency when we are
studying the used defensive techniques and mechanisms make
this area very ambiguous and vague [78]. Also, the
interference of Al within loT layers might lead to magnitude
the implications of the associated security threats and issues.
Figure 8 illustrates the allocation of Al within loT
architecture, similar to other technologies that hierarchy varies
depends on the application itself and its requirements as well.

Connectivity
Layer

Application
Layer

Physical Layer

Fig. 8 Al & loT
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5. Findings

The characteristics of the loT system bring a lot of
capabilities, and allow to utilize this technology via a wide
spectrum of applications. Although there is a variety of
applications, the lack of standardization and developing
affordable Things might be the sources of the identified
security challenges and issues. The lack of physical barriers
that manage and control the physical access to the distributed

Physical

Layer

/

/
Categorisation |
of Attacks On
loT
\
Application
Layer

nodes (Things) facilitates the majority of attacks that target the
physical layer. Moreover, the limitation of the computation
capabilities, resources, and power makes the physical layer
extremely  vulnerable.  Practically, the complicated
calculations and processes must be shifted to Fog and Cloud
Computing. In addition, rely on specific communication
protocols that show obvious failure plays a critical role in
attacks.

* Node Capture Attack

* Malicious Code Injection
Attack

 Side-Channel Attack
* Booting Attack
« Eavesdropping Attack

* Phishing Attack
* DDOS Attack

* DOS Attack

* Routing Attack
» Access Attack

* SQL injection Attack

* MITM Attack

* Flooding Attack

* Signature Wrapping
Attack

Middleware
Layers

* Encrypting

* DDOS Attack

* Reprogram Attack

* Access Control Attack

» Malicious Code Injection
Attack

Fig. 9 Categorization of attacks on loT

By moving to Fog and Cloud Computing, these two
technologies bring their security issues and challenges to the
loT system. Moreover, the lack of standardization and the
variation in security requirements for loT applications lead
must be considered, as we need to balance between the 10T
applications' requirements and Cloud and Fog Computing
capabilities.  Also, the other technologies that might be
utilized must be integrated in a way that maintains the safety
and security of the loT system; Figure 9 provides a
classification of the identified attacks.

Finally, the rapid utilization of the emerged technologies
such as Al / ML will raised a very critical issues associated
with security and governance perspectives. It is important to
highlight that the governance perspective must be studies and
investigated as this study is concerned with the technical
perspectives only. In order to remove any obstacles that might
influence the decision of using the Al / ML [79], according to
[79, 80], the majority of unpartially addressed security issues
are caused by the lack/limitation of international standards and
references; for instance, 1SO. In addition, the huge number of

involved stakeholders will be a challenge, as we need to select
or develop a new governance framework that focuses on Al
[81].

Moreover, the dilemma of the data ownership will be
more complicated; as in loT its infinity debit how owns the
data (vendor, system owner, cloud computing service
provider, edge computing service provider, communication
channel, etc.) besides that, dealing with the data through the
Al / ML solutions; which will raise several questions must be
answer clearly in order to provide a clear vision about data
handling. For instance: how the data will be treated over the
Al / ML, the data format, data storing and other questions.
Practically, the training and the accuracy of the decision, as
the source of the training data must be reliable and valid, and
the decision must be as accurate as we can. Also, the
geographical location of the used infrastructure will play a
critical role in the governance and ethics of the used AI/ML,
as the regulations and legislations vary according to the region
and countries.
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6. Conclusion capabilities, was the main vulnerability that the attackers

This paper illustrates the loT Security issues and relied on when they implemented their attacks. The paper
challenges and explains how the addressed attacks might be ~ categorizes the security issues and challenges into groups
conducted. The conducted SLR follow Kitchenham [4, 5]. An according to the layer in which the identified issues fall.
important point that must be highlighted is that the Besides that, the utilized technologies utilized in order to
characteristics of 10T systems might be considered as the enhance the quality of the provided services were investigated.
cause for some issues and challenges that have been identified. ~ T0 sum up, the area needs more investigation in terms of the
For example, one of the advantages of an loT system is the integration of 10T systems and new emerging technologies,
capabilities to distribute a large number of nodes (Things) ~ such as Machine Learning, Aurtificial Intelligence, and
across the environment; the lack of control over the connected ~ Blockchain, that might be adopted/adapted in IoT systems.
node and the characteristics of the node itself might be an ~ The integration process must be balanced and try to prevent

issue. The utilized node, which is a low-cost node that usually ~ and avoid any consequences that might occur because of that
lacks a continuous source of power and Computation Integration, and maintain the characteristics of the loT system.
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