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Abstract - In practice, false alarms still plague the ability of deployed intrusion detection systems to be effective. If models are
primarily tuned for accuracy, with unbalanced traffic, they're overly tolerant of benign misclassifications; analysts become
overwhelmed by a rising number of false alarms, and real threats go unnoticed. We suggest a new hybrid network (CNN-Dense)
called SpeciNet, which is trained with specificity, rather than accuracy. There are 4 mechanisms that function together. A parallel
Convl1D branch learns local statistical patterns, and a Dense Residual branch learns multi-feature global interactions that are
important for rare attack classes. The training is based on a focal loss (y=2, o,=0.75) which pulls towards flows that are
borderline benign behind the majority of false alarms. The operating threshold is selected based on the far target calibration
process, which is a threshold that is as high as possible and does not exceed the 2% validation far threshold. The gains are
confirmed by a SHAP-based attribution gate (not used after configuration is selected), but during configuration selection. We
evaluate on CICIDS2017 as the primary benchmark and NSL-KDD for corroboration. SpeciNet-1DS reaches binary false alarm
rates of 0.01% and 2.71%, with specificity of 99.99% and 97.29%. On CICIDS2017, only 16 false alarms occur across 318,547
benign test instances - a 13-fold reduction over the strongest baseline, significant against all baselines (McNemar p < 0.001).
On NSL-KDD, McNemar's test shows significant FAR reductions over three of four baselines and equivalence with the best
classical model. Component analysis identifies three dominant sources of false alarm suppression - class weighting, the Dense

Residual branch, and threshold calibration - each contributing measurably and independently.

Keywords - Intrusion detection systems, False alarm rate, Hybrid CNN-Dense architecture, Focal loss, Threshold calibration,
IDS using Deep Learning-based models, Network security, Explainable Artificial Intelligence.

undetected - not because the system failed to flag them, but
because the analyst was unable to reach those alerts before the
response window had closed [8].

1. Introduction

Securing a modern network is fundamentally a
classification problem. Every packet, flow, or session must be
sorted into legitimate or threatening, and that decision must be

made continuously, across very large volumes of traffic, with
limited human review. For years, the research community
gauged progress primarily through detection accuracy,
defined as the proportion of flows labelled correctly. Accuracy
improved, architectures became more elaborate, and
benchmark scores advanced steadily. Despite these gains, the
detectors deployed in production environments remain
unreliable in one specific and costly respect: they raise an
excessive number of false alarms [1, 2].

Consider the workload inside a security operations centre
during a typical shift. Analysts confront hundreds or
thousands of alerts, the majority of which correspond to
benign traffic that the detector has flagged in error. Each alert
investigated consumes time and attention that cannot be
recovered. As the shift progresses, fatigue accumulates, and
genuine attacks concealed among the false positives go

OSE)

Axelsson [4] formally characterized this difficulty more
than two decades ago as the base-rate fallacy. Because
malicious traffic constitutes only a small fraction of total
network volume, even a model achieving 99% accuracy may
still produce more false positives than true positives in
absolute terms. The metric that ultimately determines
operational utility is therefore not accuracy but specificity: the
probability that a benign flow is correctly identified as benign.

The transition to deep learning has not resolved this
tension. LSTM-based detectors [20], hybrid convolutional-
recurrent designs [21], and multi-tiered ensembles [22] all
report strong benchmark performance, yet the underlying
training objective remains unchanged: minimise cross-
entropy, adopt a fixed probability threshold, and report
accuracy.Transformer-based models [24] and graph-neural-
network approaches [26, 27] have extended the architectural
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frontier further, yet the specificity problem is absent from their
evaluation criteria. Explainability tools, including SHAP [9]
and LIME [10], have been integrated into several frameworks,
but as diagnostic accessories applied after the model is
finalised rather than as instruments that guide it toward lower
false alarm rates [28, 29].

Binary detection - which reduces the intrusion problem to
a single benign-versus-attack boundary - offers a more
controllable setting for specificity optimisation than multi-
class formulations [7, 8]. When a model must simultaneously
maintain K attack-specific boundaries, each defined by a small
minority of training samples, several of those boundaries
inevitably encroach on the benign feature region and generate
false alarms on legitimate traffic that happens to resemble
minority attack classes [5, 8].

This paper presents SpeciNet-1DS framework that treats
false alarm rate as a primary training objective rather than an
incidental consequence of accuracy optimization. The
framework realizes this principle through four mechanisms:

Hybrid CNN-Dense architecture - A ConvlD branch
extracts local sequential patterns within the feature
vector, while a parallel Dense Residual branch models the
global multi-feature interactions that convolution alone is
unable to capture.

Focal loss with asymmetric class weighting - Update
gradients are focused on the harder to classify borderline
benign flows, directly in the loss function surface instead
of after the training.

FAR-target threshold calibration - Instead of using a fixed
threshold, the operating point for the FAR-target
threshold calibration is determined to be the highest point
capable of meeting a specified false alarm rate.
Attribution-based quality gate - SHAP is applied during
configuration selection to confirm that specificity
improvements stem from genuine traffic semantics rather
than from statistical artefacts.

The rest of this paper is structured as follows: Section 2
surveys Related work. Section 3 describes the proposed
Methodology. Sections 4 and 5 present the Results and
analysis of experiments. Section 6 Concludes the paper with
Future research directions.

2. Related Work
2.1. Intrusion Detection: Traditional and Statistical

Early deployments of IDS were based on signature
libraries, which contained lists of well-known sequences of
bytes in traffic to be monitored. This technique is safe when
an attack has already been identified, and no encryption is
used, but will not protect against variants of attacks that differ
in just a few bits and will not protect against new attacks. The
anomaly detection relaxed this requirement, instead of
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signatures, it builds a profile of normal behaviour to detect its
deviation [11]. Axelsson's analysis [4] quantified the
difficulty: when attack rate is low, the absolute error rate of
any faulty classifier is more likely to be the number of false
positive than the number of true positive, so the operational
criterion for viability is specificity.

2.2. Intrusion Detection using Machine Learning

The supervised learning treated the boundary of
benign/malicious more principled. Support vector machines,
random forests and gradient-boosted decision trees all offered
ways to learn complex discriminative boundaries from
labelled data, and feature engineering techniques [13, 25]
eliminated redundant and misleading attributes that would
otherwise be detrimental to the quality of the boundaries [2,
12]. This enhanced the accuracy of the benchmark, but the
goal of the training remained unchanged: to minimize
classification error. Class imbalance was addressed by
resampling and cost-sensitive weighting, but it was not
explicitly formulated, rather it was a by-product of specificity
enhancement.

2.3. Binary vs. Multi-Class Intrusion Detection

Labeling traffic as benign versus attack, and
differentiating between various attack categories, have direct
implications for false alarm behavior [7, 8]. Each binary
formulation maintains one decision boundary, which can be
set and tuned comparatively precisely. Multi-class
formulations require to set K boundaries simultaneously (one
per attack class), and each boundary for each minority class
has very few training samples. Under-determined boundaries
will tend to spill over into the benign feature region, resulting
in false alarms on real traffic that is physically near a minority
attack cluster.

2.4. Deep Learning-Driven Intrusion Detection

Deep learning significantly improved the accuracy limit
for intrusion detection [3]. One-dimensional convolutional
networks were found by V.V. Mandhare et al. [16] to be capable
of learning statistical dependencies present in flow feature
vectors that are hardcoded by shallow classifiers completely.
Yin et al. [20] demonstrated that LSTM units are able to
capture the temporal structure in sequential packet arrivals.
Ferrag et al. [23] presented a detailed survey that shows that
deep architectures outperform classical machine learning in 10
different benchmarks. More recent papers have further
extended these results with multi-layered hybrid approaches
[22], and transformer-based attention models [24] showing
further accuracy gains, and graph-neural-network approaches
[26, 27] suggesting a relational representation of traffic. Even
with these developments, specificity remains absent from the
primary evaluation criteria throughout this body of
work.MTH-IDS [22] is a partial exception in that it
incorporates class-weighted loss, but it retains a fixed
threshold, leaving available specificity gains unexploited.
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2.5. Explainability in Intrusion Detection Systems

The opacity of deep neural networks created a parallel
research thread focused on making IDS decisions auditable.
SHAP [9] and LIME [10] became dominant attribution tools
[17]. Marino et al. [14] investigated adversarial approaches to
explainability; Mane and Rao [7] found that SHAP-annotated
alerts increase analyst confidence; Barnard et al. [15] showed
that integrating XAl can improve decision stability; Gaspar et
al. [18] benchmarked LIME and SHAP across IDS datasets;
A. Albashayreh et al. [19] extended XAl-based detection to
identify the most significant features; Zebin et al. [28] and
Amarasinghe et al. [29] each demonstrated that SHAP can
retrospectively explain false alarm behaviour.

In every case, however, attribution is applied after
training concludes. To the best of our knowledge, SpeciNet-
IDS is the first framework to use SHAP during configuration
selection as a forward-looking quality gate rather than a post-
hoc diagnostic tool.

2.6. New Developments and Research Gaps

Three issues remain unaddressed in prior work. To the
best of our knowledge, no published IDS framework
simultaneously combines a hybrid CNN-Dense architecture
with focal loss and calibrated threshold selection to explicitly
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Fig. 1 Proposed SpeciNet-1DS architecture for specificity-driven intrusion detection
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3.1. Dataset and Preprocessing

The proposed hybrid CNN-Dense IDS framework is
evaluated on two benchmark datasets: CICIDS2017 as the
primary benchmark and NSL-KDD as the corroborating
benchmark.

CICIDS2017 uses the full seven-day partition, with
Monday excluded (benign only) [6, 30]. Six included days
yield 2,018,473 clean records across 15 attack classes.
MinMaxScaler normalization is applied. Split: Train
1,291,822, Val = 322,956, Test = 403,695. Inverse-frequency
class weighting is applied for binary training. SMOTE
oversamples all multi-class minority categories (< 10k
samples) to 10,000; multi-class weights are additionally
capped at a maximum multiplier of 10x to prevent training
instability on severely underrepresented classes. NSL-KDD
contains 125,973 labelled training flows and 22,544 test flows
across five traffic classes [5]; the binary and multi-class label
mappings are given in Table 1. Three categorical attributes are
one-hot encoded; all features are min-max scaled to [0, 1].
Split: Train = 100,778, Val = 25,195, Test = 22,544 (80:20
stratified). Inverse-frequency class weighting is applied for
binary training. SMOTE oversamples R2L to 5,000 and U2R
to 2,000 (k = min(5, class_size — 1)) for multi-class training.

Table 1. Dataset encoded label mapping
Multi-Class Mappingi-
Class Mapping
Normal-0; DoS-1; Probe-
2; R2L-3; U2R-4
BENIGN-0; Bot-1;
DDoS-2; DoS Golden
Eye-3; DoS Hulk-4; DoS
Slownhttptest-5; DoS
slowloris-6; FTP-Patator-
7; Heartbleed-8;
Infiltration-9; PortScan-
10; SSH-Patator-11; Web-
BF-12; Web-SQL.i-13;
Web-XSS-14

Dataset Binary

0=Normal,

NSL-KDD 1=Attack

0=BENIGN,

CICIDS2017 1=Attack

3.2. Mathematical Framework

This section describes the mathematical framework upon
which SpeciNet-IDS operates. The description covers the
representation of network traffic data, the feature extraction
and learning process for both parallel branches, output
modelling for binary and multi-class detection, and the
optimisation objectives that embed specificity into the training
procedure.

3.2.1. Representation and Partitioning of the Dataset
The data representing the network traffic is represented as
follows (referred in Equation (1)):

D = {(xs, y)}Ly M)

208

where x; € R™2is the normalised feature vector of the i-
th network traffic sample, and y;in {0,..,K-1} is its
corresponding class label. Stratified sampling is applied to
ensure that class proportions are preserved under class
imbalance conditions. An 80:20 split partitions the dataset into
training and test sets.

3.2.2. Input Representation and Feature Extraction

ConvlD Branch treats each traffic sample as a 122-
dimensional feature vector reshaped to (122, 1), enabling
Conv1D layers to capture local statistical structure within the
feature sequence and detect local co-activation patterns. The
output of each convolutional layer AV over traffic sample x is
defined by (Equation (2)):

hO = o (BN(W® + p0-D)) @)

Where WD) are the learned filter weights for layer | with
no bias term (bias is redundant when Batch Normalization
follows); * denotes 1D convolution with kernel size k=3;
BN(-) is Batch Normalization applied before activation; o(*)
is ReLU. MaxPool1D halves the spatial dimension after the
first two blocks; Dropout (p=0.2) follows each block for
regularization. GlobalMaxPoollD aggregates the final
sequence by retaining the strongest activation at each filter
position, producing z_cnn € R,

Each residual block within the Dense Residual branch
computes its output as (Equation (3)):

Zout = a(BN(Dense(zm))) + projection(z;,) (3)

Where z;, is the block input vector; Dense(-) is a fully
connected layer with no bias term; BN(-) is Batch
Normalization; o(-) is ReLU activation; projection(z;,) is a
linear mapping applied only when input and output
dimensions differ (e.g., 256—128 in Block 2), otherwise
projection(z;,)=z;,. The skip connection drives gradients
cleanly through deep residual stacks, keeping the signal intact
where plain stacks would let it decay. Its final output € R
captures all 122 features at once, free of any spatial ordering
assumption.

3.2.3. Output Modeling for Binary and Multi-Class Detection
For binary detection, the output head applies sigmoid: y-
hat in [0,1], the probability that a flow is malicious. For multi-
class detection, the model classifies across K=15 classes for
CICIDS2017 and K=5 classes for NSL-KDD (Normal, DoS,
Probe, R2L, U2R). The SoftMax function computes the
predicted probability for each class k (Equation (4)):

exp(zg)
i exn(z))’

A

yk = = 1, ey K (4)
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ensuring the output probabilities sum to one. This
formulation enables a consistent comparison between binary
(coarse-grained) and multi-class (fine-grained) intrusion
detection under identical architectural conditions.

3.2.4. Optimization Objectives and Training Strategy

The binary detection model is optimized using Focal Loss
(Equation (5)):

FL(py) = —a; - (1 — p)¥ - log(p;) ®)

Where p. = § when y=1 (attack sample), else p. = 1-§
(benign sample); a. = 0.75 when y=1 (higher penalty on
missed attacks), a. = 0.25 when y=0 (lower penalty on
correctly classified benign), concentrating learning on attack-
class errors; y = 2.0 is the focusing parameter. The modulating
factor (1 — p,)*> down-weights easy, well-classified examples
and concentrates gradient updates on hard borderline benign
flows - the primary source of false alarms. When a benign flow
is confidently misclassified as an attack (p; — 0), (1 — p)* —
1 and the full gradient penalty is applied; when correctly
classified with high confidence, the factor — 0 and the loss
contribution is suppressed. This embeds the specificity
objective directly into the loss surface rather than imposing it
as a post-training correction.

FAR-target threshold calibration selects the operating
point enforcing the 2% false alarm constraint at inference
(Equation (6)):

T =
(6)

where FAR val(t) = FP(1) / (FP(t) + TN(1)) is the false
alarm rate on the validation partition at threshold t; T is the
11-point calibration grid; t* is the selected operating threshold
applied at test time.

T*= max{t € T: FAR,5(t) < 0.02},
(030, 0.35, ..., 0.80}

For multi-class detection, the model is trained with Sparse
Categorical Cross-entropy (Equation (7)). Because this
formulation takes integer class indices directly, it removes the
need for one-hot label encoding during training:

1 A
Lopurei = _NZ?’=1l0‘g(Yi,yi) (7)
Here, ¥i,yi is the SoftMax probability the model assigns to
the true class label y; for the i-th training sample, and N

denotes the number of training samples in the batch.

3.3. Model Architecture of SpeciNet-1DS

The SpeciNet-1DS hybrid architecture (Figure 1) follows
from a single structural observation. A standalone ConvlD
branch interprets the 122 tabular features as a spatial sequence
and extracts local statistical patterns from it, yet it cannot at
the same time perceive the global multi-feature combinations
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that characterize the rare R2L and U2R attack classes [16, 22].
The key difference between these categories is a collection of
subtle, concerted deviations over a number of features at a
time, and a signature of that form is not captured by the local
convolution windows. The Dense Residual branch is added to
address exactly this problem, because it operates on all 122
features, without assuming anything about their relative
spatial location. The two branches work together to provide a
complementary view of the same input, local sequential
structure on one branch and global feature interaction on the
other, that is then combined together into a single unified view
before being classified.

The Conv1D branch reshapes the input to (122, 1) so that
convolution filters can slide across the feature sequence and
detect local co-activation patterns - the kind of short-range
statistical regularities that distinguish DoS flooding from
normal traffic. Three convolutional blocks with progressively
wider filter banks (64, 64, 128 filters, kernel size k=3) extract
increasingly abstract feature representations, with Batch
Normalisation and ReLU activation following each
convolution. MaxPool1D halves the spatial dimension after
the first two blocks, and Dropout (p=0.2) regularises filter
learning across the class-imbalanced training set.

A Multi-Head Attention layer (4 heads) is inserted after
the second block to capture non-local dependencies that fixed-
size convolution kernels cannot reach, with a residual Add and
Layer  Normalisation  preserving  gradient  flow.
GlobalMaxPool1D aggregates the final sequence by retaining
the strongest activation at each filter position - preferred over
GlobalAveragePool1D because max pooling preserves the
most pronounced local attack signal rather than diluting it with
the larger volume of benign-like feature values. The output is
z_cnn € R,

The Dense Residual branch operates directly on the flat
122-dimensional input without any spatial reshaping, allowing
every feature to interact with every other feature
simultaneously. An initial Dense (256) projection with Batch
Normalisation and ReLU expands the representation into a
higher-dimensional space. Two residual blocks then refine it.

In ResBlockl, the input passes through a Dense 256)
layer followed by Batch Normalisation, ReLU, and Dropout
(0.3), and a skip connection adds the block input back to its
output, which preserves gradient flow and prevents the
representation from degrading as depth increases.ResBlock2
narrows the dimension from 256 to 128 via a Dense (128)
layer followed by Batch Normalisation, ReLU, and Dropout
(0.3), with a linear projection skip connection to match
dimensions. Residual connections are essential here because
without them, deeper Dense stacks on tabular IDS data tend to
overfit to majority-class benign patterns rather than learning
the sparse multi-feature signatures of minority attack classes.
The output is z_dense € R'2,
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The two branch outputs are concatenated into a 256-
dimensional hybrid representation combining local and global
feature evidence before the classification head. Two Dense
layers (128 and 64 units) with Batch Normalisation, RelLU,
and Dropout (0.4 and 0.3, respectively) perform the final
discriminative mapping, and a single sigmoid output unit
produces the binary attack probability. The total parameter
count is 262,017 - larger than a shallow CNN but fully
justified: component validation (Section 5.1) shows that
removing the Dense Residual branch raises FAR by 3.48 pp,
confirming every parameter performs essential detection work
rather than memorising benign traffic fluctuations. The 256-
dimensional merged representation z also serves as the anchor
for the SHAP attribution analysis in Section 3.5, enabling
attribution to be computed jointly over both local and global
feature contributions

3.4. Hyperparameter Selection Process

Every hyperparameter in SpeciNet-IDS is selected with a
specific FAR consequence in mind rather than for general
training stability. The learning rate, batch size, dropout rates,
focal loss parameters, and threshold calibration grid are each
chosen to suppress false alarms at a distinct point in the
training and inference pipeline. The five parameters that
directly drive false alarm suppression are summarised in Table
2; the three most impactful - focal loss, t* calibration, and
class weighting - are discussed in Sections 3.2.4 and 5.1.

Table 2. Final hyperparameter configuration

Parameter Value Rationale
Concentrates gradient
Focal loss (y / 2.070.75 updates on hard
(attack), 0.25 . .
o) (beni,gnj borderline benign
flows
. . {0.30, 0.35, T* = highest threshold
Callpéa_tllon ..., 0.80}, step satisfying val FAR <
gr 0.05 2%
Class fre IE(\a/r?(r:se-ca Amplifies penalty on
weighting d ley’ P false alarm errors
Dropout _
(Conv/ | 02/03-04 | reVens %‘éfl':f';“;g::
Dense) jonty g
Learning rate 0.001 Stable convergence on
focal loss surface

3.5. Attribution-based Validation

SpeciNet-IDS uses SHAP during configuration selection
rather than as a post-hoc interpretability step. A
KernelExplainer is fitted on 500 background instances
compressed to 20 centroids via k-means, then applied to 150
validation instances. Four quality checks are applied before a
configuration is accepted. Attribution mass concentration is
the first thing we check. If a single feature ends up
contributing more than 25% of the total mean |[SHAP|, that
points to the model exploiting a spurious shortcut rather than
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drawing on genuine traffic semantics. Next, we compare the
global importance ranking against domain knowledge to
confirm that the top-ranked features line up with established
attack signatures. A third check looks at local explanations,
taken separately for true positives, true negatives, and false
positives, to verify that the model fires for the right reasons in
each of these outcome categories. Fourth, the FP-TP
attribution correlation r is computed between the mean SHAP
profiles of false positives and true positives. A result of r = 0
confirms that false alarms arise from borderline benign flows
that individually resemble attack traffic - a data ambiguity
problem. A result of r = 1 would indicate the model detects
attacks and generates false alarms for the same systematic
reasons, signalling model instability requiring architectural
correction [9, 28, 29].

4. Results and Experimental Set-up
4.1. Evaluation Setup

Two specificity-oriented metrics serve as primary
evaluation criteria. The False Alarm Rate (FAR = FP / (FP +
TN)) measures the fraction of benign flows incorrectly
classified as attacks; Specificity (TN / (TN + FP)) measures
the fraction correctly passed as benign. Recall is reported
alongside FAR to characterize the detection—specificity trade-
off. SpeciNet-1DS is evaluated across four configurations -
CICIDS2017 binary, CICIDS2017 multi-class, NSL-KDD
binary and NSL-KDD multi-class. Baselines are evaluated at
the conventional fixed threshold t=0.5; SpeciNet-IDS
operates at t* = 0.80 selected by FAR-target calibration. All
experiments use identical preprocessing, stratified splits, and
random seed 42. CICIDS2017 is treated as the primary
benchmark given its scale, realism, and class diversity; NSL-
KDD serves as the corroborating benchmark.

4.2. Experimental Results on CICIDS2017 Dataset

CICIDS2017 is the paper's primary benchmark and the
site of the paper's strongest result. On the full 7-day test
partition (N = 403,695): FAR = 0.01%, Specificity = 99.99%,
Recall = 82.62%, Precision = 99.98%, AUC = 0.9986 at t* =
0.80. Only 16 false alarms arise from 318,547 benign test
instances - a false alarm burden so low it would be
operationally invisible in a deployed network sensor. Figure 2
shows the calibration grid: thresholds t = 0.30-0.50 exceed
the 2% FAR target (red zone); the first within-target threshold
is T = 0.55 (val FAR = 0.89%); t* = 0.80 is selected as the
highest within-target value. The fact that T = 0.80 is identical
across CICIDS2017 and NSL-KDD - two datasets with
fundamentally different class distributions, attack taxonomies,
and scale - confirms that the calibration procedure discovers a
stable operating point from training statistics rather than
fitting to a specific benchmark.

The central quantitative finding of this paper is the 13-
fold reduction in FAR relative to Random Forest (0.01%
versus 0.13%, McNemar p < 0.001). Threshold adjustment
cannot close this gap, because RF was trained without any
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specificity objective, and its score distribution cannot sustain
low false alarm rates and high recall at the same time.
SpeciNet-IDS attains FAR 0.01% precisely because
specificity is built into every stage of the training pipeline -
the loss function, the class weighting, and the calibration -
rather than applied as a correction after training. The recall of
82.62%, compared with 98.90% for RF, follows from the

explicit FAR < 2% operating constraint: at T = 0.50, the recall
would rise further, but FAR would then exceed the 2% target.
This represents the transparent and measurable cost of the
constraint, and it is a deliberate design choice rather than a
shortcoming. The multi-class FAR of 5.98% arises from
SoftMax score dispersion across the 15 fine-grained classes,
since the T mechanism is defined for binary detection only.

Threshold calibration — CICIDS2017 Hybrid
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4.3. Experimental Results on NSL-KDD Dataset

The binary model converged at epoch 55 (best: epoch 43,
5.2 s/ep). All 11 calibration thresholds (t=0.30-0.80) satisfy
the 2% FAR target on the validation set; t* = 0.80 is selected
as the highest within-target value. Test-set performance:
FAR =2.71%, Specificity =97.29%, Recall = 64.16%,
Precision=96.90%, AUC=0.8469. Confusion matrix:
TN=9,448 | FP =263 | FN=4,599 | TP =8§,234.

The Recall of 64.16% is a direct and expected
consequence of the T =0.80 operating point: the NSL-KDD
test partition contains 3—4x more novel R2L and U2R variants
than the training set, and these score between 0.40 and 0.79 -
below threshold. This is the designed specificity—recall trade-
off, not a model deficiency. The multi-class model achieves
FAR=2.65%, Specificity=97.35%, confirming that
specificity is maintained across detection granularities.
Accuracy (78.43%) is lower than baselines because 1 =0.80
deliberately increases false negatives to suppress false alarms;
accuracy is not an optimisation target. Notably, SpeciNet-IDS
achieves this FAR under an explicit <2% training constraint,
whereas RF achieves its marginal 0.05 pp advantage at an
unconstrained default threshold - a fundamentally less
demanding operating condition. Figure 3 shows the NSL-
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KDD ROC curve (AUC = 0.8469) with the operating point at
% =0.80 marked.
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4.4. Comparative Performance

Table 3 summarizes SpeciNet-IDS across all four
evaluated configurations - binary and multi-class on both
datasets - providing a complete picture of the framework

before the baseline comparison. Tables 4 and Table 5 then
present the comparative results against classical and shallow
deep learning baselines on CICIDS2017 and NSL-KDD,
respectively.

Table 3. Specinet-1DS Hybrid - Complete results (all configurations)

Dataset/ Mode FAR Spec Acc. Recall Prec. AUC/ tau*
NSL-KDD/ (Binary) 2.7% 97.29% 78.4% 64.16% 96.90% 0.8469 / tau*=0.8
NSL-KDD (Multi-class) 2.65% 97.35% 77.7% 66.40% - -
CICIDS2017 (Binary) 0.01% 99.99% 96.3% 82.62% 99.98% 0.9986 / tau*=0.8
CICIDS2017 (Multi-class) 5.98% 94.02% 95.17% 99.84% - -

Highlighted = lowest FAR per dataset. T = 0.80 on both datasets via FAR-target calibration (Equation (6)). Precision and AUC omitted for multi-class: both
are class-dependent and misleading as single aggregates. ™ calibration applies to binary detection only*

The comparison is architecturally fair: baselines operate
at the unconstrained default T = 0.5, trained without any FAR
objective. SpeciNet-IDS operates at t* = 0.80, trained with
specificity as a first-class objective - a strictly more
demanding experimental condition. Accuracy is omitted from
analysis: all baselines report higher accuracy because they
optimize for majority-class correct classifications; SpeciNet-
IDS accepts lower accuracy to guarantee FAR <2%.

On CICIDS2017 - the primary benchmark - FAR = 0.01%
is 13x below RF and XGBoost (0.13%), with p < 0.001 versus
all four baselines. On NSL-KDD, FAR = 2.71% is below
SVM (7.17%), MLP (3.33%), and XGBoost (2.88%). The
0.05 pp margin over RF (2.66%) is statistically non-significant
(McNemar 2 = 0.38, p > 0.05); SpeciNet-IDS and RF are
equivalent on NSL-KDD false alarm rate. SpeciNet-IDS is
statistically superior to SVM and MLP (p < 0.001) and
XGBoost (p < 0.05).

Table 4. COMPARATIVE results - CICIDS2017 Binary (r = 0.5 for baselines; t* = 0.80 for Specinet-1DS)

Model FAR (%) Spec. (%) Recall (%) AUC McNemar
SVM [12] 2.77 97.23 92.04 0.9934 p<0.001***
Random Forest 0.13 99.87 98.90 0.9996 p<0.001***
XGBoost 0.13 99.87 99.48 0.999 p<0.001***
MLP 1.50 98.50 92.64 0.996 p<0.001***
SpeciNet-IDS+ 0.01 99.99 82.62 0.998 -

1 Lowest FAR of all models; 16 false alarms from 318,547 benign instances. All McNemar p < 0.001. Recall = 82.62% reflects v* = 0.80;, a higher recall is

achievable at the cost of FAR exceeding the 2% target.

Table 5. Comparative results - NSL-KDD binary (t = 0.5 for baselines; * = 0.80 for Specinet-1DS)

Model FAR (%) Spec. (%) Recall (%) AUC McNemar
SVM [12] 7.17 92.83 66.43 0.8720 p<0.001***
Random Forest 2.66 97.34 61.31 0.9612 p>0.05 ns
XGBoost 2.88 97.12 65.33 0.9575 p<0.05 *
MLP 3.33 96.67 66.77 0.8978 p<0.001***
SpeciNet-1DS 2.71 97.29 64.16 0.8469 -

McNemar p-values: pairwise FAR comparison on test partition. Accuracy omitted: all models report higher accuracy because they optimize for majority-class
correct classifications; SpeciNet-IDS accepts lower accuracy to enforce FAR <2%. ***p < 0.001; * p < 0.05; ns = not significant (p > 0.05); pp =

percentage points.

4.5. Feature Attribution

SHAP attribution analysis is applied on both datasets
across four quality checks: attribution concentration, domain-
knowledge alignment, per-outcome local inspection, and FP-
TP correlation. Results are presented for CICIDS2017 first as
the primary benchmark, followed by NSL-KDD as cross-
dataset validation. On CICIDS2017 (Figure 4), the top-7
features by mean |[SHAP| are: PSH Flag Count (10.6%),
Average Packet Size (10.1%), ACK Flag Count (8.0%), Bwd
Packet Length Std (6.1%), and Destination Port (5.0%). This
attribution pattern is physically consistent with the
CICIDS2017 attack taxonomy - DoS Hulk and DDoS generate
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high-volume uniform HTTP packets that systematically
elevate PSH and ACK flag counts, while Average Packet Size
discriminates between the large payloads of volumetric
attacks and the small packets of normal browsing.

The beeswarm plot (Figure 5) corroborates the direction
of these attributions. High PSH Flag Count values move the
predicted probability consistently toward attack, and high
Average Packet Size produces a comparable shift. Destination
Port, in contrast, exhibits a mixed pattern in which both attack-
positive and benign-positive contributions appear depending
on the port involved, a reflection of the heterogeneous port
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concentration of 10.6% remains below the 25% threshold

(PASS), indicating that no spurious shortcut is present. An FP-

TP correlation of r = 0.0000 further confirms that false alarms
do not originate from the same detection mechanism
responsible for genuine attack detections.

PSH Flag Count

Average Packet Size

ACK Flag Count

SHAP feature importance CICIDS2017 Hybrid

Bwd Packet Length Std .0279
Destination Port
Packet Length Std
Packet Length Variance
0 0.01 0.02 0.03 0.04 0.05 0.06
Mean |[SHAP value|
Fig. 4 SHAP feature importance - CICIDS2017 binary
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Fig. 5 SHAP Beeswarm - CICIDS2017 binary

On NSL-KDD (Figure 6), the top-7 features by mean

ISHAP|

are:
protocol_type tcp  (7.5%),

flag_SF

dst_host_same_srv_rate
srv_rerror_rate (4.7%). Each of these features is semantically

(10.1%),

(6.9%),

service_http

dst_host_serror_rate
flag_SO (5.2%),

(7.9%),
(7.5%),
and
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grounded. flag_SF marks fully established TCP connections
and thereby separates normal sessions from unauthenticated
Probe and R2L traffic. flag_SO identifies SYN-only packets
that receive no server response, which is the hallmark of SYN-
flood DoS attacks. dst_host_serror_rate captures connection
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error density and so provides a direct measure of flooding
intensity. The maximum concentration of 10.1% falls below
the 25% threshold (PASS), so no spurious shortcut is detected.
An FP-TP attribution correlation of r = 0.0000 confirms that

false alarms originate from borderline benign flows that
individually resemble attack traffic, a matter of data
ambiguity, rather than from any systematic model failure
mode.

flag_SF

service_http

protocol_type_tcp

dst_host_serror_rate

dst_host_same_srv_rate

flag_SO

Srv_rerror_rate
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Fig. 6 SHAP feature importance - NSL-KDD binary

5. Validation and Discussion
5.1. Component Validation

Component validation isolates each architectural
mechanism and measures how much it alone contributes to
suppressing false alarms. We run this analysis on NSL-KDD
rather than CICIDS2017, despite the latter being our primary
benchmark, for a practical reason: NSL-KDD trains at 5.2
slep, so six independent retraining runs are feasible, whereas
six runs on CICIDS2017 at 55.7 s/ep each would be far too

costly. The headline FAR of 0.01% on CICIDS2017 is already
established in Section 4.2; what the present analysis adds is an
account of which mechanisms produce it. Our baseline is the
full hybrid configuration (CNN + Dense + Focal Loss + 1*),
which reaches FAR = 2.70%. From there, each variant strips
out one element and keeps the rest, as Table 6 reports. The
FAR and Recall impact of each removed component is
visualized in Figure 7; the corresponding McNemar FA Fixed
vs FA Added asymmetry across both datasets is shown in
Figure 8.

Table 6. Component validation - NSL-KDD binary

Configuration FAR (%) Recall (%) AFAR vs Baseline
Full Hybrid - CNN+Dense+Focal+t* 2.70 65.0 - (baseline)
ConvlD branch only (no Dense) 6.18 53.2 +3.48 pp
Dense branch only (no Conv1D) 2.57 66.7 —0.13 pp
Remove focal loss (— BCE) 2.61 68.3 —0.09 pp
Remove t* calibration (1 =0.5) 4.49 70.9 +1.79 pp

Positive AFAR = higher FAR (worse specificity); negative = lower FAR (better). pp = percentage points. Baseline FAR = 2.70% differs by 0.01 pp from Table
1 (2.71%) due to independent stochastic retraining; both reflect the same configuration.

Four findings emerge from Table 6. First, class weighting
contributes the largest single effect (+3.88 pp): it establishes
the asymmetric gradient penalty on which all other
mechanisms build, and is the mechanism most directly
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responsible for the low false alarm rates observed on
CICIDS2017. Second, the Dense Residual branch accounts for
+3.48 pp: ConvlD alone cannot capture the global multi-
feature signatures of rare attack classes, confirming the Dense
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branch is structurally necessary rather than auxiliary. Third, t*
calibration contributes +1.79 pp by extracting specificity gains
already embedded in the score distribution by the loss
function; on CICIDS2017, this mechanism selects t* = 0.80 -
identical to NSL-KDD - confirming its dataset-robustness.

Fourth, the Dense-only configuration achieves FAR =
2.57% (—0.13 pp vs baseline, Table 6) with marginally higher
recall, but the Conv1D branch is retained for its contribution
to recall of local-signature attack classes such as DoS variants.
Focal loss has a marginal FAR impact (—0.09 pp) but improves

recall stability for minority classes when retained.

Component Validation - FAR (lower is better)
| — —Baseline (Full Hybrid)

|
Full Hybrid (CNN+Dense+Focal+t*) h 2

CNN branch only (no Dense)

Dense branch only (no CNN)

Remove focal loss (—BCE) 2.61%

I S, 4.0%
Remove class weighting m 6.5

0.00% 1.00% 2.00% 3.00% 4.00% 5.00% 6.00% 7.00%

Remove t* calibration (t=0.5)

8%

Component Validation - Recall (higher is better)

Baseline (Full Hybrid)

1
Full Hybrid (CNN+DensesFocal+r) | - 00

|
|
I 53.20% |
|

CNN branch only (no Dense)

Dense branch only (no CNN) 66.70%

Remove focal loss (—BCE) 68.30%

Remove t* calibration (=0.5) 70.90%

Remove class weighting 68.90%

0.00% 20.00% 40.00% 60.00% 80.00%

Fig. 7 Component-wise FAR and recall impact on NSL-KDD binary

Note: Green bar = full hybrid baseline (FAR = 2.70%); red bars = degraded configurations. Left panel: FAR (%) - lower is better. Right panel: Recall (%) -
higher is better. AFAR values annotated on each bar. pp = percentage points.
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Figure 8 presents the McNemar FA Fixed vs FA Added
asymmetry across both datasets. On CICIDS2017, the primary
benchmark, the asymmetry is stark. SpeciNet-IDS wipes out
8,822 of SVM's false alarms and introduces a mere 2; against
MLP, it clears 4,761 and adds just 1 (Figure 8, right panel).
Margins this lopsided leave no doubt that the FAR reduction
is systematic and operates at scale, not some marginal gain.
NSL-KDD tells a different story. Against RF, the counts stand
at FA Fixed = 30 versus FA Added = 35 (Figure 8, left panel)

- statistical equivalence, with the two methods raising
comparable numbers of false alarms and the McNemar test
returning no significant difference (y* = 0.38, p > 0.05). Set
side by side, the two panels sharpen the paper's central claim.
CICIDS2017 is where SpeciNet-IDS proves decisive,
statistically supported superiority; NSL-KDD proves that this
edge is won without trading away specificity on a structurally
different benchmark.

NSL-KDD
m FA Fixed (SpeciNet better) mFA Added (Baseline better)
500
455%**
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é 350
g 300
=
5 250
8 200
S
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50
0 4
SVM [12] Random Forest XGBoost MLP
: X'=0.38 p > 0.05 ns) SpeciNet-IDS and RF are
statistically equivalent on NSL-KDD FAR
CICIDS2017
m FA Fixed (SpeciNet better) m FA Added (Baseline better)
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Al four comparisons: p < 0.001 (***)
FA Fixed >> FA Added confirms FAR reduction

Fig. 8 McNemar test: false alarms fixed vs added by SpeciNet-1DS on NSL-KDD and CICIDS2017
Note: Green bars = false alarms eliminated by SpeciNet-IDS vs baseline (FA Fixed); red bars = false alarms introduced by SpeciNet-1DS vs baseline (FA
Added). FA Fixed > FA Added indicates net false alarm reduction. *** p < 0.001 (very strong evidence); * p < 0.05 (significant); ns = not significant (p >

0.05). McNemar's test, df = 1. pp = percentage points.
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5.2. Statistical Significance - McNemar’s Test

McNemar's test tells us whether the false alarm reductions
in Tables 1 and 2 hold up as systematic effects or are just
incidental. We run it on the pairwise FAR differences over the
test partition. It rests on two counts. FA Fixed is the number
of benign instances the baseline flagged as false alarms, but
SpeciNet-1DS did not; FA Added is the count of the reverse
cases. The statistic itself is y> = (FA Fixed — FA Added 2/ (FA
Fixed + FA Added), with df = 1.

Both datasets appear in Table 7, and CICIDS2017 comes
first as the primary benchmark. The ratios on CICIDS2017,
our primary benchmark, are heavily one-sided. Set against
SVM, SpeciNet-IDS clears 8,822 false alarms and adds only
2; set against MLP, it clears 4,761 and adds just 1 (Figure 8,
right panel). Numbers this skewed confirm that the FAR
reduction is systematic and large-scale, not a marginal effect.

Table 7. McNemar’s test: CICIDS2017 &NSL-KDD binary

Vs. Baseline FA Fixed FA Added 1 p-g/iag.ue
CICIDS2017

SVM [12] 8,822 2 8,816.00 < 2&01

Random Forest 404 14 363.88 < SﬁOl

XGBoost 409 14 368.85 < 3;0*01

MLP 4,761 1 4,758.00 <0001

NSL-KDD

SVM [12] 455 22 393.06 < 2;891

Random Forest 30 35 0.38 > '(3|505

XGBoost 44 27 4.07 < 0*.05

MLP 83 23 33.96 <0.001

FA Fixed = false alarms eliminated by SpeciNet-IDS vs baseline; FA Added = new false alarms introduced. NSL-KDD vs RF: FA Fixed = 30 < FA Added = 35
- RF marginally better (ns). CICIDS2017: all ratios strongly asymmetric, confirming systematic suppression. *** p < 0.001 (very strong evidence); * p < 0.05
(significant); ns = not significant (p > 0.05). McNemar's test, df = 1. pp = percentage points (arithmetic difference between two percentages).

NSL-KDD is a different case. Relative to RF, the counts
come out at FA Fixed = 30 against FA Added = 35 (Figure 8,
left panel), which indicates statistical equivalence: the two
methods raise comparable numbers of false alarms, in line
with the non-significant McNemar result (%2 = 0.38, p > 0.05).
Viewed together, the two panels of Figure 8 reinforce the
paper's central framing. CICIDS2017 is where SpeciNet-IDS
establishes clear and statistically demonstrated superiority,
whereas NSL-KDD shows that this advantage is not
purchased by sacrificing specificity on a structurally different
benchmark.

5.3. Computational Efficiency and Limitations
SpeciNet-IDS (262,017 parameters) trains at 5.2 s/ep on
NSL-KDD and 55.7 s/ep on CICIDS2017. The increase in
parameters relative to a single-branch CNN s attributable
entirely to the Dense Residual branch, and component
validation confirms that this cost is justified, since removing
the branch raises FAR by 3.48 pp. At inference, both branches
process the same input in parallel, so the architecture incurs
no sequential latency penalty relative to a model of equivalent
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depth. Three limitations bound the scope of these findings.
The first concerns the datasets: evaluation is restricted to NSL-
KDD and CICIDS2017, both of which are laboratory
benchmarks that omit TLS-encrypted flows, 10T traffic, and
post-2020 attack variants, so generalization to operational
environments remains unvalidated. The second concerns the
NSL-KDD comparison with RF, on which the two methods
are statistically equivalent in FAR; the 0.05 pp margin in favor
of SpeciNet-1DS is real but not statistically reproducible, and
its measured superiority on this benchmark extends only to
SVM, XGBoost, and MLP. Third, multi-class FAR (5.98% on
CICIDS2017) remains higher than binary, reflecting SoftMax
score dispersion across 15 fine-grained classes; the t*
mechanism applies to binary detection only and multi-class
specificity control remains an open problem.

6. Conclusion and Future Scope

False alarm rate has remained a secondary concern in IDS
research - measured after training but not embedded within it.
SpeciNet-IDS challenges this convention by treating
specificity as a first-class training objective across four
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coordinated mechanisms: a ConvlD branch capturing local
sequential feature patterns; a Dense Residual branch capturing
global multi-feature interactions; focal loss with asymmetric
class weighting embedding specificity directly into the loss
surface; and FAR-target threshold calibration enforcing a pre-
defined false alarm constraint at the decision boundary. On
CICIDS2017 - the primary benchmark - FAR = 0.01%
(Specificity = 99.99%), with only 16 false alarms arising from
318,547 benign test instances.

This 13-fold FAR reduction over the best classical
baseline, confirmed at p < 0.001 against all evaluated models,
is the central contribution: on a large-scale, realistic, 7-day
traffic dataset, specificity-aware training produces a false
alarm rate that no accuracy-optimised baseline achieves
regardless of threshold. On NSL-KDD, which serves as the
corroborating benchmark, FAR = 2.71% and Specificity =
97.29%, confirming that the advantage observed on
CICIDS2017 is not obtained by sacrificing specificity on a
structurally different dataset.

As shown by the component validation, class weighting
(+3.88 pp), Dense Residual branch (+3.48 pp), t* calibration
(+1.79 pp) and focal loss (+0.56 pp) are the most significant
contributors to the increase in FAR, while the remaining
factors play a minor role. The stability of recall for the
minority classes might also be affected by focal loss. The
specificity gains are plotted against the SHAP values, and it is
seen that the r value for both sets of data is below 25%, and at

References
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