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Abstract: There is incredible volume of data that is
generated at exponential rate by various organizations
such as hospitals, insurance companies, banks, stock
market etc. It is done by excellence of digitization of
technology. It is well known that very large amount of
data is being generated by different electronic devices.
This data could be processed to help decision making.
However data analytics is prone to privacy violations.
There is no doubt that the data analytics is extremely
helpful in decision making process, but it will cause some
serious privacy concerns. So protect the individual privacy
in the process of data analytics became most important
and necessary task. In this paper, various threats related
to privacy are examined. Technigques and models of
privacy preserving are also discussed limitations.
Nowadays the role of algorithms of PPDM is very crucial.
Today, no doubt a number of PPDM techniques have been
grown to preserve the privacy of individual. Some of them
are cryptography, secured sum algorithms, perturbation
and k-anonymity. Here main focus is on current
researches related to PPDM. The paper will enable to
understand the different challenges that are confronted in
PPDM. It will also help to learn and apply the best
applicable technique according to different data
circumstances.

Keywords:  Anonymization,  cryptography, Neural
Network, Perturbation, Privacy Preserving Data Mining
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1. INTRODUCTION

Data mining is a fundamental processes of discovery of
knowledge in databases. Data mining is a branch of
research that deals with the obtaining the beneficial
information from huge datasets. It can be applicable on
different type of applications areas. The datasets that are
mined can be of any form like patterns, clusters or may be
based on classification. While performing the process of
data mining the sensitive data of individual, most of the
time, get disclosed to various people. That could be data
collectors, data owners, data users and data miners.

There is a massive amount of data that is available
to get knowledge about individuals. The source of this is
data collected from public. PPDM is a well-known branch
data mining that deals with the privacy of individual.

The purpose of this paper is to review the complete
literature in current PPDM research. This will very
beneficial to get better understanding of existing
techniques. There are a number of techniques that can be
used to preserve the privacy. To discuss the related
techniques this paper is organized. The flow of the further
paper is as: Section Il provides basics of data mining and
privacy concerns. Section Il is about the classification of
PPDM techniques, Section IV explores the literature
survey related to PPDM and explains the research Gap of
various studies, and Section V compares the techniques of
PPDM. A SECTION VI concludes the whole study.

I1. DATA MINING AND PRIVACY CONCERN
There is no doubt that today’s world is full of huge
amounts of data that are collected on daily bases. To
analyse such data is a crucial task. Data mining is a current
technology for obtaining knowledge. In this process, there
can be disclosure of personal information about
organizations and individuals. Confidentiality is the major
problem that arises in any massive collection of data.
PPDM deals with privacy protection in data mining.
Fundamental function of PPDM s to acquire data mining
results that are valid and without reveal the corresponding
sensitive data. The need for privacy is sometimes due to
individual respect or it can be motivated by business
interests [3]. Paper [4] defines the PPDM as obtaining
valid results of data mining without disclosure of the
personal information. The aim of PPDM is to produce
valid data mining results through privacy requirements.
The study od PPDM can be one of the three approaches:
(1) data hiding, personal data can be modified, blocked,
in order to secure the privacy. (2) rule hiding, personal
data can be drawn out by using some data mining
technique. (3) Secure Multiparty Computation (SMC), in
this the data that is going to be distributed are encrypted
before shared for further uses. PPDM is a growing
research area where a various algorithms have been
developed, so there is a necessity for integration of
different literature that is available to understand the
problem, identify implicit research issues, making some
novel research ideas, and then make comparison of
performance of different techniques and approaches.
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A. Privacy Threats in Data Analytics
Major threats in data mining that are regarding to
individual privacy are shown in the following table.

TABLE I: PRIVACY THREATS
S. | Name of | Description
N | Threat
0.
1 | Surveillance Surveillance is based on the

sentiment  analysis. Many
opinions about data can be
drawn from this. It is possible
when somebody continuously
monitoring the behaviour of
their customer’s activities.
Surveillance is one of the
serious privacy threats
because nobody accepts this.

The data holder shared data to
the third party for the purpose
of analysis. Anonymization
can be used for this purpose.
The data analyst at third party

2 | Disclosure of data

can  easily map this
information with the external
data sources.

3 | Discrimination Discrimination is also privacy
threat which can happen due
to inequality. It is some time
happens that some personal
information of someone is

disclosed.

4 | Personal
embracement

Due to personal embracement
private data of a person can be
disclosed. It is also a privacy
threat.

5 Sometimes lack of awareness
is one of another reason for
various privacy attacks. There
are a number of smart phones
users who are not aware of
this that their privacy is stolen
by various applications stored
in their mobile. Based on the
previous research it can be
said that only 17% of mobile
phone users are aware of this

[9].

Lack of
awareness

I11. PRIVACY PRESERVING DATA MINING
(PPDM) METHODS & TECHNIQUES
There is no doubt that privacy is very major issue while
sharing various types of digital data. Many Privacy
preserving techniques were developed like Perturbation,
Swapping, and Anonymization etc. According to V. Jane
Varamani Sulekha [31] there are four stages of PPDM
techniques as given in figurel. At the very first stage, the
data or information which taken from different databases
are in the form raw data, is more sensitive in nature. At
this stage, the raw data is compiled which is collected
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from various databases. Various PPDM techniques are
applied on the raw data for transformations at the second
stage. Basically removal of sensitive attribute and quasi
identifiers is done at this stage. The PPDM techniques are
applied on raw data in second stage as shown in figurel.
At the third stage, different data mining algorithms are
applied. There could be some modification in algorithms
(data mining) for the purpose of protection of privacy.
And finally at the fourth stage, output of several data
mining algorithms is produced. Different rules and pattern
are brought out at this stage.
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Fig. 1 PPDM Architecture [31]

A. PPDM Techniques

There are a number of techniques are present to preserve
the privacy. According to Alpa Shah, the vital
classification of PPDM is based on Anonymization,
Perturbation, Cryptography, Fuzzy and Neural Networks
[5]. These are classified as in this figure2.

Neural network
Central server

Anonymization

Anonymization

Dstributed scenario Perturbation

Cryptography

Fig. 2 Classification of PPDM

a) Centralized/Data Publishing Scenario: Centralized
scenario is also known as the data publishing scenario.
The data can be published publically in its original form.
Even though it is also possible that there is no encryption
is done in the format. Some types of alterations have to be
applied before disclosing the data to maintain the privacy
of data of individuals. The techniques used in this scenario
like Neural Network based, Fuzzy based and
Anonymization based are discussed here. Hayden
Wimmer and Loreen Powell [33] provide the framework
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of PPDM using neural network. They discussed the
different PPDM techniques and their effects of on machine
learning algorithms. Firstly, they read a data set file and
provided the classification using machine learning
algorithm. Secondly, they read the same data file and they
applied a privacy structure on it and applied the same
machine learning algorithm on it. K-anonymization
technique of PPDM is employed for the study. The
general framework is detailed in Fig.3 described the
mentioned framework. In their given work, they used k-
anonymity as the PPDM technique

Begin Begin

Data file Data file
Privacy Framework k-Anonymity framework
Neural network

Al Framewok

Classified Document Classified Document

it
i

END END
() (b)
Fig. 3 (a) Machine Learning & Framework of PPDM,
(b) ANN Flow

Fuzzy based privacy preserving data mining is well
demonstrates by Stanley [18]. He discussed different
fuzzy-based mapping techniques in his paper. He also
compared various mapping approaches are in terms of
PPDM property and checks their potential to maintain the
same relationship.

b) Distributed Privacy Preserving Data Mining:

Privacy preserving data mining permits the distribution of
personal and private data for the purpose of analysis.
Recently there are several techniques and methods have
been elaborated for the same. In most of the techniques
some type of alteration is performed to the data to provide
the protection to the privacy. Three approaches are used in
distributed privacy preserving data mining. These are
Perturbation model, Cryptographic protocols and
Anonymization. Perturbation is also a most popularly used
technique in PPDM and it is basically used for electronic
health record (EHR). In data perturbation the data is
distorting using the noise. Both additive noise and
multiplicative noise can be used for the purpose of
distortion. The major challenge that is faced in data
perturbation is that the balancing the ratio of protection of
privacy and the quality of data. Both of these factors are k
contradictive factors. D.Kavitha explained various types of
Data perturbation approach. The author classified it into
the different categories [34]. This is shown in the
following figure:

Additive

Multiplicative

Data Swapping

Resampling

Data Aggregation
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1
[ |

Data Randomization

Categorical Data

Fig.4: Perturbation Techniques

Data perturbation can be broadly classified in two
categories. These are: 1) Probability distribution approach,
2) Value distribution approach. Perturbation approaches
can be of three types [13]. These are shown in the
following figure
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Fig 5: Perturbation approaches

So as shown in the above Figure, data perturbation can be
done by several techniques. In data Swapping technigue,
the values of different records are swapped with each
other to perform the privacy preserving. The major benefit
of data swapping approach is that only lower order data
can be preserved. In randomization, the data is shuffled
vertically. The position of the selected record is changed.
This will help to hide the exact identification of the record.
In Anonymization, privately identifiable data is preserve
by generalizing the attributes. K-anonymity is an
anonymization method that aims to hide the particular
record among a group of records. There are some
techniques used in anonymization are listed below in the
figure

n

I K —anonymity kl T-c.loseness I I L-div;rsity I I Slicing I

Fig.6: Approaches of Anonymization
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K —anonymity is used to apply anonymization method.
When anonymization method is used for privacy
preserving then it is ensured that the transformed data is
true but there is some information loss. P.AnnanNaidul
[17] stated that in Anonymization technique the original
data sets altered using k-anonymous. It is with respect to
quasi-identifier attributes. Different approaches are shown
in figure 6. The following tables represent the original
data set and k-anonymous data.

TABLE Il ORIGINAL DATA SET

Emp id Name Age Salary
1201 Jonh 35 40000
1202 Carry 48 45000
1203 Pear 32 35000
1204 Daisy 40 42000

TABLE 111 K-ANONYMOUS DATA

Emp id Name Age Salary
1# Jonh 3 40000
1# Carry 4# 45000
1# Pear 3# 35000
1# Daisy 4# 42000

L-diversity is a technique that can be solution for attribute
level privacy problem faced with K-anonymity. In T-
closeness, the distribution of a sensitive attributes in any
particular class should be close to the distribution of the
attributes in the overall table. It should not be more than t
threshold. This technique is not effective whenever there
is increasing in dimension.

Cryptography is one of the methods that is commonly
used to preserve the personal data. In cryptographic
technique  main focus is on the safety of sensitive
attributes. This concept was proposed by authors in [35].
According to them the individual’s privacy may be broken
at the final stage of data mining. Different types of
encryption can apply to preserve the identity and the
sensitive information of the records. A number of

protocols are used to achieve the security in Cryptography.
These are shown in the below Fig.7 [5] [34]. As the
authors described about the various protocols like Two
party case, Multiparty case, oblivious transfer and
oblivious polynomial evaluation.

Two
Party
Case

y . Oblirious
Oblivious _ Cryptogra _ o0 oy
transfer phy evaluation

Multi
Party Case

Fig.7 Cryptographic Methods

All the methods and techniques discussed above are
successfully proved to achieve the privacy to the certain
level but they suffer with some limitations. Data mining
algorithms and techniques can be useful if these are
efficient enough to achieve the goal of gaining trusts by
preserving the privacy of a person.

IV. REVIEW OF LITERATURE BASED ON
EXISTING PPDM IN TERMS OF TECHNIQUES &
APPROACH

Nowadays there is a need to develop a powerful and
strong model that is scalable meet different issues
regarding PPDM. Regarding this, the paper recognised the
literature gaps of various literatures and analysed them for
further more enhancements, significant robust privacy
protection, and preservation. There are a number of
techniques of preserving the privacy are used. These are
based on the requirements in real-world data processing.
The following literature is carried out in the topic
mentioned. Currently there are a number of data mining
techniques that are used to protect the privacy. These
techniques are used in PPDM for different research
purpose. Intensive research findings revealed that the
existing privacy preserving algorithms and approaches are
still suffered from incompleteness. The following table 4
outline the different techniques used in PPDM and
relevant research gap of current studies.

TABLE IV LITERATURE REVIEW AND RESEARCH GAP OF VARIOUS STUDIES

Author(s)/Year Techniques Datasets Performance Research Gaps
S.Kaliappan[27] Ant Colony Optimization, | Real-time The proposed algorithm is Other data hiding
Random Rotation | healthcare better in utilization and a techniques can be
Perturbation, K-means combination of K-means explored.
clustering clustering algorithm. This Furthermore, by
method protects the privacy of | choosing suitable QI
individual more accurately attributes.
Shengyao Zhou, etal. | MEDICAL Medical MABM algorithm has better | A threshold should be
[37] AGGLOMERATION insurance scalability, more efficient in | determined. And after
BEHAVIORS MINING | industry. running parameter than Eclat | then the fraud of the
(MABM) algorithm and Apriori | person’s card can be
algorithm. judged,

59
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Akash Siddhpura
Prof. Daxa V.
Vekariya [19]

PPDM

hybrid

algorithm(cryptography and

perturbation)

archive.ics.uci
.edu (Machine
Learning,
UCI) (Indian
Liver Patient
Dataset ,
Balance Scale
Dataset ,
Ablone
Dataset , and
Bank

In this, the data is converted in
to their respective asci values
then apply perturbation
techniques and after then
cryptography technique was
applied on the data.

We can also work
with the video and
audio data.

Marketing
Dataset)
Carson K. Leung*, privacy-preserving  item- It is used in the Apache Spark | PPDM mining can be
Calvin S. H. Hoi [12] centric mining algorithm -- environment to find frequent | improved and
PP-UV-Eclat patterns. publishing step can be
shifted from the post
processing step to
intermediate
processing step
Arshveer Kaur[10] Privacy Preserving Hybrid | Database Information loss is  Zero,

Technique( Suppression | stored on Ms | Execution Time are minimum --
and Perturbation) Access and Privacy Preserved is
maximum
Surbhi Sharma, Multi-party privacy | Student data Performance in the terms of | In this algorithm
Deepak Shukla[38] preserving data mining for accuracy is high, error rate is | complexity time
vertically partitioned data low, time consumption high | consumption should
and memory  consumption is | be measured as low
low as compared to ¢ 4.5
David Kenyon , J.H.P | Privacy Preservation | Sample of | R, Hadoop and Hive are used
Elof [21] method of prediction short-term to test the insurance claims
insurance fraud and it is done with help
claims of different PPDM.
A. Sheshasayee, Data mining tools which | Healthcare Efficient Review semi-supervised

S,SusanThomas
[16]

are efficient in detecting
upcoding frauds

method of learning
would  be highly
appreciable in fraud
detection

V. COMPARISON OF PPDM TECHNIQUES

Privacy preserving has become crucial in data mining.
Today there present a number of various techniques,
algorithms and approaches to preserve the privacy. Some
of them are discussed in this paper. Table 5 presents a
comparison of various PPDM techniques. It also illustrates
the methods that are employed by different techniques.
The table summarizes the discussion in previous sections

on PPDM techniques

TABLE V: COMPARISON OF PPDM

TECHNIQUES
S. | Techniques Methods Scenarios
N Employed
0.
1 Anonymization | Generalizatio | Central
n Commodity
Suppression,
Permutation
2 Condensation Aggregation Central
Commodity
3 Perturbation Adding Noise, | Central
Commodity
Data and
Swapping,
Distributed
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Central
Commodity
and

4 Randomization | Adding Noise,

Scrambling,

Resampling
Distributed

Central
Commodity

Probabilistic
NN, Bayesian
network,
Kohem SOMs

5 Neural
Network Based
PPDM

Central
Commodity

K-means
clustering
algorithm,
Fuzzy
classifiers,
Apriori
Algorithm

6 Fuzzy

Based PPDM

Secure Distributed
Multiparty
Computation,
Oblivious
Transfer,
Digital
Envelope.

7 Cryptography

VI. CONCLUSION
The primary aim of the study is to provide the current
PPDM techniques used by the researchers in order to get
better understanding of existing techniques. An overall
overview on privacy preserving techniques based on
perturbation, neural network, randomization, cryptography
and k-anonymization is presented here. Nowadays PPDM
is appeared common because of sharing of private
sensitive data. There are some advantages and some
disadvantages of recent studies are highlighted in this
paper. Currently, there is sharing of Big Data across the
various sectors such as insurance, health ,social sites and
others. Thus, there is a need of preservation of privacy.
The main objective of PPDM is developing algorithm to
conceal the individual privacy of sensitive data. In data
mining there exist a lot of techniques of preserving the
privacy of data. The authors in the paper have tried to
classify the PPDM techniques available in the literature
with their research gaps. Different techniques are explored
which can be still further enhanced to provide better
results.
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