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Abstract — Binary image Steganographic
strategies aim to generate stego pictures with
sensible visual quality, whereas others focus more
on the applied mathematics security of the anti-
steganalysis. This paper proposes a binary
steganographic theme that improves each of
them by choosing additional applicable flipped
pixels. First, a fused distortion activity is
developed that mixes the advantages of flipping
distortion activity (FDM) and 2 data-carrying
picture element location strategies, together with
the sting accommodative grid methodology (EAG)
and therefore the “Connectivity Preserving”
criterion (CPc). The FDM measures the distortion
score by applied mathematics features and
achieves high applied mathematics security,
whereas the EAG and CPc choose pixels by
analysing native texture structures supported
visual quality. Then, to eliminate the interference
brought by adjacent flipped pixels, a flipping
position improvement strategy is proposed to seek
out higher positions for flipping pixels to more
improve the steganographic performance.
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I. INTRODUCTION

Steganography could be a means of
transmission secret messages under digital media
publically channels. solely the sender and also the
receiver will extract the key messages from the
digital media. Binary pictures (including
signatures, handwritings, CAD graphs, and cartoon
images) will be seen everyplace and have a wide
usage in our way of life, like in facsimile
communication. Steganography in binary pictures
is changing into increasingly additional
important[1]. However, in contrast to grayscale
images, pixels in binary pictures solely have 2
values: “1” and “0”. once embedding secret
messages in binary pictures within the spatial
domain, pixels ought to be directly flipped to hold
some messages, which is able to cause visual
distortion on binary pictures and may be simply
detected, even by human eyes. What is more, stego
pictures is also attacked by some existing
steganalysis methods. Therefore, the applied

mathematics security of anti-steganalysis is another
vital side that ought to be thought-about in binary
image steganography.As a result, we should always
contemplate each of them once activity knowledge
in binary pictures. A steganographic scheme with
higher visual quality and stronger applied
mathematics security is needed. During this paper,
we tend to planned a steganographic theme
focusing on each visual quality and also the applied
mathematics security of anti-steganalysis[2]. we
tend to 1st mix the deserves of 2 previous data-
carrying element location strategies and also the
flipping distortion measurement to construct a
amalgamated distortion mensuration that more
accurately selects flippable pixels. what is more,
considering that flipping a element might influence
the flippability of its adjacent pixels, flipping
position optimisation is planned to optimize the
flipping positions to eliminate the interference.
to enhance the applied mathematics security of
anti-steganalysis, we proposed a spatial-domain-
based binary image steganographic scheme
supported the statistics of native texture patterns. A
complement, rotation, and mirroring-invariant
native Texture Pattern (crmiLTP) was outlined to
explain the textures of binary pictures, that was
additionally wont to cipher the distortion score of
every element and rank the flipping priority of
every element. The distortion mensuration they
planned assessed the amendment in the variety of
crmiLTPs and also the sensitivity of crmiLTPs in
different embedding varieties. within the
embedding procedure, Syndrome-Trellis Codes
(STC) was used to attenuate the flipping distortion
and deliver the goods a comparatively giant
payload. By the applied mathematics distortion
mensuration and STC, the scheme achieves robust
applied mathematics security[3].

Il. THE PROPOSED WORK

In this section, we are going to introduce
the planned steganographic theme in details. First,
a consolidated distortion measurement s
developed to raised live the distortions brought by
flipping  pixels.  Then, flipping  position
improvement is designed to search out higher
flipping positions for flipping pixels to implant
secret messages. Finally, the full embedding and
extraction procedures are mentioned within the last
segment[4].
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A. Constructing a consolidated distortion measure
Some distortion measurements target establishing
good stego image quality, whereas others aim at
establishing

strong applied math security[5]. To construct a
distortion measurement to better measure the
distortions brought by

flipping pixels, we combine the merits of the
flipping distortion measurement (FDM) and two
data-carrying pixel location methods (including the
edge adaptive grid method (EAG)and the
“Connectivity Preserving” criterion (CPc)) to
design a fused distortion measurement. The
distortion score of FDM is computed by

Dij= (> Wt| Hix — Htij|)a+ 8

Where, X0 denotes the cover image
and Yi;j denotes the stego image generated
by flipping the pixel located at (i; j). The value of
crmiLTP, Wt denotes the weight of crmiLTP
computed by Fisher’s criterion [6], and t and Wt
are calculated HtX and HtYi;j denotes the total
number of crmiLTPs whose values equal t in image
X and Yi;j , respectively. o and B are used to
control the sensitivity. EAG and CPc to locate the
boundary pixels in the cover image X. The
boundary pixels found by EAG are denoted as P1 =
{pe}, where e = 1, 2, 3....m and m is the total
number of boundary[7] The boundary pixels found
by CPc are denoted as P2 = {pc}, where ¢ = 1, 2,
3...n and n is the total number of boundary pixels
found by CPc. To make flappable pixels more
focused on boundaries, the distortion scores of
these boundary pixels found by EAG and CPc
should be further reduced. The proposed distortion
measurement is computed by

. T,Di.j<T
Dij _ trunce (Dij) ={ K

» Yij
'Dij D+,
Yijxy[(¥255 Wt |Ht —Ht |)a +pt=0

Where Di;j” is the distortion score after truncating,
Dijj’
denotes the distortion score of the pixel (i; j). The
procedures
of distortion measurement selection strategy used
in each image block are as follows:
 For the i-th image block, Eq. (1) and Eqg. (3)
are used
to compute the distortion scores of pixels,
respectively.
« In the i-th image block, these two distortion
scores are
used to embed the same secret message
segment,
respectively. Then, two stego images can be

obtained.
» The visual quality and the number of flipped
pixels are

compared in these two stego images. Finally,
in the i-

th image block, the distortion measurement
that can

produce the stego image with better visual
quality and

fewer flippable pixels is chosen to embed the
message

segment.
. Repeat Step 1 to Step 3 until all image
blocks have

been considered.

The distortion measurement selection strategy
selects the

most suitable distortion measurement in each
image block. This strategy ensures that the number
of flipped pixels in each image block is the least.
Therefore, it solves the second problem mentioned
above and further improves the visual quality of
stego images[8].

B. Flipping position optimization

Considering that flipping a pixel may influence the

flippability of pixels around it, the distortion scores

of adjacent pixels will be changed and may no

longer be suitable for flipping. As a result,

simultaneously flipping adjacent pixels may

degrade the visual quality and statistical security of

stego images. In the embedding procedure,

scrambling and STC are used to embed secret

messages. However, these two methods do not

consider the interference among flipped pixels. As

shown in Section I1I-D, without eliminating the

interference, some undesirable pixels may be

flipped to embed secret messages. To eliminate the

interference, a flipping position optimization (FPO)

strategy is proposed to find better flipping

positions to achieve better visual quality and higher

statistical security. To not influence the extraction

procedure, the candidates of flipping positions we

found were those came from the same super pixel

and FPO is used in these candidates to achieve the

best flipping positions[9].

* The procedures of the FPO are as follows:

» Obtain the positions of flipped pixels from the
stego

image Y and the cover image X. The positions of

flipped pixels are denoted as C = f{b}, here b =
1,2,3...

k and k is the number of flipped pixels.

e Calculate the distortion score DY of the stego
image Y

using Eqg. (2).

* For each flipped pixel cb, find the pixels that
come

from the same super pixel. Among the pixels, we

further find the pixel with the lowest distortion

score

and denote it as plowest. If plowest is the same
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pixel as cb,cb is selected to flip. If plowest is not

the same pixel as cb, use the objective visual

quality measurements

(introduced in Section I11-B) to determine which
pixel to flip to achieve better visual quality.

* Repeat Step 3 until all the flipped pixels have

been considered.

C.General framework of embedding and extraction
Based on the proposed fused distortion
measurement and flipping position optimization
strategy, the steganographic scheme is constructed
in this part. It consists of embedding and
extraction procedures.

* Embedding Procedures: Given a binary cover
image X of size Iw Ih, we divide X into non-
overlapped blocks of size 1’ I'. Suppose the length
of each message segment is Im. By changing IC
and 1, we can achieve different stego images with
different lengths of embedded messages. The
embedding procedure includes the following
steps: Calculate the distortion score map of image
X (denoted as D) by using Eqg. (1).

» Use the edge adaptive grid method (EAG) to find
the positions of boundary pixels denoted as P1 =
{pe}, where e = 1,2,3...m and m is the number of
boundary pixels found by EAG. Use the
"Connectivity Preserving” criterion (CPc¢) to find
another position of boundary pixels denoted as P2
= {pc}, where ¢ = 1,2,3... n and n is the number
of boundary pixels found by CPc. Then, Eq. (3) is
used to calculate the fused distortion score map of
cover image X (denoted as D”). Divide X, D and
D” into non-interlaced image blocks of size 1' 1,
where 1’ = IC II. Divide secret messages m into
non-overlapped message segments of length Im.
Use the image block selection method proposed in
to select all the proper non uniform blocks in X
(denoted as eX), the corresponding distortion
score blocks in D (denoted as eD), and the
corresponding distortion score blocks in D"
(denoted as eD"). Scramble eX, eD and eD" with
the same scrambling seed so that each scrambled
pixel still corresponds to the correct distortion
score at the same location. The scrambled image
and two distortion scores are denoted as sX, sD
and sD". For the i-th image block, the distortion
measurement selection strategy mentioned in
Section 11-A is used to choose the most suitable
distortion score block from the i-th score blocks
of sD and sD". The selected distortion score block
is denoted as bD. Divide the i-th image block into
superpixels of size Il Il. The value of each
superpixel is determined by the parity of the black
pixels in it. The value of a superpixel is equal to
“1” if the number of black pixels in that
superpixel is odd and the value of a superpixel is
“0” if the number of black pixels is even. The
corresponding distortion score of each superpixel
is defined as the lowest score in it. These IC IC
superpixels are used as a cover vector to embed
the i-th message segment by applying the STC
encoder[10].

D. Embedding

COVER VIDEO

1l

FRAME
CONVERSION

|

SECERT IMAGE |——> EMBEDDING
ALGORITHM

:;{> EMBEDDED

Fig. 1. Embedding

D. Extraction

EMBEDDED EXTRACTION SECERT IMAGE
IMAGE — ALGORITHM
SECRET KEY

Fig. 2. Extraction

For each super pixel whose value needs to be
changed,
flip the pixel with the lowest distortion score in
it[12].
* Repeat Steps 5 to 7 until all the message
segments

have been embedded.

«Descramble the embedded image blocks.
*Successively replace each non uniform block in
the

cover image with the corresponding stego block to
obtain the stego image Y.

*Use the flipping position optimization to generate
a

new stego image Y .
Extraction Procedures: In the extraction procedure,
IC, II, Im,
and the scrambling seed are necessary to construct
the same
STC. The detail of the extraction procedures are as
follows:

* Divide the stego image Y ' into non-overlapped
blocks

of size 1' I’, where 1’ = 1C 1I. Select all the non-
uniform

image blocks, denoted as Y ”'.
» Use the same random sequence in Step 4 of the
embed-
ding procedure to scramble Y "
For the i-th stego image block, form the IC IC
length
stego vector by using the same process in Step 6 of
the
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embedding procedure. Employ the stego vector to
extract the i-th message segment by applying the
STC

decoder.

Repeat Step 3 until all the message segments have
been extracted[13].

Block’ — -
K] SFﬁ‘Ed- & BLr decodep
ThestegoY’ Stegoimege 2/ sekcedinage Theith The hstego

blocks b block  vector

Fig. 3. Extraction procedures

I11. EXPERIMENT RESULT
A. Image dataset
This paper use BIVC (Binary Images comprised of
Various Contents) dataset to compare the
performance of different steganographic schemes.
The BIVC dataset consists of 5000 binary images of
size 256x256[11].

video_1

Fig. 4. Cover video

Fig. 5. Frame selection

Fig. 6. Secret image

Fig. 7. Embedded image

IV. CONCLUSION

In this paper, we first briefly review the development
process of binary steganography and analyse some state-
of-the-art binary image steganographic schemes. We
find that visual quality is especially important in binary
images, and a practical binary steganography should
consider both the visual quality and statistical security
of anti-steganalysis. To this end, we propose a fused
distortion measurement using both global statistical
characteristics and local structured features. We
combine the merits of FDM and two data-carrying pixel
location methods including EAG and CPc. FDM focuses
on the statistical security and measure the distortion
scores by statistical characters, while EAG and CPc
focus on the visual quality and select flippable pixels by
local structured features. Experiments show that the
performance of the fused distortion measurement we
propose is better than other state-of-the-art distortion
measurements.  Furthermore, to eliminate  the
interference between flipped pixels, we propose a
flipping position optimization (FPO) to find better
positions for flipping to further improve the
steganographic  performance. Finally, a practical
steganographic scheme is proposed. Experimental
results show that the stego images generated by the
proposed scheme have better visual quality and stronger
statistical security compared with the state-of-the-art
steganographic methods. Research into improving
steganographic performance in binary images is still in
progress. In this work, we review the previous schemes
and find that considering only one aspect of visual
quality and statistical security is not enough. We
propose a scheme focusing on both of them and achieve
high steganographic performance, which confirms our
mentioned discovery. Again, we think that a practical
binary steganography should consider both visual
quality and statistical security of anti-steganalysis. In the
further research, we will further study the visual quality
and statistical security in binary images. We aim to
reveal the deep relationship between them to design a
better scheme and improve the steganographic
performance.
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