
International Journal of Engineering Trends and Technology                                             Volume 69 Issue 3, 17-22, March 2021 
ISSN: 2231 – 5381 /doi:10.14445/22315381/IJETT-V69I3P204                                                   © 2021 Seventh Sense Research Group® 
 

 This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/) 

Counteraction Against Digital Data Leak: Open 

Source Software for Intrusion Detection and 

Prevention 

Nguyen Huy Binh1*, Le Trung Kien2  

1,2People's Police Academy, Hanoi, Vietnam 

 

Abstract: This work performs a generalized analysis of 

intrusion detection systems (IDS) software in terms of a 

certain basic set of criteria. The IDS are studied, their 

essence is specified and disclosed comprehensively. 

Publications devoted to the analysis of software for 
detection and prevention of cyber threats and intrusions 

are reviewed. On the basis of the experimental results, six 

modern IDS are analyzed in terms of nine basic criteria: 

Class of cyberattacks, Adaptivity, Methods of detection, 

System control, Scalability, Surveillance level, Response to 

cyber attack, Security, and OS support. It has been 

concluded that the analysis of software for intrusion 

detection by basic criteria allows developers and users to 

select open-source software for information systems 

protection. 
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I. INTRODUCTION 

The intensive development of information systems (IS) 

and technologies comprehensively influences all spheres 

of society's activities. A significant number of modern 

governmental and private companies use IS for 

management of production processes, support to decision 

making, searching for required data, etc. This provides 

numerous advantages related to labor efficiency and 

mobility of employees, high rate of access to information 

and services, opportunities for remote control of resources 

and process, etc. 
Meanwhile, the number of vulnerabilities and threats to 

IS increases; hence, in order to provide their normal 

operation and to prevent intrusions, specialized security 

means are required. It should be mentioned that one of the 

relevant trends, which is being intensively developed in the 

spere of information security, is the detection of cyber 

attacks and prevention of intrusions in IS by unauthorized 

source (UAS). In addition, it should be mentioned that 

attacks on IS resources (ISR) become more and more 

perfect, more global, and more frequent. 

Massive cyberattacks initiate the development of 

specialized engineering solutions, means, and systems of 

counteraction. Networks intrusions are detected by modern 
methods, models, means, software, and integrated 

solutions for intrusion detection and prevention systems 

[1], which could retain their efficiency upon the 

occurrence of new or modified cyber threats. However, in 

practice, upon the occurrence of new threats and 

abnormalities generated by attacking actions with 

undefined or ill-defined properties, the mentioned means 

are not always efficient and require long-term resources 

for their respective adaptation. Therefore, the intrusion 

detection systems (IDS) should be continuously analyzed 

and improved in order to provide their continuous 

efficiency [2], [3]. 
Among such systems, there is specialized software 

aimed at detecting suspicious activity or intrusion in IS 

accompanied by adequate measures to prevent cyber 

attacks. These systems and means, as a rule, are 

sufficiently expensive, based on closed source code, and 

require periodical support by developers (qualified 

experts), aimed at their improvement and appropriate 

adjustment for conditions of specific companies [4]. 

Therefore, analysis of engineering solutions, specialized 

means, and software of cyber-attack detection, abuses, and 

abnormalities in IS for their application upon selection and 
development of IDS, as well as the determination of the 

most efficient mechanisms of ISR protection, are an urgent 

task. 

II. LITERATURE REVIEW 

Numerous scientific publications are devoted to the 

analysis of software for the detection and prevention of 

cyber threats and intrusions (Table 1). 

 
 

TABLE I. ANALYSIS OF IDS 

Reference  Field of application  

[5] General description of some functions and operation principles of various IDS 

[6] Main operation principles of the most popular IDS and respective supporting OS  

[7] Host and network IDS are compared  

[8] Functionality and performance of various IDS are estimated  

[9] IDS types are analyzed regarding the opportunity of monitoring, types of notifications, and 

warnings about attack and adjustments options 

[10] Open source IDS are analyzed and compared in terms of some properties regarding the best 

application of IS protection  

https://ijettjournal.org/archive/ijett-v69i3p204
http://www.internationaljournalssrg.org/
http://creativecommons.org/licenses/by-nc-nd/4.0/
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[11] Methods used for the detection of attacks and abnormalities are described 

[12] IDS composition and their main tasks are disclosed  

[13] Methods and models used for intrusion detection are described  

[14] Methods of detection of attacks and abnormalities are compared  

[15] IDS classification is proposed, their advantages and disadvantages are mentioned, as well as 

certain principles of their design  

[16] The main opportunities, design concepts, operation mechanisms of IDS are described  

[17] IDS designing is analyzed, main principles of their development are demonstrated  

 
It has been determined that for modern IS and networks, 

there exists an urgent issue of rapid detection of abuses 

and abnormalities. However, most of the mentioned 

publications provide only partial analysis of IDS and their 
classification; a general description of respective support is 

given, which does not contain the required set of properties 

for integrated estimation of such systems. 

Therefore, this work is aimed at the generalized analysis 

of IDS software using a predetermined basic set of criteria. 

This would provide certain opportunities to select such 

means and to develop the most efficient security 

mechanisms in the case of cyberattacks. 

The research hypothesis is as follows: analysis of 

software for intrusion detection by basic criteria makes it 

possible to select open-source software for IS protection. 
The research objectives include:  

- determining basic criteria for modern IDS estimation; 

- analyzing modern IDS according to the basic criteria. 

This article is comprised of the following sections: 

Introduction, Literature review, Methods, Results and 

discussion, and Conclusion. 

III. METHODS 

Taking into account the known results with their 

subsequent generalization and reflection onto an expanded 

range of software for detection of abuses and abnormalities, 

six IDS were analyzed in terms of nine basic criteria: Class 

of cyberattacks, Adaptivity, Methods of detection, System 
control, Scalability, Surveillance level, Response to cyber 

attack, Security, and OS support. 

At first, let us define each of the basic criteria. 

Class of cyber attacks: determines the ability of the 

system to detect abnormalities and abuses at various IS 

levels. Most modern means are capable of detecting both 

classes of attacks (abnormalities and abuses).  

Abuses are based on the use of existing drawbacks of IS. 

The main difference between abnormality and abuse is that 

abnormality is a process initiated before possible intrusion 

into the system or indicates an already existing attack. In 
fact, the abnormality is a deviation from the system's 

normal state, unusual activity, which can evidence certain 

attacking actions.  

Adaptivity: allows the system to efficiently adapt to new 

attacks (unavailable in signature base) and to detect cyber 

attacks with minor modifications. 

Methods of detection: numerous methods used for 
detection of attacks and comprising mathematical base of 

the system. The most popular are the methods of statistical 

and cluster analysis, management of event changes, attack 

graphs, signature, dynamic, machine learning, behavioral, 

heuristic, expert, fuzzy sets, etc. 

System control: determines the scheme of control and 

its level. The control can be performed centrally from a 

single host or distributed from single hosts related by one 

system. Centralized systems control all means (modules) 

of intrusion detection from one station, and distributed 

systems implement control separately, where each module 
is responsible for its function. 

Scalability: the possibility to expand the system. 

Surveillance level: the system level at which data are 

acquired for the detection of cyberattacks. Two levels of 

data acquisition are applied: network and system. Modern 

systems, as a rule, support both surveillance levels since 

their interaction provides the best protection. This property 

determines the rate of formation of primary data, their 

correct processing, and obtaining accurate information 

about the current state of ISR. 

Response to cyber attack: determines the existence of 

components or modules of counteraction in the system. 
That is, after attack detection, the actions are initiated 

aimed at reduction of further negative influence. 

Security: characterizes availability of own system 

components responsible for its protection against cyber 

attacks and external negative data impact as well as for 

failure resistance and decrease in project vulnerability as a 

whole. 

OS support: characterizes OS type, which supports 

respective software. 

IV. RESULTS 

On the basis of the proposed criteria, the properties of 
respective IDS are disclosed (see Table 2). 
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TABLE II. IDS ANALYSIS 
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1 AAFID + + - + - + - - - - - - - - 

2 NetSTAT + + + - - + - + - - - - - - 

3 ASAX + - - + - - - - - - - - - - 

4 OSSEC + + - - - + - - - - - - - - 

5 Suricata + + + - + + - - - - - - - - 

6 Samhain + + + - + - - - - + - + - - 

 

TABLE II. IDS ANALYSIS (CONTINUED) 
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1 AAFID + - + + - - - + + - - 

2 NetSTAT - + + + + + + + + - - 

3 ASAX + - + + - - - + + - - 

4 OSSEC + + + + - + + + + + + 

5 Suricata + - + - + + - + + + + 

6 Samhain + + + + - + + + + + + 

 

V. DISCUSSION 

Then, let us consider the analyzed IDS in more detail. 

AAFID. AAFID (USA) is intended for distributed 

control and detection of intrusions. It uses small 

autonomous programs (agents) to perform monitoring in 

network hosts. The AAFID architecture is based on 

independent simultaneously working objects (agents) 
aimed at the detection of intrusions. They control a certain 

set of system properties and inform about nonstandard 

behavior or specified events. The information obtained by 

the agents is integrated at the level of the main computer, 

where the events (obtained from different agents), which 

can be caused by one and the same attack, are correlated. 

Moreover, the reports from each computer are aggregated 

at a higher level (network level), thus allowing to detect 

cyberattacks from various sources [18]. 

This software processes only registration logs of 

software and OS where it operates. Information from each 

agent or host (set of hosts) is acquired in AAFID by means 
of hierarchical structure. Therefore, any suspicious activity 

in the network is detected, though the mentioned property 

does not always operate efficiently, since the system 

capabilities depend on the quality and quantity of available 

agents (programs), which are used for detection of these or 

those attacks [19]. 

The mentioned software uses expert and signature 

methods for the detection of abnormalities and abuses in 

network traffic, and it has centralized control from the 

main monitor. Due to the hierarchical structure of the 

system, AAFID can be easily modified. The system has an 

open interface for the addition of new agents and filters, 
which allows simple scaling and adaptation to network 

needs [19]. 

It should be mentioned that AAFID does not contain 

special mechanisms of protection and response to 
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intrusions; it is not resistant against cyber attacks, which 

are aimed at it.  

NetSTAT. NetSTAT (USA) is based on extensible 

state/transition-based attack description language 

(STATL). The basic language uses the most abstract 
notions and does not depend on a specific system and its 

configuration. The language allows to supplement it, it is 

extensible; and by adding specific for certain system 

events, it can be easily adapted to various targeted 

environments. Intrusion is described as a consequence of 

actions for each new event. Such description is grouped 

into the module of language expansion, and it can be used 

in the description of cyber-attack scenarios for NetSTAT 

[20]. 

The system has two operation modes. The first one is 

based on the fact that for each state, the property of 

security and the transitions upon changes in the system 
state are determined. The attacks are described in the form 

of consecutive transitions. The second one is based on the 

signature approach, that is, on the description of attacks in 

the form of a sequence of transitions and templates, with 

which comparison is made to detect intrusions in a 

network environment. NetSTAT is oriented at operation in 

real-time mode [20]. 

The method of registration of state transitions partially 

allows the identification of new abnormality or attack but 

does not completely solve the issue of system adaptivity. 

This is an open-source project which allows designing 
scalable IDS on the basis of corporate targets.  

The NetSTAT operation is based on the method 

describing the protected system in the form of states of its 

components with subsequent analysis of their transitions as 

a consequence of external impacts. When necessary, the 

transitions are recorded in logs of event registration, 

facilitating further detection of abnormalities or abuses in 

the system. The control is distributed since the system has 

a branched and complicated structure. The NetSTAT 

architecture allows to development of agents or sensors 

aimed at the detection of attacks or abuses at different 

levels of the network or system. System surveillance is 
carried out at system and network levels. In addition, 

NetSTAT can detect points and network events, which 

should be controlled [20]. 

ASAX. ASAX (Belgium) is a universal expert system 

for intrusion detection. Its operation principle is based on 

the description of the initial system in the form of a set of 

states with their subsequent analysis. ASAX is supported 

by a simple language: RUSSEL, which uses special rules 

for efficient processing of consecutive big files based on 

analysis of registration logs. RUSSEL can be considered as 

a procedural language including a specific predetermined 
structure of management, which is suitable for 

substantiation of recording sequence. This management 

structure is based on a specific mechanism initiating the 

rule containing a description of its activation condition and 

subsequent actions (for instance, output, message, or 

calling another rule). The main rule is the base of all sets, 

which is activated first, then the rules in the field of its 

action are called. In addition, it is possible to use the 

system for processing registration logs in real-time [21]. 

ASAX is based on a simple variant of the 

implementation of expert IDS. It has an open interface and 

program code, which allows the expansion of functional 

abilities. This software can be controlled centrally on the 

node of its installation by means of configuration files. 
Simple scaling is stipulated by the simple structure of 

ASAX. Since the system operates only with registration 

logs of applications and OS, it is characterized by system 

surveillance [21]. 

OSSEC. OSSEC (USA) is a scalable multiplatform link 

IDS based on the host with open-source input code [22]. It 

has the powerful tool of correlation and integrated analysis 

of logs, file integrity checking, Windows registry 

monitoring, centralized policy surveillance, rootkit 

detection, notification about attacks in real-time, 

bookmarks detection, and counteraction against intrusion 

[22].  
In the case of intrusions, using respective logs sent to e-

mail, it is possible to know about attacks and to apply the 

necessary measures. In addition, OSSEC can export 

notifications to any SIEM system by means of a system 

log. This facilitates obtaining analytical materials in real-

time, reviewing and analyzing events in the security 

system [23]. 

The system uses agents (a set of small programs 

installed in the system for monitoring), which acquire 

information and send it to the manager for analysis and 

correlation. Part of the information is acquired in real-time, 
and another part – at preset intervals. OSSEC can be 

installed on the Microsoft Windows platform and act as an 

agent. The system is used by internet providers, 

universities, and big corporate centers of data processing 

[23]. 

Suricata. Suricata (USA) is open-source software, and 

it is a free, rapid, reliable, and promising tool for the 

detection of network threats. It is intended for the 

prevention and detection of intrusions in real-time, 

network security monitoring, automatic analysis, and 

PCAP file processing [24]. 

In addition, it is possible to detect attempts or 
intrusions, which are hidden by usual requests; there is the 

function of file removal for their checking. Suricata 

architecture facilitates the optimum distribution of 

computing among several processor cores. For instance, if 

video adapters are mostly idle, then they can be partially 

loaded with certain computations [24]. 

This software can detect intrusions in real-time, prevent 

intrusions into the system, inspect the properties of 

network security and combine detection of abnormalities 

and abuses. Moreover, Suricata can be adapted to new 

attacks, can control network traffic, and has powerful 
support of scenarios for the detection of complex threats 

[24]. 

In Suricata, the response to cyber-attack is performed 

rapidly if at least one of the predefined rules is activated by 

marking the obtained data packages by one of three 

markers: NF_ACCESS (access allowed); NF_DROP 

(access prohibited); NF_REPEAT (packages are marked 

and resent to rules of firewall which decides further 

assignment of respective packages) [24]. 
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Samhain. Samhain (Germany) is an open-source, free, 

multiplatform software for IDS. It is also known as a host 

system that provides checking of files, review and analysis 

of logs, detection of malicious code, hidden applications, 

and processes, etc. [25]. 
Samhain is developed as a monitor for numerous hosts 

with various OS and for local PCs. One of its functions is a 

stealth mode, which allows hiding against UAS. In 

addition, in order to prevent intrusions, Samhain protects 

its central logs and configuration backups. The software 

can work in real-time, perform system files and logs 

checking, detect hidden software as well as malicious 

programs and abnormalities [25]. 

Samhain is loaded as a system daemon (service) and 

silently detects threats. The stealth mode allows the system 

to be invisible for malicious software; hence, UAS will not 

counteract respective monitoring without preliminary 
information about it. Due to such a mode, Samhain is able 

to terminate or reload processes, which allows detecting 

possible threats. This software is more intended for server 

applications and can inspect connection with server and 

identification of correct password upon logging in [25]. 

Counteraction to attacks in Samhain is carried out at 

three levels: 

- the first is based on inspection of checksums 

(cryptographic checksums are used to detect modifications 

and malicious code in files on disk); 

- the second is based on centralized monitoring (there is 
embedded support of logging into the central server by 

ciphering and authentication of connections); 

- the third one provides protection against hacking 

(databases, configuration and log files, e-mail reports, 

which can contain hidden operations, etc.) [25]. 

The system supports centralized and distributed control, 

as well as adaptation and scaling, which are possible 

according to the number of hosts (if this software is 

activated on the server), at which notification and detection 

of UAS activity are performed. Surveillance of this activity 

in Samhain is carried out only at the system level, and 

response to cyber-attack is performed in real-time. 

VI. CONCLUSION 

The experimental results have confirmed the hypothesis 

that the analysis of software for intrusion detection by 

basic criteria allows developers and users to select open-

source software for IS protection. 

Herewith, it should be mentioned that the use of modern 

means of protection against cyber-attacks does not 

guarantee absolute security, since, at present, there is an 

increase in attacks targeting corporate systems, public, 

confidential, and governmental data resources; cyber-

attacks are being continuously modified, improved and 
become more regular; detection of cyberattacks by classic 

protection means is not always efficient; advanced attacks 

on IS are more frequent. This is also related to intensive 

development of hard- and software as well as globalization 

of data networks and their daily use in all spheres of social 

activities. 

Therefore, further studies can be devoted to the analysis 

of integrated engineering solutions for systems of intrusion 

detection and prevention.  
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