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Abstract — One of the challenges faced by the IT industry
is to provide access to medical care for citizens living in
rural areas. Rural areas in some non-developed countries
may be physically hardly accessible to the outside world.
For that, it will be difficult for those who live in such an
area to get access to hospital services. Some illnesses that
normally need immediate medical care may end up with
fatality to the bearer. In light of this, we survey through the
possibility of providing such a virtual appointment in
replacement of a physical visit to the rural citizen so that
doctors and hospitals can reach out to them. As the basic
requirement, the area should have internet coverage,
whether wired or wireless. For every household to connect
to the application, they need to have a smartphone or
computer. As a result, we proposed a simple framework for
the online doctor application, which should serve the
needs of the public.

Keywords — Telemedicine, E-health, Online Doctor,
Rural Coverage, Digital Doctor.

I. INTRODUCTION

In non-developed countries, visiting a doctor in a
hospital can be such as depressing task nowadays. In rural
areas where hospitals are located far away, with not many
clinics available nearby, patients need not only to take a
long time to travel but also have to wait in a long queue
before seeing a doctor. Not to mention the cost of traveling
and consultation, which may be unaffordable and
consequently hinder them from getting their illnesses
treated. In addition, there are also risks to contracting
other's diseases while in the waiting room, even more,
harmful to toddlers, babies, and kids. Last year alone, there
are almost a billion individual visits to doctors worldwide,
and most frequently, these involved non-harmful illnesses
such as flu, acne, and coughing. To minimize the said risk,
cost and time, we survey into possible telehealth
applications which offer easy access to healthcare by
allowing a virtual visit to doctors by a patient over the
internet at any time and from anywhere.

As reported by the Malaysian Communications and
Multimedia Commission, internet coverage in Malaysia
has reached 95%, and this becomes the major supportive
factor to success. To use the services, patients only need to
have a smartphone, connect to the internet, and register to

service providers. For a registered patient, a list of doctors
will be made available 24x7, ready to serve at the
requested time. A patient initiates a consultation request by
selecting a doctor and booking the slot if not immediately
available. For each consultation, the provider will charge
much less than the normal walk-in visits. During the
consultation, which will be held through video-conference-
like service, two-way communication between patient and
doctor takes place to diagnose the disease before the doctor
comes out with advice, drug prescription at nearby
pharmacies, or recommendation for further treatment in
hospital if necessary. To ensure customer's privacy, this
application comes with built-in security features, by the
use of user authentication technique in addition to
encrypted data for all communications.

From a business point of view, the application is
expected to attract users from the Malaysian public,
corporate, and government agencies. In fact, virtual doctor
visit has to become a multi-billion dollar business
worldwide, especially in developed countries. Having a
good business model, this platform can be commercialized
throughout the countries for profits. Most importantly, the
success of rolling out this service may be the key point to
saving human life by being able to provide immediate
access to the citizens who are in need of such care.

In this paper, we examine the challenges and signs of
progress of introducing telehealth applications to rural
citizens. Section 2 scout through the motivation towards
telehealth applications. Section 3 outlay the framework for
online doctor consultancy applications. Section 4 dedicates
to studying the security of the application in terms of user
privacy and authentication. Section 5 concludes the study
with some potential future developments.

Il. LITERATURE REVIEW

Whether you are at home or in the middle of a road trip,
visiting a doctor in walk-in clinics or hospitals can be such
as painful task nowadays [1]. In rural areas especially,
where hospitals are distant away and with not many clinics
available, patients need not only to take a long time to
travel but also have to wait in a long queue before seeing a
doctor [2-5]. Not to mention the cost of traveling and
doctor's consultancy, which may be unaffordable by some
villagers and thus hinder them from getting their illness
properly treated. In addition, there are also risks to
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contracting other's patient diseases while sitting in the
waiting room [6], which is even more harmful to toddlers,
babies, and kids.

The term telehealth describes the utilization of
information, communication and telecommunications
technologies to expose and advertise long-distance medical
health care, patient and professional health-related
education, public health, and health administration [7].

Telehealth brings together patients and doctors much
closes in a way access to medical health care is made
wider and more reachable. As an alternative approach,
telehealth can be seen as a new means to offer patients
high-quality and less costly health care. Telehealth
services allow patients to access care from their home with
only a computer or smartphone to connect with medical
specialists via secure video conferencing [8]. In developed
countries, telehealth is very rapidly expanding its core
services, offering more and more services to the citizens.
Health plans may not only come from the same provider
but can be provided by a different provider who has
expertise and infrastructure in the field. By increasing
patient access to providers via virtual technologies, we can
improve outcomes while reducing costly and unnecessary
visits to hospitals.

Whether to augment existing provider networks,
enhance convenience and accessibility for patients, or save
time and resources, many health care stakeholders are
optimistic about the potential for telehealth to deliver
quality, cost-effective care to patients. In developing
countries, patients in rural areas, seniors, and others with
mobility concerns have experienced the benefits of
telehealth, enabling those without immediate access to
certain specialty care to receive it through virtual visits.

In the United States alone, in 2016 statistics, there were
1.2 billion patient visits to doctor offices, emergency
departments, and hospitals, equivalent to 3.3 visits per US
citizen [9]. More than half of those visits involve primary
care doctors (prescription refill, coughs, stomach pain, sore
throat, earache, and skin rash), of which care can be
delivered online. Let say each visit costs $40-$50 [10],
which results in a 5 billion dollar business for online
doctor consultation.

The concept of virtual doctors has successfully been
adopted in the developed countries [11]. In the near future,
it is expected that 30-40% of doctor consultations will take
place via the internet, and this amounts to $50-60 billion
dollars business annually. In developing countries such as
Malaysia, the pace is slowly picking up. As reported by
MCMC, internet coverage in Malaysia has reached out
almost 95% population; this figure shows a good trend in
internet usage, and the challenge to introduce virtual
doctor visits to the public may be absorbed quickly. With a
population of over 30 million, of which 90.7% own a
smartphone [12], each of 3.3 visits per year, we have
almost 100 million doctor visits in total. Let say each visit
costs RM40. If half of the visits can be solved online, it
results in 2 billion dollar business annually in online doctor
consultation.

37

I11. FRAMEWORK

Nowadays, almost every household owns a
smartphone. As long as the coverage reaches them, they
will be able to access the internet. In fact, more and
more people view their access to the internet as a vital
part of their life. The basic requirement of all
communication-like applications would be to ensure the
application, and the website is easily accessible and
highly optimized for mobile devices. This will further
encourage citizens with illness to slowly migrate to this
coming technology.
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Figure 1: The Framework for Online Doctor
Application

In this section, we design the framework suitable for
rolling out an online doctor application to the public.
Figure 1 shows the basic configuration of our
framework with entities such as the administrator,
doctors, and citizens as patients communicating via the
internet. From the perspective of the entire working
environment, each entity will induce its own part of
requirements for the system to have. Based on these
requirements, each role is assigned different
corresponding permissions and actions.

Citizens are spread all over the country, especially
into rural areas of which may not have so much
accessibility to the government health center. To
educate themselves with different diseases and cures,
how to identify their symptoms, how and where to get
treatment is the first step in minimizing the risk of
serious illness or even fatality. This self-care education
is very important to the community at large can live
with better well-being. With an automatic and digitally
recorded and stored, ones' health data can easily be
accessible and transferable between authorized parties
for better treatment to the patients. Another benefit of e-
health would be the capability of providing distant away
treatment to those who need it without having to visit
the hospital.

For providing the service, the patient can just dial in
and have access to a doctor for normal and emergency
consultancies, a medical prescription will follow, and
drugs can be obtained from the nearby pharmacy. The
government doctors must register themselves to the
system. It should be accompanied by their medical
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knowledge and expertise. Doctors should be able to
accept the appointment and treat patients online. On the
other hand, the patient should permit the appointed
doctor to be able to access her medical history when
needed. On top of that, doctors who wish to conduct
seminars or workshops to share their health tips and
tricks should be able to do so within this platform.

The administrator should be the person who held
responsibility for managing and monitoring the
smoothness of the operation. Besides, security will also
be an important element for an administrator to consider
as it could be the cause of huge damage in case of data
compromise. For data privacy, the administrator will
not be allowed to access a patient's profile, and to
ensure the accordance to standard, encryption, and
auditing will be enforced. For data confidentiality, end-
to-end communication will be encrypted in making sure
the message is private to only the chatter. Looking into
the aforementioned responsibilities of each entity, we
hope to have shed some light on how the virtual doctor
visit should look like.

IV.SYSTEM AND SECURITY
The whole system will be developed over an Android
platform which leads the operating system market by more
than half. It will be supported by the latest technologies
such as a one-time password (OTP) and encryption for
securing data storage and data communication.

A. Operating System

Android is a Linux-based operating system initially
developed by Android.Inc, for touched screen mobile
devices such as smartphone and tablet computers [13]. It
was initially financially backed and purchased by Google
in 2005. Under Open handset Alliance, Android and the
team devoted themselves to advancing open standards for
mobile devices. The first Android-powered phone was sold
in October 2008. Android is open source, and Google
releases the code under the Apache License. This open-
source and permissive licensing allow the software to be
freely modified and distributed by device manufacturers,
wireless carriers, and enthusiast developers. Additionally,
Android has a large community of developers writing
applications that extend the functionality of devices,
written primarily in a customized version of the Java
programming language. Android platform has been very
popular for mobile applications due to several reasons such
as ease of use, simple tools, and open-source framework
with easily customized and better notification system.
Google cloud server is the best choice for offering an
online mobile application service due to its robustness and
scalability [14].

A. Communication Security

For security purposes, a user authentication technique
based on a one-time password (OTP) is a great choice in
that it is easy to implement and user-friendly [15]. Data
privacy can be achieved using a cryptography algorithm
called advanced encryption standard (AES), being the
most popular choice [16]. In combination with efficiency,
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easy to use, and robustness, we embed the security features
through OTP and AES techniques.

One-Time-Password (OTP)

A number of different authentication mechanisms are
used today in order to alleviate this problem. Enterprise
has traditionally used two-factor authentication to secure
employee's remote access to corporate resources [17]. A
one-time password (OTP) is a suitable candidate for two-
factor identification (2FA) and multi-factor authentication
(MFA) that satisfies the requirements. An OTP is a unique
password to be used only once, with validity limited to a
short period of time. Due to non-reusability, OTP managed
to overcome weaknesses from within traditional (static)
passwords by not being vulnerable to replay attacks. An
OTP can be delivered to the user using a few techniques
such as soft tokens via a mobile phone app, hard tokens
such as key fobs, and on-demand through SMS messages
or email. In 2017, FIDO Alliance reported that 21% of
businesses utilize soft tokens, 21% use on-demand, while
the other 16% use hard tokens.

Software-based OTP solutions cannot guarantee the
confidentiality of the generated passwords or even the seed
when the mobile OS is compromised. Moreover, they also
suffer from denial-of-service attacks when the mobile OS
crashes. On the other hand, hardware-based OTP tokens
can solve these security problems in the software-based
OTP. However, it is inconvenient for the users to carry
physical tokens with them. As a result, a new design of
secure OTP Tokens using smartphones provides the
flexibility of the software tokens and hardware tokens and
has been widely used until now [18]. It's also capable of
preventing all types of attacks from the malicious mobile
OS and can still continue to display the OTP even if the
mobile crashes.

Another type of multi-factor OTP authentication is on-
demand, used in conjunction with SMS [19]. It uses a one-
time password that is communicated to the mobile phone
in addition to our user 1D and static password to provide an
extra layer of high-level security. A user is expected to
receive the unique password via text, and it works in
combination with a traditional username and password to
allow access to a server. Initially, a user needs to register
herself to the server. Sometimes before the end, during a
few interactions with the server to request the OTP, then a
few moments, the user request is received by the server,
and then it will be checked, and the user authentication
process begins. After approval of the user identity, the
server responds to user requests, and the user password
requested will code by encryption algorithms and it sent to
the user. The user's phone has software in it to decode the
received one-time password prior to showing it to the user.
The user is expected to type in the OTP in the required
space. On the other side, the server processes the OTP, and
in this case, if it was rightly input, the user is allowed to
log in to the user's page.

Encryption

Modern mathematical-based  cryptosystems were
drafted following some fundamental principles to ensure
their workability in securing the confidentiality of



Mohd S M Deris et al. / 1JETT, 69(8), 36-40, 2021

messages [20]. The original message is encoded as
numbers, singly or in groups. Using mathematical
functions, these original numbers are transformed into
some unintelligible prior to sending over to the receiver.
Once received, this crypted message is inverted into an
encoded message by reversing the original encryption
operation. The encoded message is then decoded back to a
readable message. A secure cryptosystem refers to an
algorithm which the ability to provide a certain level of
security to the encrypted message and to resist some
known cryptanalysis attacks. Commonly known as the
inability to backward or reverse transform the encrypted
message without having the key.

Most of the cryptosystems used nowadays are based on
some mathematical structures groups, rings, and field. In
general, they can be divided into two categories known as
the secret key system and public key system. Secret key
system uses the same key for both the encryption of plain
messages and the decryption of ciphered messages, and
due to this fact, it is only suitable for providing message
confidentiality. Data Encryption Standard (DES)
cryptosystem was introduced in 1977 by a team at IBM
and had been lifted as a standard for more than 20 years.
Only recently, Advanced Encryption Standard (AES),
which was developed by two Belgium researchers, began
to take over DES. Unlike DES, the AES algorithm was
made public where its security can be widely studied and
scrutinized, and fully trusted by the public.

The public-key system works based on a pair of keys,
namely the public key used for encryption and the private
key used for decryption of the message. Each party has its
own key pair. In order to communicate, the public key of
each other must be exchanged a priori. Due to unique keys
owned by each party, not only confidentiality but the
public-key systems such as RSA [21], EI-Gamal [22], and
ECC [23] can also warrant authenticity, integrity, and non-
repudiation. Although the public-key system is known to
be less efficient than the secret-key system, however, it is
capable of securing secret key exchange than of secret-key
system [24].

Only recently, another breed of cryptosystem based on
chaotic functions was purposed. The fact that chaotic
function exhibits characteristics comparable to that of
mathematical structure qualified for building up
cryptosystem. Many physical systems have been identified
as being chaotic, while others were intentionally laboratory
designed to be chaotic [25-29]. The application of chaos-
based cryptosystem was first introduced by Baptista [30],
Pecora [31], and Radhwan [32], lately used to secure
image communication.

V. CONCLUSIONS

Virtual doctor visit has been proven and well accepted
in the developed world, and as the deployment of the
necessary infrastructure begins in the developing world, it
is expected to offer an affordable primary medical and
diagnostic care services to very large populations
especially those without physical access. Although the
monetary benefits may be about saving billions of dollars
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(individual, corporation, and government), over time, the
greater good may come from saving thousands of lives.
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