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Abstract - Multiple public and private clouds are combined
and formed as a multi-cloud environment. There are
numerous cloud services that may collaborate and interact
with one other, and its objective is to allow users to evade
vendor blocking. In the cloud computing context, multi-cloud
data safety and privacy is major challenge. The fact that
cloud service providers have access to complex data is a big
source of concern when it comes to security and privacy.
Cloud computing adoption in many industries, including the
banking sector and government agencies, is hampered by
this fear. Therefore, an intelligent cryptography solution is
projected in this research, which prevents cloud service
providers from directly accessing the user’s data. The
proposed method separates the file and stores the data on
various cloud servers, according to the importance of
sensitive data. The user determines whether or not the input
file is classified as sensitive or non-sensitive. For sensitive
files, different virtual machines (VMs) are used to store
them, and for non-sensitive files, a single VM is assigned.
The Elliptic Curve Integrated Encryption Scheme (ECIES)
technique is used to encrypt the files before they are
uploaded to the cloud server. Users' original data cannot be
openly accessed by cloud service providers using an
intelligent ECIES cryptography approach suggested in this
study. Our experiments have evaluated the security and
efficiency of our technique, and the findings show that it is
capable of effectively defending against the most common
cloud-based threats while still requiring a reasonable
amount of processing time.

Keywords — Cloud Computing; Data Privacy; Security;
Elliptic Curve Integrated Encryption Scheme; Sensitive
Data; Virtual Machine.

I. INTRODUCTION

In the commercial phase of development, cloud
computing technology is utilized. There are a wide variety of
cloud service providers such as laaS, SaaSand PaaS. In this
scenario, users can utilize any service for any purpose. First,
cloud computing was employed in conjunction with trade
and university circles to create a hotspot for innovation. As a
novel business representation model, it facilitates the on-
demand supply of computing and storage resources [1].
Trade is aided by providing software and services across the
Internet to an enormous customer base via cloud computing
services provided by commercial functions. The value of
data to a company cannot be overstated. Data can be
represented in a variety of ways, including numbers, phrases,
graphics, and more. Businesses face a fundamental challenge
when it comes to data isolation and protection. Data has a
wide range of characteristics, including legitimacy and
consistency [2].

Nowadays, most companies prefer the advantages of
multiple clouds to a single cloud due to its flexibility and
variety of services [3]. Rather than being open systems,
many of today's public and private cloud networks are
designed to run in isolation. In order to obtain the benefits of
multi-cloud computing for companies, they must overcome
the difficulties posed by the lack of interconnection between
these networks. However, consumers must be secured in
order to continue using their applications as usual after
moving their data and applications to this multi-cloud

BTl This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/)


https://ijettjournal.org/archive/ijett-v70i1p204
https://www.internationaljournalssrg.org/
http://creativecommons.org/licenses/by-nc-nd/4.0/

Dr. V. Gokula Krishnanet al. / IJETT, 70(1), 35-42, 2022

approach. Customer account information is stored in the
cloud by cloud service providers [4-5]. It is necessary for a
customer to keep their passwords in several cloud services if
they want to use multiple cloud services. For cloud service
providers and their clients, the number of copies of user data
will be substantial, and security risks will increase. As a
result, before moving data to multi-cloud, the organization
must first classify it and then select the Cloud best suited to
its requirements [6]. This distributed environment has led to
a great deal of concern among enterprises regarding the
security of their sensitive data and important applications in
the cloud, as well as how to retrieve their data if something
goes wrong [7].

Mass Distributed Storage (MDS) has also been used in
recent years to increase the storage capacity [8-9]. MDS is
considered an advantage because of its high-performance,
scalable processing. One area that requires improvement is
the security of dispersed data storage [10], where threats
originate from various angles. For example, malicious
attacks or abuse activities may be more likely to occur during
data transports because of the distributed storage method[11-
12]. As of right now, unanticipated actions can also occur on
the cloud server-side, which is mostly controlled by rules and
regulations in most countries. Cost considerations make it
challenging, however, to strike a balance between utility and
security [13]. Consequently, securing dispersed data in cloud
schemes is a complex problem since the hazards associated
with multiple network levels are not fully addressed [14-15].

This study focuses on the topic of cloud operators
abusing their power and preventing cloud users' data from
being released from cloud servers. The ECIES concept,
which stands for intelligent cryptography, is aimed to
provide both an efficient MDS service and high-level
security measures. It is our goal to encrypt all data and
distribute it across multiple cloud servers without incurring
large costs or delays. Our proposed solution aims to prevent
cloud service providers from accessing consumers' source
data directly. The paper's key contributions are two-fold:

» Cloud operators can't directly access users' original
data through a proposed cryptographic solution we
have developed. The cloud server's malicious
activity can be protected using the cryptographic
method suggested here.

» In this paper, we offer an efficient data splitting
apparatus that does not generate large overheads
while also ensuring data retrievability.

The remaining structure of this paper follows as follows.
Section 2 consists of existing techniques to solve the issues
of cloud computing. The explanation of the proposed
methodology is provided in Section 3. The validation of
ECIES with existing techniques is obtainable in Section 4.
Finally, in Section 5the conclusion is described.

Il. LITERATURE REVIEW

Confidential cloud digital signatures have been proposed
by Pan et al. [16]. Digital signatures are becoming
increasingly used in the field of cybersecurity as the
verification of signatures is more time-consuming than the
production of recall collated values. An elliptic curve digital
signature technique (ECDSA) with the 256-bit key size is
proposed in this research. Guess is a universal server for
consecutively elliptic curve structures, and the algorithm runs
on it. In order to increase throughput and computational
capacity, Guess uses threads to implement. Subcontracting
calculations for signature creation and authentication have
been a common practice among defense practitioners. Guess
uses additional software elements that can be readily
upgraded and scaled. There is evidence in the study to
support the claim that Guess may be used as proof of secure
network  transactions,  customizable  features, and
optimization limits.

Cloud-based multimedia apps are becoming increasingly
popular, according to Yang et al. [17]. In a cloud situation,
such information can be saved, processed, and restructured in
a cost-effective and structured manner. Although cloud
computing services have security and protection concerns,
the video content in a pool of clusters is recognized for a
given time period in this work. All of the video content will
be encrypted for only one user at a specific moment. There
are additional suggestions for an efficient and effective
method of updating consumer features, such as giving up
innovative features, repealing previous features, and grinding
features that are previously repealed. New features can be
signed and old ones revoked as part of the dynamic changes
in user options.

Data encryption was introduced by Amalarethinam and
Leena [18]. RS Algorithm's asymmetric key sizes are the
primary focus of this study. In order to ensure security, the
file is divided into blocks of varying sizes. According to the
block sizes, the suggested algorithm's key size is likewise
increased to match the key size.

For the safe and efficient storage and sharing of sensitive
personal data, the authors of the paper [19] describe the
"CHARON" cloud storage system, which makes use of
numerous cloud providers and storage repositories. It doesn't
necessitate any client-managed servers, and it effectively
manages massive files on a geographically scattered storage
set because of CHARON's three unique qualities. As a result,
using byzantine-resistant cloud storage has the disadvantage
of higher latency, but the adding of a biometric identification
system can be more actual in terms of security.

In [20], worker nodes with various resources from
multiple cloud providers can be used to increase the
infrastructure's cost efficiency and ensure high availability by
using a grid engine on top of a multi-cloud virtual
environment. Oracle grid engine is used to distribute jobs to
worker nodes that have been scheduled (in-house and cloud).
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When a job is sent to the Oracle grid engine master node, the
worker nodes act as listeners. The grid gain engine receives
the job from the Client following a valid authentication
process. Hackers pose a serious threat, so access
management is critical. Someone who has been granted
access to the Cloud can be a potential hacker. Confidentiality
of location data is a problem, which is solved by the authors
of [21]. A structured multi-level query tree is built to present
the grouping of location data and access frequency, and then
noises are added to the query tree nodes, which can increase
protection location data.

A. Mass Distributed Storage (MDS)

Big data storage in cloud schemes is handled by MDS,
one of the most common cloud computing approaches. In
addition to security considerations, there are questions about
storage availability, reliability, and accessibility when
employing this method. A large amount of data makes
system integrations more difficult. Using MSD raises a
number of security issues [22, 23]. Cloud-based MDS
presents a number of significant challenges and
opportunities, as stated below:

Data synchronizations face a major problem because of
the limited computational resources available. If you're using
large data, you should be able to have good synchronization
for users of various sizes. However, as the number of big
data consumers grows, computational resources are put under
tremendous strain. This issue has been the subject of recent
studies. In neural systems with asynchronous spiking, for
example, a strategy [24] has been proposed to utilize the
concept of local synchronization. Using this method,
distributed parallel computing devices can get the most out
of their available processing power.

Many previous studies have examined how cloud big
data storage strategies can be used in practice to enhance
business processes [25-26]. Research on information
safeguards, such as access control systems and trust
management, is another area of interest. To secure
community data, for example, a trust level classification
methodology has been developed [27]. If the trust
communication setups for Instant Social Networking (ISN),
this technique worked well for users [28]. An ontology-based
authentication categorization system is presented in another
recent research [29] for safeguarding multimedia data in
cloud computing. The majority of these studies focused on
safeguarding data transfer and authenticating users. There is
little control over how data is stored when it is on the cloud.

In addition, encryption-oriented approaches to data
protection on cloud servers are sought. Previous studies have
also looked at this area, such as Fully Homomorphic
Encryption (FHE) [30] and ABE [31]. Data can be efficiently
protected against external malicious acts and incorrect
internal operations using these types of safe techniques; but,
the additional computations they require can have a severe

influence on the efficiency of data processing. Noises in FHE
make it impossible to carry out some tasks.

For the most part, there are two options for dealing with
cloud-side data abuse. Restricting employees' behavior
through regulatory compliance procedures is the first step.
Despite the best efforts of technical methods, this type of
paradigm is difficult to manage. The use of encryptions like
FHE and ABE, which prevent data from being leaked, is
another option. However, this sort of data protection does not
meet the needs of most modern industries because of its
reduced operational efficiency and unresolved issues. A
higher level of security is needed for large data-related
applications. Thus we've come up with a novel approach to
this problem.

B. Problem Identification

Cloud storage presents a wide range of security
concerns. When it comes to cloud storage, consumers are
most concerned about protecting their personal information.
In the cloud, data storage is popular, but securing it is a
difficult challenge for service providers to accomplish.
Providers encounter a number of issues that are listed below.

«» Individual data storage is critical in a cloud
computing environment that is private and secure. In a
variety of circumstances, the suppliers are defending
customer data from the unknown.

«» Itisalso indicated that data derivation for delivering
counterfeit and non-repudiation is protected.

«» Consumer fear of hacking, both inside and outside
of the company. Encrypting all data without taking into

account its privacy degree is a possibility.
I1l. PROPOSED METHODOLOGY
A. System Model

Figure 1 depicts a multi-cloud data storage scheme with
three distinct entities.

Cloud A

i

Cloud B

CD

Private cloud

metadata

Mg ’ |
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Figure 1: System Model

The following is a list of three distinct network entities:
« Users (US): People who have a huge amount of data
files to store in multiple cloud providers.
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«+ Multiple cloud storage servers (CSSs) are delivered
by diverse cloud service providers with important computing
power and storage space.

% A third-party auditor (TPA) who can certify the
integrity of cloud data on behalf of cloud users.

A cloud storage server Organizer (O) is used to handle
the interactions between the TPA and various CSSs, and
each CSS is responsible for storing and maintaining a portion
of users' data on its own. Organization and TPA can only
communicate with each other via CSSs. The TPA and
various CSSs are considered semi-trusted entities by the US.
Consequently, we must safeguard data privacy while
ensuring that the honesty of data stored in the cloud can be
reliably validated.

As a first step, a customer requests a file storage space to
the cloud service provider (CSP). If the file is a blank one,
they'll look at the cloud server's storage capacity and
accessibility. Then, the user will be able to regulate whether
the input file is crucial or sensitive. Assuming it's a sensitive
file, it will be split into multiple VMs, and if it's a non-
sensitive file, it will be kept in one single virtual machine.
Our algorithm is designed to maintain the encryption process
that is necessary for restitution. The data is encrypted if it is
stored on a cloud server by the data owner. An algorithm
called ECIES is used to encrypt the data at this moment.
Figure 2 depicts a generic block diagram of the proposed
process, while a supplementary segment provides more
specific details.
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Figure 2. Proposed cloud computing cryptography-
based data storage.
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The proposed method is implemented in the following
manner:

Step 1: Registration

Initially, users must create an account by providing an
email address and a unique username/password combination.
For the purposes of encryption, a password entered by the
user is viewed as a private key. This private key is used in
conjunction with the public key to encrypt the file. To
decrypt the file, the same private key must be used.

Step 2: Key Generation

To put it another way, ECIES is a public-key system that
provides authenticated encryption and key exchange. As part
of an Elliptic Curve Cryptosystem, the private key of an
Elliptic Curve is used to encrypt information, and the public
key of an Elliptic Curve is used to decrypt it. Even though
implementation and design of public-key schemes might be a
challenge, they are a vital means for securely exchanging
information in order to provide more secure authentication,
key generation, key exchange, and key transmission
techniques using less bandwidth on a network via a cloud
server. Selecting an elliptical curve using the ECIES is useful
when we wish to sign without using our private key,
although we can also use the technique to encrypt data with
our public key.

Step 3: Verification of File
Afterward, the file's status is determined.

a) Normal File
The file will be handled in a single virtual machine if it
is designated as non-sensitive.

b) Sensitive File

Files will be divided into various pieces dependent on
the size of the data if it is a sensitive file. A random virtual
machine (VM) is assigned to each part of the data. All of our
VMs can handle any number of files at once.

Step 4: Data Encryption using ECIES algorithm

The ECIES technique is used to encrypt packets in the
mobile nodes before they are sent to the cloud server. Using
the Secure Hash [31] is used to store data and signatures
from users. Encryption, digital signatures, and key exchange
schemes are all provided by ECIES, which is a public-key
method. To ensure safe authentication, key generation, and
key exchange procedures, Elliptic Curve (EC) uses smaller
key sizes, which reduces the amount of bandwidth needed to
transfer keys across a network through a cloud server [32].

Encryption using the ECIES: While the approach of
selecting a curve is commonly used for key exchanges
(signing with our public key and then proofing with our
secret key), it may also be utilized for data encryption. Some
of the fundamentals of elliptic curve cryptography are
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covered here. Assuming that we start with the public key of
an x-y point, we can then use it to generate our private key,
which is a random number that represents the gradient of the
line leading from G.

Q=P.g 1)

If you use prime Y large integer for finding the value of
P in oval, it is really difficult even we have the value of Q
and G. The equation for elliptic curve cryptography is given
below:

y2=x3+ax+b 2

x and y are points on the curve's value, and a and b are
the values of the points that define the curve. Here is how
elliptic key encryption is implemented: The Integrated
Encryption Scheme (IES) operates by generating a
symmetric key from the public key of the recipient.

Elliptic curve (EC) will be used to generate public key
pairs in the blockchain implementation. An ECC algorithm
that uses 256-bit public keys and is more secure than RSA's
3072-bit scheme. As with RSA, the elliptic curve uses
smaller key sizes for equivalent security. Reduced key size
and rapid processing speed are the primary advantages of
employing EC-based cryptography security.

This is the procedure for creating the ECIES algorithm
keys. It's the sender's responsibility to construct a random
private key RP, x G and then to find the sender's public key
P, x G on an elliptic curve.

PK, = RP, X G and PK, = P, X G ©)

In this way, G and PK,They are obtained from an
elliptic curve. PK,is subsequently sent to the recipient. R =
rXG, § = rxPK;And where r is a random number
produced by the receiver for the next receiver. Finally, the
message can be encrypted using this key (S). As a result of
this, R will receive the encrypted message as well as R's
encryption key.

S=RP, xR (4)

The secret key generated by the receiver is exactly the
same as the secret key generated by the sender.

S =RP, X (r x G)(5)
S=rx(RPy X G) (6)

S =r X PK, @)

Step 5: View File
The suggested model is decrypted using the same key
that was used to encrypt it.

Step 6: Accessing File
The file will be retrieved from the various cloud services
in the sequence in which they were uploaded to the system.

Step 7: Display File
Decryption into plain text will be the final step.

B. Threat models

Numerous cloud service ideal designers presume that the
cloud-side operators are secure because of the
trustworthiness of the cloud server. However, rather than
intentional attacks, many hazards are triggered by cloud
operators' unanticipated actions. In many cases, although
encryptions are used, data are still vulnerable. A tremendous
deal of information can be leaked if harmful operations are
allowed. As a result, we conclude that cloud operators are the
primary source of dangers and construct two threat models
based on current cloud activities.

1. Anti-Regulatory Compliance Threat (ARCT)
Model: Cloud-side workers are assumed to have a desire to
bypass the regulations and gain access to the data that are
considered in this approach. Employees working in the cloud
have access to the server and the encryption key.

2. Malicious Access Threat (MAT): In this scenario,
we adopt that the cloud-side operators seek to acquire
harmful access to the data and information. The cloud
server's data is saved in the cloud operator's knowledge.
Even if the data are encrypted, the operators can make
educated guesses about what they include, and therefore even
if the encryption level is high, and the data can be decrypted.
Definition 1 can be used to build these two threat models.

Definition 1: A key K to decrypt a cloud-based data packet
D, as K — D. Suppose cloud operators use K toD without
approvals from the data owner.

C. Design goals

In order to assure the data security essential by specific
data consumers, our suggested system intends to
simultaneously meet a number of targeted performance goals
as follows:

«» Our goal is to attain a higher level of security data
storage by splitting data across varied cloud servers.

«» This technology is designed to safeguard data from
external threats, such as those launched by criminals or
terrorists. During the transmission procedure, data must be
encrypted.

Significant efficiency data processing: Our scheme will
also reduce latency by avoiding high communication and
computation overheads.
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IV. RESULTS AND DISCUSSION

In order to conduct the experiment, CloudSim was used.
This version of Netbeans IDE includes Java 8. An Intel Core
i5 computer with 8GB of RAM is being used. To upload
files, a Java-based GUI for cloud sim was created, and a
Cloud analyst was used to determine where data centers
should be placed. Low-configuration machines will be able
to run the final product. However, the outcomes will be
ineffective, and the duration may vary depending on the
system's functionality. Table 1 shows the comparative
analysis of the proposed model with existing cryptographic
techniques such as AES and ECC in terms of encryption time
and decryption time. Figure 3 shows the graphical illustration
of the proposed model for encryption time.

Table 1. Encryption and decryption time took.

. File size | Encryption Decryption
Technique (KB) Time (ms) Time (ms)
10 645 578
20 815 632
AES 30 1187 845
40 1390 1011
10 617 543
20 789 614
ECC 30 1034 866
40 1345 987
10 563 395
Proposed- 20 715 496
ECIES 30 893 632
40 1201 846
1600
@ 1400
£
5 1200
S 800
5 400
S 200 Proposed
0 ECIES
10 20 30 40
File size (kb)

Figure 3: Graphical representation of the proposed
model in terms of encryption time.

When the file size increases, the encryption time is also
increasing. For instance, AES achieved 815ms, ECC
achieved 789ms, and the proposed model achieved 715ms
for the 20KB files. But, these same techniques achieved
1390ms, 1345ms and the proposed model achieved 1201ms
for the file size 40KB. This analysis proves that the proposed

ECIES model has less encryption time than existing ECC
and AES, even though the files are increased. Figure 4 shows
the decryption time of the proposed ECIES model.

1200
z
£ 1000
£ 800  AES
|_
S 600
£ 400 mECC
Fa
g 200 u Proposed
0 ECIES
10 20 30 40
File Size (KB)

Figure 4: Graphical Representation of proposed
model in terms of decryption time

When the file size increases, the decryption time is also
increasing. For instance, AES achieved 578ms, ECC
achieved 543ms, and the proposed model achieved 395ms
for the 10KB files. But, these same techniques achieved
845ms, 866ms and the proposed model achieved 632ms for
the file size 30KB. This analysis proves that the proposed
ECIES model has less decryption time than existing ECC
and AES, even though the files sizes are increased. When
comparing with encryption time, all models achieved less
decryption time, and the reason is that initially, the keys must
be generated for files encryption, and it will be easy for the
same model to decrypt the files. Table 2 shows the
comparative analysis of the proposed ECIES model for
uploading time and downloading time, where Figure 5 shows
the uploading time of the proposed ECIES model.

Table 2. Time is taken for downloading and
uploading time based on file size.

. Uploading Downloading
. Filesize . .

Technique (KB) time time
(ms) (ms)
10 3852 2984
20 4671 3756
AES 30 5453 4290
40 6814 5101
10 3917 2762
20 4567 3841
ECC 30 5740 4289
40 6853 5574
10 2145 1465
Proposed- 20 3365 2141
ECIES 30 4211 2965
40 5236 3954
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mAES
mECC

= Proposed
ECIES

10 20 30 40
File Size (KB)

Figure 5: Uploading Time of Proposed ECIES model
with existing techniques

The proposed model, AES, and ECC techniques
achieved high uploading time than encryption time and
decryption time because the uploading time is influenced by
the file sizes. For example, when the file is 30KB, the AES
and ECC techniques achieved nearly 5600ms, and the
proposed ECIES model achieved only 4211ms. When the file
size is less (i.e.10KB), AES and ECC techniques achieved
nearly 3890ms, and the proposed model achieved only
2145ms. From this analysis, it is clearly proven that the
ECIES model has less uploading time than the existing
techniques. Figure 6 shows the downloading time of the
proposed model with existing techniques.

6000
g 5000
[¢B]
£ 4000
S HAES
= 3000
'-CEU HEECC
S 2000
S p d

M Propose
8 1000 FCIES
0
10 20 30 40
File Size (KB)

Figure 6: Graphical Representation of proposed
model for downloading time with existing techniques.

The proposed model, AES, and ECC techniques
achieved less downloading time than uploading time. For
example, when the file is 20KB, the AES and ECC

techniques achieved nearly 3790ms, and the proposed ECIES
model achieved only 2141ms. When the file size is high
(i.e.40KB), AES and ECC techniques achieve nearly
5400ms, and the proposed model achieved only 3954ms.
From this analysis, it is clearly proven that the ECIES model
has less downloading time than the existing techniques.

V. CONCLUSION

For this research, we sought to find a solution that would
keep cloud service providers from accessing users' private
data. We came up with an intelligent algorithm called ECIES
to help us achieve this goal. Files are classified as either
sensitive or non-sensitive by the user. If the file is vital to the
user, then the ECIES algorithm is used to partition the file
into smaller sections and store them in separate virtual
machines (VMs). This information can be used to determine
who made the changes to the evidence, which is very useful.
It is thus possible to improve data dependability while
respecting the privacy of user information. The JAVA
platform is used to implement the algorithm in CloudSim.
The results of the experiment show that the projected scheme
performs better in terms of encryption and decryption time
than the existing system. The experimental assessments had
also shown that our proposed strategy could effectively
protect against significant cloud-side dangers. Efforts to
improve data availability will focus on safeguarding data
duplications in the future since data retrievals will fail if any
of the data centers are unavailable.
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