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Abstract - Voice over Internet Protocol (VoIP) involves the 

process of voice transmission via the internet in the form of 

data packets. VoIP faces several problems related to 

Quality of Service (QoS) issues like missing of data 

packets, delay, jitter and latency, resulting in poor voice 

quality. To improve VoIP services, the authors proposed a 

network design using a machine learning approach and 

calculated the quality of voice communication. Further, 
considered the number of nodes in the proposed work 

ranging from 5 to 30 and calculated the results with two 

scenarios, one before the attack and another after the 

attack.  The results with the proposed approach as 

compared to the existing approach exhibit lower packet 

loss, throughput, latency and jitter. The proposed 

approach demonstrated the better QoS for the VoIP 

network, which is an improvement as compared to the 

existing approach. 

 
Keywords —  VoIP, machine learning, QoS, ABC, SVM, 

ANN. 

I. INTRODUCTION 

Voice over Internet Protocol (VoIP) involves the 

process of analog signal transmission via the internet. Due 

to the advancement in communication technology, real-

time voice transmission over the internet has become 

popular. The performance of the network is important and 

depends on protocols. Although various research works 

focused on Internet protocol (IP) extensions for providing 

support to communications [1]. The QoS for voice 

transmission on VoIP is related to the codecs used. The 
voice codecs are responsible for digital conversion and 

compression. The coding rate of various codecs depends 

on bit per second and frames per second of data transfer 

and is responsible for the quality of voice in a VoIP 

communication system. [2]. The basic purpose of 

improving the QoS is to reduce the loss of data packets in 

the VoIP communication system. 

The VoIP data flow can be divided into two classes, one 

sensitive and another non-sensitive. The VoIP follows the 

communication protocols for the purpose of data transfer 

[3]. Machine learning (ML) is an emerging technique for 
computer systems to learn about data and performance 

with accuracy. In a communication environment, ML can 

learn the network situations dynamically in the QoS related 

errors. The network communication system can be 

categorized on the basis of QoS [4], [5]. The network is 

dependent on reliable and secure internet applications. To 

improve QoS, the internet service providers may work on 

providing the best services with accuracy and low 

computing load [6]. In a VoIP communication system, 

channel allocation is a very critical problem due to 

different applications required by the network [7], [8]. QoS 

and data security are necessary for the establishment of 
VoIP. Some of the pros and cons inhabited by VoIP 

service are summarized below. 

A. Advantages of VoIP Communication  

• Minimal voice calling cost. 

• Highly flexible means of communication. 

• It offers services such as voice mails and call 

forwarding. 

• Totally a cost-free service for PC to PC 

communication. 

• Advantages of International and long-distance 

calls. 

• It has easy implementation and installation. 

• It can be integrated with available services. 

B. Disadvantages of VoIP Communication 

• Un-ability to make calls under power shutdown. 

• It has inadequate practicability in emergency 
situations. 

• Totally relies on the quality of Internet 

Connection 

C. VoIP Technology 

Voice over Internet Protocol involves many components 

for successful voice communication such as CODEC 

(coder and decoder) for signal conversion, packetize digital 
data at one end and de-packetize for data at another end 

[9]. The Voice communication process is shown in Fig.1. 

Some most frequently used codecs are mentioned with data 

rate and packet size in Table I. The signalling protocol is 

part of VoIP communication and works at the application 

layer for managing multiple sessions. More protocols, for 

example, H 323 and Real-Time Protocol (RTP), are used in 

VoIP for data transfer [10]. Most of the researchers 

concentrated on the quality of experience (QoE) by using 

machine learning algorithms and choosing the appropriate 

machine learning method, but problems to improve the 

quality of service are still pending [11], [12]. 

https://ijettjournal.org/archive/ijett-v70i2p225
https://www.internationaljournalssrg.org/
http://creativecommons.org/licenses/by-nc-nd/4.0/
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Fig. 1 VoIP communication process 

 

This research work involves the analyses of the QoS 

parameters and best machine learning method for 

improvement of the voice quality in the VoIP 

communication process. 

 
Table I. Frequently used CODECs for VoIP 

Name of 

Codecs 

(ITU-T) 

Bit 

Rate in 

kbps 

Name of Codecs 

Bit 

Rate in 

kbps 

G.711   64 DVI   32 

G.721   32 G.722.1  - MLT 24 

G.722 –2 band 64 L16 – Linear PCM 128 

 
This paper is presented in five sections, including the 

introduction to VoIP. Section 2 gives the details about the 

previous study in the form of a literature review. Section 3 

is about the proposed implementation to improve the QoS 

in VoIP. The results with discussion are described in 

section 4 and finally concluded with section 5. 

 

II. LITERATURE REVIEW 

This section is related to the work done by different 

researchers to solve various problems for the improvement 

of VoIP technology. The researchers analyzed models to 

check the safety requirements in VoIP systems and raised 

questions about security frameworks [13], [14]. Recurrent 

Neural Networks (RNNs) and a real traffic dataset were 

built to protect from different attacks. The detection 

accuracy is shown higher as compared to the traditional 

machine learning approach. The results for DDoS incidents 
are compared after experimentation [15], [16]. The author 

advised using RFC (Request for Comments), resulting in 

the overall verification delay times through experiments 

and used a mutual key exchange in the encryption method 

to improve security [17].  

To estimate the VoIP quality E-model has been 

combined without the requirement of time consumption 

and illustrated the QOS in service-oriented computing 

[18]. A statistical learning scheme based on the secure 

VoIP detection algorithm to recognize SPAM is proposed. 

An incremental support vector machine (ISVM) and the 

performance is tested using an experiment that reported a 

positive probability rate against the spammers [19], [20]. 
Research issues with future directions are discussed by 

identifying pitfalls [21]. ML algorithms show the 

enhancement in terms of bandwidth allocated in a real-time 

environment. Earlier research differentiated the internet 

data flowed and reviewed the techniques on the basis of 

Machine Learning [22], [23].  

ML approaches were used to classify SDN-IoT 

networks and examined about random forest classifier with 

SFS data presented in sub-datasets [24], [25]. RL based 

routing protocol with reduced overhead and 

implementation of network scenarios is presented, such as 

traffic flows and routes. The network parameters are 
analyzed to implement a VoIP system.  Communication 

quality predicted by using an E-model algorithm and 

experimental results showed user’s QoE as an important 

factor [26]. The packet loss, delay, throughput and jitter 

affect DFI features of network communication is observed, 

and for improvement in QoS parameters, added network 

key performance indexes (KPIs) as input [27].  

The author proposed a reinforcement learning-based 

approach for improvement in QoS parameters and 

observed that 3D charge-trap based storage devices deliver 

higher performance [28]. The reliability at the link level is 
examined, and the experimental setup evaluated a real-time 

application and a task offloading application [29]. The QoS 

issues, channel access mechanisms related to recent IoT 

standards and performance analysis transfer mechanisms in 

cellular networks are presented using machine learning 

techniques [30]. The power-saving in-network is an 

important factor. The levels of network communication are 

exploited to classify the application of ML [31].  

The researchers found the stream control transmission 

protocol (SCTP) as a better VoIP application on the 

transport layer protocol within the range of acceptable 

latency. Further, suggested the integration of old traditional 
telephony systems and VoIP systems with IP Multimedia 

Subsystems (IMS) network through gateways. But the 

problem of QoS still remains with VoIP. The technology is 

undergoing a process of testing and needs improvement 

[32], [33]. 

III. METHODOLOGY 
This part of the paper is related to the proposed 

approach to improve QoS with security in VoIP services. 

According to the literature reviews, lots of researchers 

made attempts to improve VoIP, but the required level was 

not achieved. Initially, the deployment area for the network 
is defined with nodes ranging up to 30 in numbers. The 

source node used a number of nodes resulting in root 

formation. In the proposed work, the author first 

incorporated Artificial Bee Colony (ABC) based 

optimization to enhance the voice packet security 

broadcasted over the network. Following this, Support 

Vector Machine (SVM) along with Artificial Neural 

Network (ANN) is used to reduce the instances of packet 

loss and latency during the transmission process.  
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To calculate the success of the design mentioned in this 

paper, QoS is enumerated with calculations reflecting 

throughput, dropped packets, jitter and packet loss rate. 

The overview of the design is given in Figure 2, and the 

hybrid algorithm is shown as Algorithm 1 to gain in the 
security of the VoIP network. In the initial stages, 

Artificial Bee Colony based optimization is performed. 

The fitness function is calculated to identify the best fit and 

highly optimized network nodes. The information is then 

passed to SVM that trains the optimized network. Further, 

the optimized training data is fed to ANN, where Training 

and classification of network nodes is performed to 

identify malicious nodes from non-malicious nodes 

 

Fig 2: Flowchart for design 
  

Algorithm 1. 

1. Start ABC Algorithm for optimization of 

𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔𝑑𝑎𝑡𝑎 

2. Parameters Initialization 

x.  𝑈𝑢𝑝𝑝𝑒𝑟   // Boundary upper 

                   y.   𝐿𝑙𝑜𝑤𝑒𝑟 // Boundary lower 

3. Calculate Length of 𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔𝑑𝑎𝑡𝑎  

     𝑥.   𝑇𝑙𝑒𝑛𝑔𝑡ℎ = 𝑙𝑒𝑛𝑔𝑡ℎ(𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔𝑑𝑎𝑡𝑎)    

//The training data size 

4. Repeat iteration until 𝑇𝑙𝑒𝑛𝑔𝑡ℎ 

5. Locating random nodes 

6. 𝑁𝑜𝑑𝑒𝑝𝑜𝑠𝑖𝑡𝑖𝑜𝑛  =  𝑟𝑎𝑛𝑑𝑜𝑚 (0,1)(𝑈𝑢𝑝𝑝𝑒𝑟 −

 𝐿𝑙𝑜𝑤𝑒𝑟) //Locate nodes randomly  

7. Calculating the distance matrix 

      𝑥.    𝑁𝑜𝑑𝑒𝑑𝑖𝑠𝑡𝑎𝑛 = mini(𝑁𝑜𝑑𝑒2 −  𝑁𝑜𝑑𝑒1)   

// Finding the distance between nodes 
8. Calculating fitness score 

      𝑥.   𝑓𝑖𝑡𝑠  =   ∑ 𝑁𝑜𝑑𝑒𝑑𝑖𝑠𝑡𝑎𝑛
𝑛
𝑖=0         

 //Representing nodes in the matrix 

9. Calculation of the fitness function  

    x.    if 𝑓𝑖𝑡𝑠𝑐𝑜𝑟𝑒  ≥ 0, 𝑓𝑓𝑖𝑡 =
1

1+ 𝑓𝑖𝑡𝑠
                                                         

    y.    if 𝑓𝑖𝑡𝑠𝑐𝑜𝑟𝑒 < 0, 𝑓𝑓𝑖𝑡 = 1 −

𝑎𝑏𝑠𝑜𝑙𝑢𝑡𝑒(𝑓𝑖𝑡𝑠) 

10. Selecting the node having the least fitness value 

    𝑥.    𝐵𝑒𝑠𝑡𝑣𝑎𝑙𝑢𝑒 =  𝑚𝑖𝑛𝑖(𝑓𝑣𝑎𝑙𝑢𝑒 )   

   //Node select with least fitness value 

11. 𝐸𝑛𝑑𝑖𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛  
12. Initialization of SVM parameters 

            𝑥.     𝑂𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔𝑑𝑎𝑡𝑎  

    // optimization of node property for training 

data  

13. 𝑓𝑜𝑟𝑒𝑎𝑐ℎ  𝑁 𝑖𝑛 𝑁𝑜𝑑𝑒𝑡𝑜𝑡𝑎𝑙 

14. Checking the node property 

    x.    𝐼𝑓 𝑁𝑜𝑑𝑒𝑝𝑟𝑜𝑝 ==′ 𝑅𝑒𝑎𝑙′  

    y.    𝐺𝑟𝑜𝑢𝑝1 = 𝑁𝑜𝑑𝑒𝑝𝑟𝑜𝑝𝑁
 

15. Else  

    x.    𝐺𝑟𝑜𝑢𝑝2 = 𝑁𝑜𝑑𝑒𝑝𝑟𝑜𝑝𝑁
 

16. 𝐸𝑛𝑑𝑖𝑓   𝐸𝑛𝑑𝑓𝑜𝑟  

17. 𝑡𝑟𝑎𝑖𝑛𝑠𝑡 =
𝑆𝑉𝑀𝑇𝑟𝑎𝑖𝑛 (𝑂𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔𝑑𝑎𝑡𝑎, 𝐺𝑟𝑜𝑢𝑝, 𝐾𝑒𝑟𝑛𝑒𝑙𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛) 

18. 𝑂𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔𝑠𝑡 = 𝑡𝑟𝑎𝑖𝑛𝑠𝑡 . 𝑆𝑉𝑀    
    // identify training data for ANN 

19. Initialization of ANN variables 

    𝑥.    𝐸𝑛𝑢𝑚   

    // epochs number for iterations by ANN 

   𝑦.    𝑁𝑛𝑢𝑚  // Neurons used  
20. Initializing ANN parameters 

    𝑥.    𝑀𝑆𝐸, Gradient, Mutaiton, validation 

    𝑦.    𝐿𝑒𝑣𝑒𝑛𝑏𝑒𝑟𝑔 𝑀𝑎𝑟𝑞𝑢𝑎𝑟𝑑𝑡   

// Name of the used technique 

𝑧.    𝑟𝑎𝑛𝑑𝑜𝑚 // data division  

21. 𝑓𝑜𝑟𝑒𝑎𝑐ℎ𝑇 𝑖𝑛 𝑂𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔𝑠𝑡 

22. 𝑖𝑓 𝑂𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔𝑠𝑡𝑇
   ==   𝑁𝑜𝑑𝑒𝑐𝑜𝑚𝑚𝑢𝑛𝑖𝑐𝑎𝑡𝑖𝑛𝑔    

       //Communicating node 

23. 𝑐𝑎𝑡1 = 𝑝𝑟𝑜𝑝𝑒𝑟𝑡𝑦 (𝑂𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔𝑠𝑡𝑇
)  

       // real node 

24. 𝐸𝑙𝑠𝑒𝑖𝑓   𝑐𝑎𝑡2 = 𝑝𝑟𝑜𝑝𝑒𝑟𝑡𝑦 (𝑂𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔𝑠𝑡𝑇
    

// Non-real node 

25. 𝐸𝑙𝑠𝑒  𝑐𝑎𝑡3 = 𝑝𝑟𝑜𝑝𝑒𝑟𝑡𝑦 (𝑂𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔𝑠𝑡𝑇
   

// More number of properties 

26. 𝐸𝑛𝑑𝑖𝑓  𝐸𝑛𝑑𝑓𝑜𝑟 

27. 𝑉𝑜𝐼𝑃𝑛𝑒𝑡  =
  𝑁𝑒𝑤𝑓𝑓(𝑂𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔𝑠𝑡𝑇

  , 𝑐𝑎𝑡𝑑𝑎𝑡𝑎 , 𝑁𝑛𝑢𝑚)   

       // Training and category data 

28. Initialize Training ANN 

29. 𝑉𝑜𝐼𝑃𝑡𝑟𝑎𝑖𝑛𝑒𝑑  =
 𝑇𝑟𝑎𝑖𝑛( 𝑉𝑜𝐼𝑃𝑛𝑒𝑡 , 𝑂𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔𝑑𝑎𝑡𝑎 , 𝑐𝑎𝑡)   

          //Set training parameters  

30. Initiation of testing with ANN 

31. 𝑁𝑜𝑑𝑒𝑐𝑢𝑟𝑟𝑒𝑛𝑡  = 𝑝𝑟𝑜𝑝𝑒𝑟𝑡𝑦 (𝑁𝑜𝑑𝑒𝑐𝑢𝑟𝑟𝑒𝑛𝑡)  

       //Current nodes property 

32. 𝑁𝑜𝑑𝑒𝑣𝑎𝑙𝑖𝑑 =
𝑠𝑖𝑚𝑢𝑙𝑎𝑡𝑒 (𝐶𝑙𝑜𝑢𝑑𝑛𝑒𝑡 , 𝑁𝑜𝑑𝑒𝑐𝑢𝑟𝑟𝑒𝑛𝑡) 

33. 𝑖𝑓 𝑁𝑜𝑑𝑒𝑣𝑎𝑙𝑖𝑑 == 𝑇𝑟𝑢𝑒;   

     Return 𝑁𝑜𝑑𝑒𝑔𝑒𝑛𝑢𝑖𝑛𝑒   

     //Authenticity check for node 

34. Else   Return  𝑁𝑜𝑑𝑒𝑚𝑎𝑙𝑖𝑐𝑖𝑜𝑢𝑠   

     // assigning to a malicious node 

35. 𝐸𝑛𝑑𝑖𝑓  𝐸𝑛𝑑𝑓𝑜𝑟 
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IV. RESULTS AND ANALYSIS 

The proposed VoIP network is analyzed for QoS by 

measuring packet loss rate, throughput, latency and jitter. 

The values are taken under two conditions, one with a 

normal network another without a normal network 
condition. The details of values taken are presented in the 

form of tables, and accordingly, figures are plotted. 

Further, the discussion is given below each figure. 
 

A. Packet Loss Analysis 

Packet loss is the failure of data packets in between 

source and destination in a network. In the case of a 
reliable and secure VoIP network, it is hard to avoid packet 

loss for highly sensitive VoIP applications. The packet loss 

is calculated by considering the number of nodes for 5 to 

30. Table II mention the percentage loss of packet before 

the attack and after the attack. 

 

Table II. Packet Loss Analysis 

Number 

of  

Nodes 

 Attack (before) Attack (after) 

ABC  

and  

SVM 

Proposed ABC 

and 

SVM 

Proposed 

5 1.1 0.4 1.31 0.51 

10 1.4 0.6 1.69 0.72 

15 1.8 1.1 1.99 1.34 

20 2 1.4 2.32 1.62 

25 2.1 1.6 2.33 1.73 

30 2.3 1.7 2.65 1.79 

 

 
Fig. 3 Packet loss Analysis 

 

All the values of packet loss are shown in Table II and 

plotted in Figure 3. It is observed in the approach proposed 

that the value as the average of loss of a packet is 1.13 % 

before the attack and 1.29 % after the attack. Whereas for 

ABC with SVM, the average values are 1.78 % and 2.05 % 

before the attack and after the attack, respectively. It is 

observed that there is a reduction in packet loss by 

introducing the proposed approach. 
 

B. Throughput Analysis 

Throughput is a number of bits passed through the 

medium in a specific period of time from the source to the 

destination in a VoIP network. It is calculated by 

considering the number of nodes from 5 to 30. Table III 

mention the percentage of throughput for the proposed and 

ABC with SVM before attack then after the attack. It is 

calculated and plotted valued of throughput in percentage. 

 
Table III. Throughput Analysis 

 

 

Number 

of 

Nodes 

 Attack (before) After  (after) 

ABC 

and 

SVM 

Proposed ABC 

and 

SVM 

Proposed 

5 98.5 99.4 98.41 99.33 

10 98.2 99.1 98.11 98.92 

15 97.8 98.7 97.66 98.59 

20 97.6 98.4 97.42 98.11 

25 97.3 98.3 97.02 98.13 

30 97.2 98.2 97.04 97.92 
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Fig. 4 Throughput Analysis 

 

All the values of throughput are shown in Table III and 

plotted in Figure 4. It is observed for ABC with SVM and 

the proposed approach that the average throughput is 97.8 

% and 98.7 %, respectively, before the attack. Whereas, for 

ABC with SVM and the proposed approach, the average 
throughput is 97.6 % and 98.5%, respectively, after the 

attack. The value of throughput improved with the 

proposed approach.  

 

C. Latency Analysis 

Latency is related to the time it takes in a network to 
deliver a packet from source to destination associated with 

it. The latency comparison is performed to calculate the 

delay in ms by considering the number of nodes for 5 to 

30. Table IV mention the latency values in ms for the 

proposed and ABC with SVM before the attack, then 

proposed and ABC with SVM after the attack.  

All the values of latency are shown in Table IV and 

plotted in Figure 5. It is observed in the case of before 

attack from the proposed approach that the average latency 

value of 1.27 ms is lower as compared to the average value 

of ABC with SVM, which is 1.87 ms. 

 

Table IV. Latency Analysis 

Number 

of 

Nodes 

Attack (before) Attack (after) 

ABC 

and 

SVM  

Proposed  ABC 

and 

SVM  

Proposed  

5 0.7 0.3 0.95 0.34 

10 1.2 0.8 1.62 0.93 

15 1.8 1.1 2.13 1.27 

20 2.2 1.5 2.56 1.73 

25 2.5 1.8 2.87 2.14 

30 2.8 2.1 3.13 2.48 

 
Fig. 5 Latency Analysis 
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Moreover, in the case of after attack, the average values 

of latency increased as 1.48 ms and 2.21 ms for proposed 

and ABC with SVM, respectively. The proposed approach 

shows the overall lower latency for improved and secure 

VoIP services.    
 

D. Jitter Analysis 

Jitter is one of the main criteria for the evaluation of the 

quality of service. Jitter in VoIP network is related to the 

variations of delay. It is calculated jitter values in ms by 

considering the number of nodes from 5 to 30. Table V 

mention the jitter values in ms for the proposed and 

Artificial Bee Colony (ABC) with SVM before the attack, 

then proposed and Support Vector Machine (ABC) with 

SVM after the attack. All the values of latency are shown 

in Table V and plotted in Figure 6.  

 

Table V. Jitter Analysis 

Number 

of 

Nodes 

 Attack (before) Attack (after) 

ABC 

and 

SVM 

Proposed ABC 

and 

SVM 

Proposed 

5 1.1 0.47 1.39 0.51 

10 1.9 0.82 2.35 0.91 

15 2.3 1.25 2.74 1.43 

20 2.5 1.62 3.12 1.94 

25 3.1 2.11 3.69 2.54 

30 3.5 2.73 4.19 3.12 

 

 

 

Fig. 6 Jitter Analysis 

 

It is observed in the case of before attack from the 

proposed approach that the average jitter value of 1.5 ms 

is lower as compared to the average jitter value of ABC 

with SVM, which is 2.4 ms. However, in the case of after 

attack, the average values of latency increased to 1.74 ms 

and 2.91 ms for proposed and ABC with SVM, 

respectively. The proposed approach shows the overall 

lower jitter for VoIP applications. 

 

V. CONCLUSION 
This research work it is designed a VoIP network to 

enhance the QoS using MATLAB simulator. Also, the 

problem of handover in VoIP has been resolved by using 

INTER-SR and INTRA-SR in hybridization as routing 

algorithms.  It has considered the number of nodes in the 

proposed work ranging from 5 to 30 and calculated the 
results with two scenarios, one before the attack and 

another after the attack. 

 The values for packet loss, throughput, latency and 

jitter are computed for the VoIP network. The results with 

the proposed approach as compared to the existing 

approach exhibit the lower loss of a packet with 1.13% 

(before the attack) and 1.29 % (after the attack). The 

throughput average with 98.7% (before the attack) and 

98.5% (after the attack), Latency average with 1.27 ms 
(before the attack) and 1.48 ms (after the attack). The jitter 

average is 1.5 ms (before the attack) and 1.74 ms (after the 

attack). The proposed approach demonstrated the QoS 

parameters in terms of security of the VoIP network, which 

is an improvement as compared to the existing approach.  
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