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Abstract — This study enhanced the Playfair algorithm with 

the novel Multidimensional Element-in-Grid Sequencer 
(MEGS). A 16x16 dynamic matrix with a new character 

sequencing scheme is introduced before substitution for a 

more secure encryption process. The proposed modification 

incorporates matrix rotation, matrix shifting, matrix rolling, 

and crossover operations in producing the ciphertext. The 

enhanced Playfair algorithm will pave the way for a robust 

system to secure information where similar plaintext 

characters may not have the same encryption value. The 

generated ciphertext will only contain printable ASCII 

characters. Simulation results revealed that the modified 

Playfair algorithm obtained an average of 53.54% 
avalanche effect when tested using plaintext with varying 

lengths ranging from 10 to 1000 characters, thus, 

surpassing the Strict Avalanche Criterion (SAC) standard. 

Applying the modified Playfair algorithm in image 

steganography or password security is recommended for 

future works, and other performance metrics such as the 

randomness test and brute force attack analysis be tested. 

Keywords — Modified Playfair algorithm, MEGS-based 

Playfair algorithm, matrix rotation, matrix rolling, matrix 

shift. 

I. INTRODUCTION 
Cryptography is the science and mathematics of hiding 

and obscuring data into an unintelligible format to protect 

adversaries [1]–[3]. Information security has gained more 

interest for most organisations as the electronic exchange of 
information attracts more attackers, hence the call for a more 

robust data transfer and communication security [4].  

In cryptography, a cipher is an algorithm for performing 

encryption and decryption. Several cryptographic algorithms 

have been developed to transform plaintext into an 

incomprehensible format. These include the Playfair 

algorithm [5]–[7], Polybius Square [8]–[12], Caesar Cipher 

[13]–[15], and Rail fence Cipher [16], [17], among others. 

Among these, Playfair offers simplicity in operation but is 

robust due to its practical digraph substitution that inhibits 
single letter frequencies where plaintext letters are no longer 

identified as entities [18]. Being one of the widely used 

encryption algorithms [19], Playfair has been a vital 

component in the security of applications, such as in the 

encryption of patient records using a 5x5 matrix [20] and 

15x14 matrix [21], in the key generation process of 

watermarking medical images [22], in image steganography 

systems using 16x16 with XOR operations [23], [24], in 

image encryption-compression system with the discrete 

wavelet transform (DWT) [25], in message encryption 

system with radio mean labelling method [26], and in client-
side encryption for cloud security using a 9x9 matrix [27] 

and a 16x16 matrix [28], to name some. 

More so, various modifications in the Playfair algorithm 

have been introduced to adjust its encryption process to 

enhance the security of the cipher.  However, these 

modifications still have limited and static matrices [19], [29], 

[30], which in turn produces repetitive ciphertext patterns 

that are vulnerable to attacks. Further, other modifications 

incorporated non-printable characters in their matrices. 

Though non-printable characters may increase the 

complexity of the Playfair algorithm, these are difficult to 
display on screens and may negatively affect the ciphertext 

structure [31], [32], leading to corruption or loss of data [33], 

[34].  

Furthermore, the transfer of non-printable characters is 

impossible in some communication lines [35]. Ciphertext 

with non-printable characters, such as control sequences, 

cannot be keyed in, hence, making decryption impossible for 

end-users [36].  These problems are traceable to the matrix 

elements and the static distribution of the elements in the 

matrix. Moreover, the use of static matrices compromises the 

algorithm's security [37] and, therefore, should be replaced 

with dynamic substitution tables to be more resistive against 
cryptanalysis attacks. [38], [39]. 
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Existing modification has room for improvement as the 

problem in elements, and its matrix persists. There is a need 

to design a more efficient scheme through a dynamic 

character substitution process to address the vulnerability of 

existing Playfair to cryptanalysis due to ciphertext patterns 
because of its static matrix, to increase avalanche effect, and 

to avoid the use of non-printable characters that will 

ultimately produce more optimal security. This study 

investigates the performance and acceptability level of the 

proposed algorithm extent on strict avalanche criterion 

standard requirements. 

II. LITERATURE REVIEW 

A. Playfair Algorithm 

The Playfair algorithm is a symmetric digraph-based 

substitution cipher [21]. It uses a 5x5 substitution matrix 

constructed using a key and the Latin alphabet characters in 

rows and columns [40]. Due to space constraints, the letter J 

is typically discarded from the grid, and the letter I is 

substituted in place, thus, treating them as a single character 

[30], [41]. 

Traditionally, a matrix is generated using a secret key to 

encrypt a plaintext. Each key character is arranged in the 

matrix without duplicating any letters. The remaining letters 

of the alphabet are added to the matrix in order. For instance, 

the words “FINAL FANTASY” is used as the key to 

creating the substitution matrix, as shown in Fig. 1. 

 

 

Fig. 1 The traditional 5x5 Playfair matrix 

 

The algorithm works using digraphs. The plaintext is 

divided into pairs of characters wherein each pair must not 
be of similar letters. Otherwise, a substitute letter, typically 

X, is placed after the first letter to form another digraph. For 

instance, “BELLS” is represented as “BE LX LS.” If the last 

digraph of the sequence is incomplete, then the letter ‘X’ is 

padded to complete the pair. For instance, “GIL” is 

represented as “GI LX.” Using the matrix and each digraph, 

the following rules [42] are followed during substitution: 

 

 

 

 If the letters appear on the same row of the matrix, 

then the ciphertext equivalent of the letters are at their 

right position. For instance, the digraph “FN” is 

substituted as “IA.” 

 If the letters lie in the same column of the matrix, 

then the ciphertext equivalent of the letters are those 

that are immediately below them. For instance, the 

digraph “TM” is substituted as “DU.” 

 If the letters are not found in the same row or column, 

then the ciphertext equivalent of the letters is those on 

the opposite corners of a rectangle formed among the 

letters. For instance, the digraph “SQ” is substituted 

as “BO.”  

It is also essential to note that the first letter of the 

encrypted digraph should be the one that lies on the same 

row as the first letter of the plaintext digraph [43]. The final 

ciphertext is generated once all digraphs are encoded.  

To perform decryption, the same process is executed. 

First, the substitution matrix should be created using the key 

as it is difficult to decrypt the ciphertext without it. Take 

each ciphertext digraph and perform the substitution based 

on the abovementioned rules. The original plaintext is 

uncovered after all the digraphs are decoded. 

B. Drawbacks of the Existing Playfair Algorithm 
The traditional Playfair algorithm does not support 

numeric characters and special symbols encoding. Further, it 

only allows a single letter case: either upper or lower. These 

problems are rooted in the limited 5x5 substitution matrix, 

thus, restricting the keyspace to only include twenty-five 

(25) characters from the Latin alphabet while discarding the 

remaining one (1) character [44]–[46]. 

The Playfair algorithm is susceptible to cryptanalysis 

attacks such as frequency analysis and brute force [47]. The 

problem is traceable to the static matrix used during the 

substitution process. In turn, it manifests patterns in the 

generated ciphertext during the encryption process. Plaintext 
containing similar characters like ‘AAAAAAAA’ or 

‘ABABABAB,’ or those that have the reverse of digraphs 

like ‘REapER’ or ‘DEloadED’ [48], [49] would produce 

repetitive character patterns in its ciphertext. Ciphertext 

containing these obvious patterns is easily decrypted as soon 

as a single part of it is already uncovered [50]. 

Including non-printable characters in substitution 

matrices also poses a problem to the encoding and decoding 

process. Non-printable characters are difficult to display on 

screens and may negatively affect the ciphertext structure 

[31], [32]. Using non-printable characters often leads to 

corruption or data loss [33], [34]. Furthermore, the transfer 

of non-printable characters is impossible in some 

communication lines [35]. Ciphertext with non-printable 

characters, such as control sequences, cannot be keyed in, 

hence, making decryption impossible for end-users  [36]. 
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III. METHODOLOGY 

A. The Proposed Enhanced Playfair Algorithm 

The enhanced Playfair algorithm comprises different 

steps in character sequencing before substitution, as 

presented in Fig. 2.  

The study enhances the substitution process of the 

traditional Playfair algorithm by introducing the 

Multidimensional Element-in-Grid Sequencer (MEGS) with 

specific operations, namely matrix rotation, shift rows, and 

roll to produce a dynamic substitution matrix. The use of a 

dynamic substitution matrix allows a more diverse character 

substitution keyspace against a static matrix that uses the 

same characters for substituting similar plaintext letters. With 

the implementation of a dynamic matrix, a character may be 

represented in 255 different ways. Moreover, a crossover 

operation is added for a more diverse ciphertext.  

The improvement is generally achieved through the 

16x16 grid and sets of operations to rearrange the grid 

elements. The proposed enhancement on the confusion and 
diffusion properties of the MEGS-based Playfair algorithm is 

expected to achieve a sufficient avalanche effect according to 

the Strict Avalanche Criterion (SAC). 

 

 

 
Fig. 2 Conceptual framework 

 

One of the proposed enhancements features a unique 

matrix where three operations are introduced to arrange the 

256 characters in the grid dynamically. These operations 

include matrix rotation, shift rows, and roll. The graphical 

representation of these operations is shown in Fig. 3. 

The matrix rotation operation involves rotating the grid 

elements to a certain degree. Fig. 3 shows that the rotation 

follows a ninety degrees (90°) counterclockwise movement. 

This method transforms rows to columns and columns to 

rows. It can be observed that the last column containing the 

elements “D-H-L-P” has been transposed and has then 

formed the first row of the grid.  

On the other hand, matrix shifting performs a cyclical 

shift of elements in each grid row based on a certain offset 

value. The shift row process starts at the second row of the 

grid by moving the row elements to the left one (1) time. 
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Succeeding rows also shift several times based on their row 

number minus one. They give an example showing that the 

values under columns A, B, C, and D are completely 

different from the original grid.  

The third operation, called matrix roll, cyclically shifts 

an array of elements based on a given axis. In the proposed 

method, the roll operation moves an entire row downwards. 

As observed, the last row containing the elements “M-N-O-
P” is rolled downwards and has then occupied the first row of 

the grid. These operations are critical in improving the 

confusion and diffusion properties of the Playfair algorithm. 

In terms of confusion, the substitution process of the 

proposed method completely obscures plaintext patterns in 

the ciphertext. The diffusion has also improved as any small 

changes in the plaintext result in more than half of the bits of 

the generated ciphertext. The confusion and diffusion 

properties increase are attributed to implementing a dynamic 

matrix.  
 

Fig. 3 Matrix operations 

 

To illustrate how the proposed method works, a graphical representation of the encryption process is presented in Fig. 4. 

 

 
Fig. 4 Proposed encryption process 
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First, plaintext and key 1 are required as input. The 

plaintext is the message to be encrypted, while key 1 is used 

to generate the initial Playfair substitution matrix. Before the 

matrix operations are performed, key 2 and key 3 must be 

obtained. The two additional keys are used to specify the 

number of times a matrix operation should be executed. To 

identify key 2 and key 3 values, the plaintext and key 1 are 

concatenated and then hashed using SHA-256. An exclusive-
OR (XOR) operation is performed on each succeeding 

character of the hash until the end of its sequence. The 

resulting 8-bit sequence is split into two 4-bit sequences. The 

four (4) most significant bits are assigned to key 2, and the 

other four (4) least significant bits to key 3. Both keys are 

converted into their decimal equivalent. 

Encryption is executed after setting the values of key 2 

and key 3. Using key 1, an initial substitution matrix is 

generated. The matrix is populated using key 1 to appear in 

the key and without placing any duplicate characters. 

Subsequently, the remaining printable ASCII characters 

which are not part of the key will be added to the matrix. To 

start encrypting, the plaintext is divided into several digraphs. 
Each of these digraphs is encrypted using a dynamic 

substitution matrix. The matrix elements are rearranged for 

each digraph encrypted to form a grid of elements. Several 

matrix operations are performed in rotate, shift rows, roll, 

and shift rows. The number of matrix rotations is based on 

the value of the key, while the number of matrix rolls is 

based on the value of key 3. Once the elements have been 

rearranged, the next digraph is taken and then encrypted 

using the new matrix. The same process is repeatedly 

executed until the last digraph has been encoded. 

  

 
Fig. 5 Crossover operation 

 

Finally, the ciphertext is produced by performing a 

multipoint crossover operation using the encrypted digraphs. 

The sequence of digraphs is split in half, and all digraphs 

indexed in even positions in the sequence are swapped. The 

sample crossover operation is shown in Fig. 5.  

 

 

 
Fig. 6 Proposed decryption process 
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To execute the decryption process, the ciphertext with 

keys 1, 2, and 3 are required as input. First, the ciphertext 

undergoes a multipoint crossover operation. The ciphertext is 

split into digraphs, and then the sequence of digraphs is split 

in half. All digraphs that fall in even positions are swapped. 

Next, key 1 is used to generate the initial 16x16 matrix. 

Digraphs are decrypted using the matrix through character 
substitution. For each digraph decrypted, the matrix elements 

are rearranged to form a new grid of elements through matrix 

operations performed in the order of rotate, shift rows, roll, 

and shift rows. The number of matrix rotations and matrix 

rolls is based on key 2 and key 3, respectively. Once the 

elements have been rearranged, the next digraph is taken and 

then decrypted using the new matrix. The same process is 

repeatedly executed until the last digraph has been decoded. 

The detailed step of the decryption process is shown in Fig. 

6. 

B. Method Evaluation 

To test the security of the proposed method, the 

avalanche effect was considered the evaluation technique. 

The proposed algorithm must meet the Strict Avalanche 

Criterion (SAC) standard. 

The avalanche effect is an essential factor in determining 
the success of a cryptographic algorithm. The avalanche 

effect is calculated by computing the confusion element after 

altering just one bit from the plaintext that significantly 

changes the ciphertext. The desired value of the avalanche 

effect is 0.5 [43]. The avalanche effect is calculated using 

(1): 

 

 

IV. RESULTS AND DISCUSSION 

The simulation of the MEGS-based Playfair algorithm 

was executed in macOS version 12 environment using 

Python 3.8 and PyCharm IDE Community Edition 2021 in a 

MacBook Pro with a 2.0 GHz Quad-Core i5 processor, 16GB 

RAM, and Intel Iris Plus Graphics video card. 

The avalanche effect of the MEGS-based Playfair 

algorithm is shown in Table 1. 

 

Table 1. Average avalanche effect using plaintext with 

varied lengths 

Sample Length of 

Plaintext 

Avalanche 

Effect 

1 10 characters 55.47% 

2 20 characters 58.44% 

3 30 characters 55.30% 

4 40 characters 57.42% 

5 60 characters 55.72% 

6 75 characters 52.96% 

7 100 characters 52.76% 

8 150 characters 52.07% 

9 350 characters 52.24% 

10 450 characters 52.70% 

11 512 characters 51.88% 

12 600 characters 51.48% 
13 800 characters 51.50% 

14 900 characters 51.65% 

15 1,000 characters 51.52% 

Average  53.54% 

 

Plaintext with varying lengths ranging from 10 to 1000 

was simulated to obtain each avalanche effect. Every 

character of the given plaintexts was flipped by one bit 

iteratively to determine the results. The average avalanche 

effect of the fifteen samples using plaintext with different 

lengths is 53.54%, satisfying the minimum percentage 

requirement of at least 50% for a desirable avalanche effect 

of a cryptographic algorithm. This denotes that the MEGS-
based Playfair algorithm produces a difficult-ciphertext to 

uncover using statistical analyses [51]–[53]. 

V. CONCLUSION AND RECOMMENDATION 
In this study, the use of a 16x16 dynamic matrix with the 

Multidimensional Element-in-Grid Sequencer (MEGS) for 

the Playfair algorithm was implemented. The matrix rotation, 

matrix shifting, matrix rolling, and crossover operations were 

introduced in the construction of the dynamic matrix, which 

paved the way for a more secure encryption process. The 

simulation results revealed that the proposed MEGS-based 

Playfair algorithm yielded an average of 53.54% avalanche 

effect for all given plaintexts with varying lengths. The 
results denote that the algorithm successfully passed the 

strict avalanche criterion standard requirement for a desirable 

cryptographic algorithm. It is recommended to utilize the 

proposed algorithm in password security or image 

steganography and the like for future works. It is also 

suggested that the modified Playfair algorithm be tested 

using other performance metrics in cryptography, such as the 

randomness test and brute force attack analysis. 
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