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Abstract - Emerging development in networked control systems has been observed by integrating sensors, controllers, and 

actuators. The networked control systems (NCSs) are used in various fields due to ease of installation, reduced maintenance, 

system wiring, and diagnosis. However, the real-time communications via a network of NCS drive it towards vulnerable to the 

intended adversary attacks. The crucial information traveling through communication networks is more susceptible to being 

accessed by intruders to degrade the control performance of the networked system. This paper investigates the designing of an 

optimal controller through integrating principles of H-infinity loop-shaped design to improve the system performance under 

uncertain exogenous dynamics, i.e., network delay, packet loss (0, 5%, 15%, 20%, 25%, 30%), and other attacks. To detect the 

intrusive behavior in NCS, the Bernoulli distribution process is employed to model the packet loss probability. The proposed 

methodology presents the good tracking of reference, improved transient performance, and robust stability margin in a real-

time system. Finally, to justify the proposed optimal control design methodology, a numerical simulation is performed whose 

result ensures mitigating the effects due to uncertain exogenous input. 

Keywords - Networked control system, Uncertain exogenous input, Packet loss, H-infinity loop-shaped design procedure, 

Delays, and Attacks. 

1. Introduction 
The networked control system has become an emerging 

field where components are connected remotely through a 

real-time communication network [1]. Many systems rely on 

the secure transmission of packets/data through a 

communication channel to improve the system's 

performance. The NCS has many applications such as oil and 

gas plants, energy distribution, water control management, 

robotics, process industries, vehicle transportation, space-

craft, medical treatment, etc. [2], [3]. The packets/data 

containing confidential information are transmitted through a 

network that may be vulnerable to attack. The agent can 

access the information through various means such as 

breaching the network protocols and hacking, inducing 

denial of service (DoS), eavesdropping, and service-

degradation (SD) attacks [4]. An agent may launch the 

uncertain exogenous inputs, i.e., delays, packet losses, and 

attacks in either direction of NCS, to degrade the 

performance.  

 

In literature, various attacks such as Denial-of-Service, 

replay, and unwanted data injection attacks have been 

reported, intended to degrade the performance. The well-

known examples of such attacks are the German Steel Mill, 

Maroochy Water, Stuxnet worm attack, Davis-Besse power 

plant attack, etc. [5], [6]. In the literature review process, the 

effect of uncertain exogenous dynamic inputs, i.e., packet 

losses, delay, and attack, on the performance of NCS is 

undertaken. The intruder aims to extract the information of 

NCS to design an intended attack and may interrupt the 

process.  
 

This paper aims to achieve desired and robust 

performance with the following contributions. 
 

• Design an optimal controller using H-infinity loop-shaping 

design procedure to improve the performance parameter of 

the Industrial networked control system (iNCS) against the 

uncertain exogenous condition. 

• To detect the intrusive behavior in iNCS, the Bernoulli 

distribution process is used to model packet loss 

probability. 

https://www.internationaljournalssrg.org/
http://creativecommons.org/licenses/by-nc-nd/4.0/
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• The proposed design methodology incorporates the 

obtained robustness/performance tradeoff with the loop-

shaping principle to guarantee stable conditions. 

The rest of the paper is organized as follows: The 

extensive recent literature works are presented in section-2. 

Subsequently, section-3 describes the problem identification 

considering uncertain exogenous input and the proposed 

methodology to evaluate the optimal controller design using 

H-infinity loop-shaping theory. The section-4 discusses the 

simulation results obtained considering the optimal control 

design methodology. At the end of section-5, concluding 

remarks with the future scope is presented. 

2. Literature Work 
The effect on the stability due to disturbances caused by 

the packet loss in the networked system is framed with 

Lyapunov functions and designed the model-predictive 

controller, which showed the robustness and effectiveness of 

the presented methodology [7]. In [8], delays and packet 

losses in the control system are studied. By using protocols 

and security, reliable communication is possible while 

maintaining integrity, authenticity, and confidentiality. The 

estimation of the state was evaluated using the Kalman 

filtering approach, and the predictive controller is designed 

to determine the fault in the sensor node. The fault detection 

(FD) in the sensor is performed using the parity relation 

method while taking the effect of network uncertainty. 

Networked uncertainty was defined as packet loss, delays, 

and unwanted inputs [9], [10]. A filter was designed to detect 

a fault in the NCS which has undergone delay and time-

varying sampling [11], [12]. Also, the stability condition is 

briefed using LMIs and the Lyapunov function to show the 

robustness and sensitivity against disturbance. An adaptive 

regulator was designed using the linear-quadratic (LQR) 

approach to compensate for time delays in NCS [13].  

Issues related to the performance of the networked 

system with time-dependent sampling and packet dropout 

were discussed in [14], [15]. Further, the H-infinity 

controller was presented to show the method's effectiveness 

under defined uncertainty. The communication constraints, 

i.e., packet disorder, packet loss, and networked delay, play a 

critical role in degrading the performance of networked 

systems. To improve performance, a predictive control 

system (based on error) is designed considering the 

uncertainty and disturbance [16], [17]. For developing the 

optimal control algorithm to predict states – (i) input, (ii) 

output, and (iii) reference data were used, and the Riccati 

equation obtained the solution. The stability of a stochastic 

wireless networked system is proposed by defining the 

exponentially mean-square stability criteria with 

considerable delay and packet loss under a multiple 

transmission policy [18]. The ZigBee network for the closed-

loop system showed the proposed method's effectiveness. A 

comparative analysis of adverse effects due to delay in the 

wireless network is simulated using conventional and fuzzy 

proportional-integral-derivative control. The fuzzy control 

action improved performance over conventional control 

action [19], [20]. To secure the NCS against cyber-attack 

(i.e., Denial of Service and Deception attacks), symmetric 

key encryption methodology and hash-based message 

authentication code are used [21]. The developed secure 

system showed improved performance indices and the 

identification of attacks. The attack model is designed for the 

estimated system to compromise the actual networked 

system using a system identification tool [22]. The 

networked-predictive control algorithm is employed to 

design an optimal predictive controller. It compensates for 

packet loss and denial of service attack, which is introduced 

in either direction of the networked-control system [23], [24]. 

Furthermore, in [25], [26], mitigation of effect due to denial 

of service attack was addressed, and detection/prediction of 

such attacks have been presented in [27], [28]. 

In [29], [30], authors have designed a controller using 

Linear Quadratic Gaussian (LQG) control method. They 

have incorporated imperfections and demonstrated the 

efficacy of the proposed technique through deriving stability 

conditions. The problem of packet dropout in the multi-hop 

NCS is discussed by designing the stochastic model-

predictive control algorithm, which minimizes the quadratic 

cost function for the given control input and state [31]. 

Degradation of control performance problems related to 

communication resources and transmission energy wastage 

are discussed in [32]. A self-triggered control mechanism is 

developed using the model-predictive control method to 

overcome the problem. The performance can be improved 

further by employing the Kalman filter and state estimator 

while utilizing the network resources. In [33], the author 

presented an algorithm that detects the injection attack 

introduced by an agent. The designed algorithm introduces 

time-varying coding matrices to protect the measured data, 

which restricts the agent from doing good estimation using 

measured data for launching the attack. The parametric 

performance problem due to packet loss and induced delay in 

the NCS is investigated by designing the controller based on 

fuzzy logic and the Pade approximation method. The 

nonlinear characteristics of the system are approximated by 

fuzzy logic and delay with the Pade approximation. It has 

been observed that the designed adaptive controller expresses 

the robustness and effectiveness of the proposed 

methodology [34].  

Furthermore, in [35], to compensate for the problem due 

to packet loss, a data-driven predictive control strategy using 

a dynamic linearization scheme is adopted, which predicts 

the system's output. It is shown that the proposed 

methodology applies to open-loop and nonlinear unstable 

systems. The delay and non-Gaussian disturbances are 

presented for NCS to evaluate the performance parameters 

and optimal control sequence using a linear quadratic 
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performance index by minimizing the entropy [36]. The 

tracking control problem under the networked-induced delay 

using the Lyapunov functions is studied in [37], [38]. It is 

shown that using the proposed methodology and 

performance tracking can be improved by minimizing the 

networked-induced error. In [39], [40], the stability problem 

due to packet-dropout and networked delay in NCS are 

investigated by defining the mean-square stability conditions. 

The packet dropouts are modeled through the independent-

identically distributed Bernoulli process, and stability 

theorems are also established by solving algebraic Riccati 

equations. In [41], [42] author briefed on the performance 

problem occurring due to attack and bandwidth constraints 

on the NCS. The author demonstrated that stability could be 

maintained against such uncertainty by designing the 

adaptive controller based on an event-triggered mechanism. 

By defining the Lyapunov-Krasovskii approach and LMIs 

solutions, suitable asymptotical-stability conditions are 

derived, which express the improved dynamical behavior of 

the system. The author in [43] designed a guaranteed-cost-

control method for NCS experienced packet-loss through the 

Lyapunov function through quantization feedback. The term 

exponential stability is introduced to show the effect of 

packet loss and delay in a nonlinear-networked control 

system [44]. To synthesize the effect of quantized signal and 

packet loss in NCS, a quantized optimal controller is 

designed considering the mean-square stability (MSS) 

condition with the Lyapunov function [45]. The robust 

optimal control strategy deals with uncertainties in the 

nonlinear-networked system by solving the Hamilton-Jacobi-

Bellman equation by approximation method [46]. The 

networked model-predictive control and neural network are 

used to evaluate the performance of nonlinear NCS under 

packet dropout and networked delay [47]. Herein, the packet 

dropouts are expressed using Bernoulli distribution and 

multi-rate sampling to showcase the efficacy of the 

introduced methodology. The performance issues in NCS 

were addressed through the design of LQG control while 

considering the effect of the data dropout on stability. Here, 

packet dropouts are evaluated assuming white process noise. 

The set of stability conditions and probability of arrival rate 

of the data packets are evaluated by solving the LMIs and 

algebraic-Riccati-equations [48]. Table 1 and 2 illustrates a 

comparative analysis of different techniques/tools used for 

NCS performance with uncertain dynamics and attacks.  

 

Table 1. Comparative analysis of techniques/tools used for NCS performance with uncertain dynamics

 

 

 

Issues Techniques/Tool Achievement Limitation/Gaps References 

Packet losses 

and uncertain 

delays 

Bernoulli process, LMI, 

Markov jump linear 

system, MSS 

Response convergence 

faster 

Transient performance 

analysis not covered 

[49], [50] 

 

Uncertainty 

and 

disturbance 

Predictive control system 
Improved tracking 

performance 

Improvement of transient 

and steady-state 

performance are area of 

concerns 

[16], [17], 

[51], [52] 

 

Packet loss and 

Time-varying 

delay 

Pseudo-partial-derivative 

(PPD) method, Switched 

system approach 

Compensating delay and 

packet loss 

Performance improvement 

is the area of concern, 

including packet loss 

[53], [54] 

 

Nonlinear time 

delay 

Neural network with 

predictive control,  

dynamic Bayesian 

network 

Outstanding reference 

input tracing and rejection 

of disturbance 

Slightly improvement in 

transient response, peak 

overshoot, and settling time 

reduces 

[55], [56] 

 

Network-delay 

dynamics 
SOC system 

Reduced overshoot, fast 

convergence time, 

reduction in the cost 

function 

Mitigation of attacks not 

presented 

[57] 

 

Time delay 

and Packet 

dropout 

Markov chain, linear 

matrix inequality method 

Improved robustness and 

sensitivity against 

disturbance 

Transient and steady-state 

terms to be considered for 

packet loss 

[58], [59], 

[60] 

 

Networked-

Induced delay, 

packet 

dropouts 

Round-trip delay (RTD), 

MFAC, LMI method 

 

Compensate for the RTT 

delay, guarantee stability 

and steady-state tracking 

error to zero 

Steady-state value is not 

encouraging as for local 

control system 

[61], [62] 
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Table 2. Comparative analysis of techniques/tools used for NCS performance with attacks

The maximum allowed DoS attack within the NCS 

communication channel is discussed in [70]. Using the 

Lyapunov function, a set of stability conditions is derived, 

which illustrates the efficacy of the designed approach. The 

presence of networked delay, modeled using the Markov 

chain, degraded the response of the networked system [71]. 

Feedback gain and stability conditions are derived by 

adopting the cone-complementarity-linearization (CCL) 

algorithm. The control performance and security issues in the 

growth of NCS are addressed using the term ‘control over 

networks and control of networks’ [72], and the wormhole 

attack detection algorithm was presented in [73].  

Furthermore, performance index parameters for NCS 

under DoS attacks are evaluated by designing the switching-

based event-triggered-control mechanism [1]. Subsequently, 

sufficient and suitable stability criterion conditions were also 

derived to show the effectiveness of the designed 

methodology, which effectively processed the transmission 

of data packets. The improved performance of the NCS 

(which has undergone uncertain exogenous dynamics) is 

investigated by designing a controller with the concept of the 

LQG control, Kalman filtering, and proportional-integral-

derivative (PID) control action [74], [75]. Delays in discrete-

NCS are modeled using the Markov process. Sufficient 

stability conditions are derived using LMI and Lyapunov 

stability function, which determined the gains of state-

observer and stochastic-controller [76], [77]. In [78], the 

optimal control strategy was adopted for designing the 

optimal controller for an event-triggering-based networked-

control system under the stochastic nature of delay using the 

Markov jump theory. The optimal manipulated variable was 

derived using the dynamic programming mechanism to show 

the improved performance index [79].  

It is observed that the performance of the NCS is 

severely affected by the intrusion of the uncertain exogenous 

input. The intrusion may be classified as packet loss, delays, 

attacks, mainly denial of service (DoS) and service-

degradation (SD) attacks. The above-mentioned exogenous 

inputs must be studied in detail from the point of stabilizing 

the networked system. In literature, it is noticed that 

exogenous input, i.e., packet losses, delays, and intended 

intrusive attacks, have not been reported altogether in the 

real-time communication network for estimation of the 

performance of the networked system. This study motivates 

the design of an optimal controller by employing the H-

infinity loop-shaping design principles and considering all 

uncertain exogenous input. 

3. Description of Problem Formulation and 

Controller Designing 
3.1. iNCS Designing with Uncertain Exogenous Input 

Dynamics 

The basic block diagram representation of iNCS with 

uncertain exogenous input dynamics is shown in Figure 1. In 

the design of iNCS, uncertain exogenous parameters such as 

packet losses, delay, and intended intrusive attacks are 

considered, which may severely affect the stability of the 

control system. These exogenous inputs may be presented in 

either direction of the control system when transmitting the 

signal to and from the controller through a real-time 

communication channel/network. The continuous-time plant 

dynamics with exogenous uncertainties is defined in equation 

(1) and (2) 

.
( ) ( ) ( ) ( ) ( ) ( )x t Ax t t Bu t T t D t T  = + − + −   (1) 

( ) ( )y t C x t=     (2) 

where the term ( ) nx t  is the input vector, control 

vector is ( ) mu t = , measured output vector is defined 

Issues Techniques/Tool Achievement Limitation/Gaps References 

System 

identification 

attacks 

Random switching 

controller 

Resisting attackers to 

accurate modeling of plant 
Increase in settling time 

[63] 

 

DoS, FDI attack 

NPC algorithm, LMIs, 

MSS, H-infinity 

controller 

Detection and effect of 

attack studied 

Uncertainty in NCS and 

transient performance not 

considered, design of 

optimal policy 

[64], [65], 

[66], [67] 

 

Deception attack 

and network 

constraints 

NPC algorithm 
Detect and compensate 

deception attack 

Control goes worsens with 

increasing data loss 

[68] 

 

Adversary attack Adaptive control 
Demonstrated the impact 

of attacks 

No uncertainty was 

included, and more 

deviation in transient 

performance 

[69] 
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as ( ) py t  , and ( ) lt   is the uncertain exogenous 

input. The total delay is represented by T ( )t the packet 

arriving at t the instant. The system matrices 

, , ,A B C D considered are inappropriate dimensions. The 

1 2 and are termed the delay from the sensor to controller 

and controller to the actuator, respectively. It is expected that 

packets can be transferred efficiently when the sampling time 

is larger than the processing delay and induced delay (i.e., 

1 2s   + + processing delay). 

Reference 

Signal

Threats: Delays, 

Packet losses and 

Attacks

Plant

Sensor

Actuator

Network

Controller 

design 

using 

LSDP

Controller Plant

 

Fig. 1 iNCS design with LSDP 

The controller and actuator work on the recent available 

signal/packet received through a communication network. 

So, the controller and actuator considered are event-based, 

which sample the signals in sampling 

intervals[ , ( 1) )
s s

k k k +  . An intruder may intentionally 

drop the packet while transmitting via a communication 

channel. The probability of packet dropouts can be 

represented as 

,            1
( )

1 ,        0

r k

r k

r k

p if
p

p if






=
= 

− =
  (3) 

where [0 1]rp  represent the packet lost probability 

and 1k =  for successful packet transmission, 

otherwise 0k = . In the sampling interval, 

[ , ( 1) )s sk k k +  the state equation with uncertain 

exogenous inputs is represented as [80] 

1

0 ( ) ( )

0

1

( ) ( )

0

( 1) k

k i i k i

i

k

k i i k i

i

x k A B u

D







 

−

− −

=

−

− −

=

+ = +

+




  (4) 

where 0 exp( )sA A= exp[ ( )]k

i sB A d B  = −
exp[ ( )]k

i sD A d D  = −  delay bound is defined as 

 0,1,2..... 1i = − and. Based on exogenous input, i.e., 

delays and packet losses augmented state and output are 

expressed as 1k hk k hk k hk kh h u D + = + + , and 

k hk ky C h= , respectively. Here kh  is the augmented state-

vector, which is defined as
'

' ' '

k k k kh x u  − −
 =   . The 

augmented system matrices are defined as 

0

0 0 0

0 0 0

0 0 0

k k

k k

hk m

m

A B D

I

I

    



− −
 
 
 
 =
 
 
 
 

, 

0

0

0

k

k

m

hk

B

I

 
 
 
  =
 
 
 
 

,

0

0

0

k

k

hk l

D

D I

 
 
 
 =
 
 
 
 

, 

 hk m lC diag C I I=    (5) 

3.2. Proposed Optimal Controller Design using H-infinity 

Loop-Shaping Theory 

In this section, H-infinity loop-shaping controller is used 

to confirm the system stability against uncertainty and 

provide robust stability to the iNCS. The loop-shaping theory 

is used to shape the frequency response within bounds. This 

improves the robust stability and performance of the system.  

As shown in Figure 2, the following procedures are used 

for designing the controller using the loop-shaped design 

methodology. 
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3.2.1. Loop-Shaping 

In the nominal plant P , singular values are shaped to 

extract the desired open-loop shape. This is done using the 

pre-compensator 1c and the post-compensator 2c , as 

shown in Figure 2(a). The nominal shaped plant is defined 

as 2 1s c cP P = . The value of the pre-compensator 1c  

and the post-compensator 2c  is chosen such that there are 

no hidden modes in the shaped plant, sP  

ωc1

K∞

ωc2P

ωc1 ωc2P

ωc2 K∞ Pωc1

-

-

Ps

K

(a)

(b)

(c)
 

Fig. 2 Design of feedback controller using loop-shaping design 

procedure 

 

3.2.2. Robust Stabilization 

Maximum stability margin max : The following 

expression defines the calculation for maximum stability 

margin [81]. 

1 1 1
K Stabilizingmax

inf

( )s s

I
I P K M

K
 − − −



 
+ 

 
  (6) 

K Where is the stabilizing controller? Normalized co-

prime factors 
1

sM −

sN are defined such that 

1

s s sP M N−= * *

s s s sM M N N I+ = and. The term 


 is 

H the norm. If max 1  , then adjust the value of the pre-

compensator 1c  and the post-compensator 2c . The 

normalized left co-prime factorization sM sN is defined as 

1/2 1/2 1/2s s

A HC B HD H
N M

R C R D R− − −

+ + 
  =   

 
  (7) 

The 0Z   and 0X   are the solutions of two 

(generalized filter and control) algebraic Riccati equations as 

given below [82] 

( ) ( )

( )

1 1

1 1 0

T
T T

T T T

A BR D C Z Z A BR D C

ZC R CZ B I D R D B

− −

− −

− + −

− + − =
  (8) 

( ) ( )

( )

1 1

1 1 0

T
T T

T T T

A BS D C X X A BS D C

XBS B X C I DS D C

− −

− −

− + −

− + − =
  (9) 

where ( ) 1T TH ZC BD R−= − + ; 

TR I DD= + and
TS I D D= + . 

 Now select max   and synthesize K stabilizing 

controller, as shown in Figure 2(b),  such that  

 

1 1

1 1

( )

( )

s s

s s

I
I P K M

K

I
I P K I P

K


− −



 

− −



 

 
+ 

 

 
= +  

 

(10) 

The closed-loop robust stability is maximized by 

minimization of the above expression such that  

1 1
K Stabilizingmin

inf

( )s s

I
I P K M

K
 − −



 
= + 

 
 (11) 

The expression can also be defined as 

( )
min

2

1

1 s s
H

N M

 =

−

   (12) 

were the term 
H

  represents the Hankel norm and is 

expressed as  

2
1

max ( ( ) )s s
H

N M ZX I ZX −= +   (13) 

The max ( )   denotes the maximum eigenvalue and 

min  can be represented as 
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( )( )min max1 ZX = +    (14) 

The min  following expression can derive the 

controller 

( ) ( ) ( )
1 1

2 2T T T T

T T

A BF L ZC C DF L ZC
K

B X D

 
− −

+ + +

−

 
 
  

   (15) 

where ( )1 T TF S D C B X−= − + ( )21L I XZ= − + ; 

a) Feedback controller: 

K As presented in Figure 2(c), the feedback controller is 

calculated using the loop-shaping compensator 1c and 

2c an H-infinity controller K 1 2c cK K = . 

4. Discussion of Result with Numerical 

Simulation 
The proposed optimal control design methodology is 

presented in this section, along with numerical simulation 

work performed on the MATLAB Simulink and Control 

System toolbox. For a better understanding of the designing 

concept, an example of a DC motor is considered as a plant 

model. The continuous-time dynamical model of the DC 

motor plant is expressed as 

[83]
2

4410 / s +439.7s+536.4
p

G = . The pre-compensator 

transfer function is defined 

as
2

.003416 1.19 19.15)(0 /
c

G s s s+ += , and the value of the 

post-compensator is one. The sampling period used in the 

simulation is 0.2 seconds. The plant dynamics are 

represented in differential equation form as 

17( ) 0.783 ( 1) 8.693 ( 2)

1.766 ( 1) 0.01801 ( 2)

y k y k e y k

u k u k

−= − + −

+ − + −
  (16) 

( ) ( ) ( )e k r k y k= −     (17) 

The system is stable with the eigenvalues -438.5096, -

1.2232. The stability of iNCS is also analyzed in this section 

while considering the different uncertain exogenous inputs. 

An attacker may intentionally introduce the exogenous input 

into the system in either direction of iNCS. In this section, 

different exogenous input i.e. packet loss (0, 5%, 15%, 20%, 

25%, 30%), delay and attacks are considered for performance 

degradation evaluation. The optimal controller for iNCS is 

designed using the H-infinity loop-shaping design procedure 

by incorporating different uncertain exogenous inputs 

(responsible for performance degradation). The proposed 

optimal control design for iNCS shows effective results 

under-considered detrimental conditions. The efficacy of the 

proposed design can be understood with various simulation 

results, which are graphically presented in Figures 3 to 8.  

The response of the actual system and system under the 

influence (packet losses, attack, and delay) is shown in 

Figure 3. It can be inferred that the output trajectory/response 

of iNCS under exogenous input dynamics (packet losses 

such as 0, 5, 15%, introduced delays, and intended intrusive 

attack) is improved compared to the actual iNCS. Responses 

are of the same order due to employing the proposed design 

(loop-shaping design principles), indicating an efficient 

optimal controller design. 

 

Fig. 3 iNCS output response with the proposed design 

The iNCS performance is marginally degraded for 

packet stability due to disturbances caused by the packet loss 

losses of 20%, 25%, and 30%, introduced delay and attack, 

but output still converges soon. This is the indicator of the 

effectiveness of the proposed design and methodology. The 

parametric performance evaluation in terms of overshoot, 

rise time, peak value, and peak time are shown in Table 3. 

The attacks introduced into the iNCS at 5 and 11 seconds 

with different packet loss rates can be seen in Figure 3. After 

introducing attacks, the system gets slightly disturbed but 

tracks the reference signal well in a short period. This is due 

to the presence of the proposed optimal control design 

methodology. From Table 3, it is inferred that response of 

the system under attack and different packet losses such as 0, 

5, and 15% is improved than that of the actual system and the 

same order. But as the packet loss rate further increased to 

20%, 25%, and 30%, the response slightly degraded but was 

still in the acceptable range due to optimal control design.  

The control signal computed under uncertain exogenous 

input with optimal control strategy shows better performance 

than an actual system, as shown in Figure 4. Still, control 
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signal computation has somewhat deviated for packet losses 

of 20, 25, and 30% delay and attack. It is shown that under 

attack (at 5 and 11 seconds for a different packet loss rate), 

the control signal computation is still converging, and control 

performance is good. 

 

Table 3. Statistical analysis of response under packet loss and attack employing optimal control design methodology 

Parameters 
Actual 

System 

Packet loss with attack 

0% 5% 15% 20% 25% 30% 

Overshoot (%) 29.22 22.84 22.84 22.84 53.07 44.20 60.48 

Rise time (m-sec) 73.41 64.21 64.21 64.21 35.4 47.66 49.54 

Peak value 64.72 61.16 61.16 61.16 75.9 72.30 80.31 

Peak time (sec) 1.18 1.15 1.15 1.15 1.16 1.17 1.15 

 

Fig. 4 Control signal under attack and different packet loss rate 

Figure 5 shows the error curve for the networked system 

under different uncertain exogenous input conditions. It can 

be verified that the error curve converges fast, even after the 

application of attack and different packet loss, due to 

employing an optimal loop-shaping design procedure. 

 

Fig. 5 Error curve with attack and packet loss 

 

In Figure 6, packet losses in a real-time communication 

network are shown. Herein, only 15% and 25% packet loss is 

presented to show the clarity of packet loss rate in the 

networked system. The packet losses are represented in a 

selected shaded area. 

 

Fig. 6 Packet loss in the real-time communication network 

To further analyze the effect of uncertain exogenous 

input on the performance of iNCS, frequency analysis for 

actual and computed response (in terms of power spectral 

density) is shown in Figure 7. The power spectral density of 

estimated output for a packet loss rate of 30% exhibits slight 

performance degradation. However, the system is still stable 

and converging due to the optimal control design. 

Round trip time delays with different rates of packet 

losses and attacks are shown in Figure 8. It is inferred that 

the invalid packet rejection increases RTT delays but still 

shows better control performance. 
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Fig. 7 (a) 

 

Fig. 7 (b) 

Fig. 7 Power spectral density of (a) actual and (b) estimated output 

under uncertain exogenous input 

5. Conclusion and future work 
An optimal controller is investigated for an iNCS that 

has undergone uncertain exogenous dynamic input, i.e., 

network delay, packet loss (0, 5, 15, 20, 25, 30%), and 

attack. Herein, H-infinity loop-shaping design principles are 

used to design the controller, which mitigates effects due to 

uncertain exogenous intended intervention in iNCS. 

Uncertain exogenous input may be intentionally introduced 

into iNCS in either direction of the control system through a 

real-time communication network. Such interventions are 

designed to degrade the system performance, which drags the 

iNCS to the verge of instability.  

The designed optimal controller improves performance 

with system response, control signal, and error curve under 

such uncertain exogenous conditions. The parametric 

performance in terms of overshoot, rise time, peak value, and 

peak time are shown in Table 3. It is inferred that the output 

trajectory/response of iNCS undergoing exogenous dynamics 

input (packet losses such as 0, 5, and 15%; introduced delays 

and intended intrusive attack) is improved over than actual 

iNCS, and responses are of the same order, due to employing 

proposed design (loop-shaping design principle) which is an 

indicator of efficient optimal controller design. The iNCS 

performance is marginally degraded with packet losses of 20, 

25, and 30%, introduced delay and attack. But the output still 

converges soon, which indicates the effectiveness of the 

proposed design and methodology.  

Future research will include the secure transmission of 

data packets under uncertain exogenous input conditions 

while maintaining the desired performance. 

 

Fig. 8 RTT delay under different packet loss and attack 
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