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Abstract-Video Steganography is one of the important
techniques for hiding user data in secure manner. Now
— a — days the security of the data transmission in the
broadcasting spectrum remains more complex to do.
Hence there exists many techniques such as encryption
of data, compression of data, Stegno of data were
evolved. Video Steganography is a technique to hide any
kind of files into a carrying Video. In this paper a new
technique is proposed to hide the image file within the
frames of video. Here, the frames chosen to embed the
image are completely done in a random manner. Hence,
the intruder while extracting the video to frames cannot
able to detect the existence of the image placed within
the frames. The sequential frame extraction also allows
the user to randomly choose the frame to embed the
image. On the other hand the video is considered as one
of the better solution to embed the image since the
image holds larger size. It provides higher security to
the transmitted image. The LSB algorithm is used to
embed the image to video frames.

Keywords: Frame Extraction, Video Steganography, LSB
Algorithm, Transmission, Spectrum.

l. INTRODUCTION

Steganography is the art of hiding secret data
within a carrier in invisible manner. It derives from
the Greek word stegnos, meaning covered or secret,
and graphy means writing or drawing [1]. The
medium where the secret data is hidden is called as
cover medium; this can be image, video or an audio
file. Any stego algorithm removes the redundant
bits in the cover media and inserts the secret data
into the space. Higher the quality of video or sound
more redundant bits are available for hiding. The
advantage of using video files in hiding information
is that the complexity of extraction of the video files
into frames.

Video Steganography technique is broadly
classified into spatial and temporal domains. The
frequency domain is another kind where, images are
transformed to frequency components by using any
transformation algorithms and then messages are
embedded in some or all of the transformed
coefficients. Embedding may be bit level or in block
level. In the spatial domain the LSB (Least
Significant Bit) embedding method is taken place.
The main advantage of the method is that through the

LSB technique large number of bits can be embedded
within the cover data.

The video quality can be measured with formal
metrics like PSNR or with subjective video quality
using expert observation. Transform domain
algorithm is embedding the secret information in the
transform space. This kind of algorithms has the
advantage of good stability, but the disadvantage
of small capacity. In the modern world, information
hiding in video streams has played an important role
in the Steganography and correspondingly video
steganalysis techniques are catching the attention of
the security.

Steganography is an alternative to cryptography
in which the secret data is embedded into the
carrier in such way that only the carrier is visible
which is sent from transmitter to receiver without
scrambling. The LSB bits of video signals are
replaced by the binary bits of data and this encoded
signal is called stego signal is ready for transmission
through internet. Basically steganalysis, to detect the
existence of secret messages [3].

One of the flexible and efficient images
Stenographic Technique is Least Significant Bit
embedding technique. The magic of the LSB
technique is when hiding the information in the
image, the user can't find information hosts inside the
secret image. The data can be hidden in the least
significant bits of the cover image to the hidden
image in the cover file. This process is looping when
decomposition of least significant bit of each pixel is
replaced with secret message bits until message end.
So the message is hidden even in the second to least
significant as well as in the least significant bit then
too. The main advantage of LSB method is Integrity
of secret hidden information with High Capacity.

The paper is organized as follows. In the section 1
the introduction part covers the basic information
about the LSB technique, Video Steganography,
image embedding etc. Section 2 consists of the
related works based on the proposed scheme. Section
3 holds algorithms used for video Steganography
technique. Section 4 comes along with the proposed
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algorithm  procedure. Section 5 shows the
experimental results obtained. Section 6 holds the
conclusion for the proposed work.

1. RELATED WORK

Juan José Roque, Jesis Maria Minguet, propoes
“SLSB: Improving the Steganographic Algorithm
LSB”, a novel steganographic algorithm based on the
spatial domain: Selected Least Significant Bits
(SLSB). It works with the least significant bits of one
of the pixel color components in the image and
changes them according to the message’s bits to hide

[4].

ShengDun Hu, KinTak U, each frame of both
videos as the images and apply the image
steganography for each frame with some necessary
mechanism. Major condition of the algorithm is host
video stream is F, hidden video stream is H. The
frame length of the F is longer than or equal to that of
H. Each frame of the secret video will be nonuniform
rectangular partitioned and the partitioned codes
obtained can be an encrypted version of the original
frame. These codes will be hidden in the Least 4
Significant Bits of each frame of the host video [9].

Sherly A P and Amritha P P, Data hiding process
are executed fully in the compressed domain. The
algorithm works as data are embedded in the macro
blocks of my frame with maximum scene change and
in block of P and B frames with a maximum
magnitude of motion vectors. To enlarge the
capacity of the hidden secret information and to
provide an imperceptible stego-image for human
vision, a novel stegnographic approach called tri-
way pixel-value differencing (TPVD) is constructed
from all pixel pairs and embedded with secret
data is generated [10].

Jafar Mansouri, Morteza Khademi, For each I-
VOP, the blocks with high spatial changes were
selected and secret data were embedded in some AC
coefficients. For P-VOP and B-VOP, secret bits were
embedded in horizontal and vertical components of
motion vectors with large magnitude which
represented high temporal changes [3].

Swathi, S.A.K Jilani, Least significant bit (LSB)
insertion is an important approach for embedding
information in a carrier file. Least significant bit
(LSB) insertion technique operates in LSB bits of the
media file to hide the information bit. Proposed
method, Data hiding scheme will be developed to
hide the information in specific frames of the video
and in the specific location of the frame by LSB
substitution using polynomial equation. The key is

used in the form of polynomial equations with
different coefficients [8].

1l. VIDEO STEGANOGRAPHY EXISTING
TECHNIQUES

The major work of video Steganography is hide
secret message without affecting the visual quality,
structure and content of the video file. Here following
methods are achieved the above things.

A. Video Steganography based on Non-uniform
rectangular partition

Non-uniform rectangular partition algorithm
is used steganography in the uncompressed video.
That means it try to hide a video stream in another
video stream with almost the same size. Proposed
work, each frame of both videos as the images and
apply the image steganography for each frame with
some necessary mechanism. Major condition of the
algorithm is host video stream is F, hidden video
stream is H. The frame length of F is longer than or
equal to that of H. Each frame of the secret video will
be Non-uniform rectangular partitioned and the
partitioned codes obtained can be an encrypted
version of the original frame. These codes will be
hidden in the Least 4 Significant Bits of each frames
of the host video [9].

B. Compressed Video Steganography using TPVD

The proposed method data hiding process
are executed fully in the compressed domain.
Algorithm works as data are embedded in the macro
blocks of I frame with maximum scene change and in
block of P and B frames with maximum magnitude of
motion vectors. To enlarge the capacity of the
hidden secret information and to provide an
imperceptible stego-image for human vision, a
novel stegnographic approach called tri-way pixel-
value differencing (TPVD) is constructed from all
pixel pairs and embedded with secret data is
generated. Though decompression is not required.
Proposed method provides high capacity and
imperceptible stego-image for human vision of the
hidden secret information [10].

C. An adaptive scheme for compressed video
steganography

Proposed method, for each I-VOP, the
blocks with high spatial changes were selected and
secret data were embedded in some AC coefficients.
For P-VOP and B-VOP, secret bits were embedded in
horizontal and vertical components of motion vectors
with large magnitude which represented high
temporal changes. The method did not require the
original video signal or bit stream for data extraction.
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The algorithm was performed for different bit rates
and experimental results indicated that this algorithm
had high visual quality and embedding capacity [3].

D. Video steganography by LSb substitution using
different polynomial equations

Least significant bit (LSB) insertion is an
important approach for embedding information in a
carrier file. Least significant bit (LSB) insertion
technique operates on LSB bit of the media file to
hide the information bit. Proposed method, Data
hiding scheme will be developed to hide the
information in specific frames of the video and in
specific location of the frame by LSB substitution
using polynomial equation. Here the information will
be embedded based on the stego key. Key is used in
the form of polynomial equations with different
coefficients. By using this capacity of embedding bits
into the cover image can be increased [8].

E. Video stegnography using 32 *32 vector
quantization of DCT

The proposed method of video stegnography
which has been achieved with 32*32 vector
quantization of DCT. Proposed work first of all the
video has been sliced into different number of
images. Then all the sliced images are passed to the
32*32 pixel management procedure followed by the
LSB quantization method thorough which we find the
vacant spaces of the images. The text message to be
embedded is converted to the ascii encoded bits to
make it compatible according to the vector table
of the current segment of the video. The idea is to
fill those bits first which occupy low intensity and
if still there are bits left to be embedded then it
to be embedded into high intensity bits .The
scheme of embedding bits are finally performed
by IDCT [7].

F. A high capacity video steganography based on
integer wavelet transform

The proposed system utilizes Integer
wavelet transformation in cover image so as to get
the stego-image. The capacity of the proposed
algorithm is increased as the only approximation
band of secret image is considered. The extraction
model is actually the reverse process of the
embedding model. Experimental results show that
proposed method gets stego-image with high capacity
and security with certain robustness. Integer wavelet
transforms are used to exploit the spatial and
temporal correlation in and between the video frames
or minimizing the embedding distortion. Another
achievement of a wavelet basis is that it supports
multi resolution [6].

V. PROPOSED METHODOLOGY

In video stenography lots of techniques are
available. All the existing technique does not support
user interaction. The user does not know the process
going on behind the screen. And also the existing
algorithm video quality is not good after encryption.
But in our proposed system supports user interaction
and after encryption video quality does not change.
Video Steganography embedded process using the
least significant bits.

A. Algorithm for Encoding

Step 1: Read the input video where
Steganography is processed in this video.

V= input video.

Step 2: Extract the image from the input
video.

Im = V (F1), V (F2), V(F2), V(F3),
V(F4)...... V (Fn)

Step 3: Get input from the user in which
frame user desires to perform stegnography. That
input value considers as a public key.

Im = V(Fi), // F=user defined frame.

Step 4: Find the least significant bit of the
each pixel.

Step 5: Read the secret image.

Step 6: Replace the LSB value and
substitute the secret image pixel in to Im .

Step 7: Repeat the Step 6 until the last pixel
in the secret image to be hidden.

Step 8: Regenerate all the images into
creating Stego video.

B. Algorithm for Decoding.
Step 1: Read the stego video.

Step 2: authentication using public key of
the receiver and know the value is called the stego
frame.

Step 3: Calculate LSB of each pixels of
stego image.

Step 4: Retrieve bits and convert each 8 bits
into a character.

Step 5:Get the Original video.
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The block diagram of the proposed
architecture is given below:

Input Vidze Fils

!

Extract the frames as images

+

Find tha LEB bitto embed the sescretimage
input

!

Fzzd theinpotimags

!

For corresponding L2 B bit replace with the
imzge bits

l

E

genarate the image to the vidzo

'

Outpet Vidao

Fig 4.1 Block Diagram of Proposed Architecture

V. EXPERIMENTAL RESULTS

The following section consists of the
experimental results obtained from the proposed
system. The input image is embedded within the
frame, in the least significant bit value. Randomly the
LSB changes according to the value found.

Table 1 Cover video file information

Name Resolution Frame /| Size

Sec (KB)
Viplane 160 x 120 15 381
.mpg

viplanedeparture:avi

Fig 5.2 Original Video

Fig 5.4 Stego Video

Table 2 Capacity and PSNR values of
stego frames

Stego Frames PSNR
Frame 1 65.1
Frame 2 66.9
Fig 5.1 Input Image Frame 3 65.9
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VI. CONCLUSION

A new Video steganographic technique is
proposed in the paper. They operate directly on
the frames of the video and select the random
frame to embed the image. The frame selection is
the important criteria in the proposed structure.
The image thus embedded using the LSB
Algorithm, saves the efficiency of the video.
Since, least significant bit is selected to hide the
intruder is unaware of the data inside the video.
This algorithm provides high capacity and
imperceptible stego-image for human vision of
the hidden secret information. The performance
of the steganographic algorithm is studied and
experimental results shows that this scheme
can be applied on videos with no noticeable
degradation in its quality.
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