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Abstract— Data owners outsource their complex data 
management systems from local sites to commercial public space 
for great flexibility and economic savings. However, the sensitive 
data should be kept extremely private from the users. Thus, 
every datum is needed to be encrypted before outsourcing the 
data. Also, the search and utilization of the outsourced data 
should be easier. An effective data retrieval need is met with the 
server, which performs result relevant ranking to give back the 
most relevant information. This is done by a principle named 
coordinate matching, which is used to capture the similarity 
between the search query and data documents. Existing system 
focuses on single keyword search or Boolean keyword search, 
which cannot serve the purpose and also no differentiation 
among the results, are done. In this work, every keyword of the 
user’s query is taken into consideration and the ranked relevant 
information is provided, based on coordinate matching. User can 
download the data, only with the activation code that is sent 
through email. Thus, the privacy is also preserved. 
 
Keywords— Cloud, encrypted data, outsourced data, encrypted 
search 

I. INTRODUCTION 
Cloud computing provides a simple way so as to reduce the 

memory by outsourcing the data to a cloud, managed by cloud 
provider. The data owners have to take certain efforts, to 
manage their data and also a considerable amount has to be 
spent for data maintenance. Also, the data grows with respect 
to time, so a huge memory space is needed and is not 
affordable by many, so they go for a good option called 
outsourcing.  

With this, the data is outsourced to any commercial public 
space. Certain amount has to be paid for the public space 
being used. However, it is more economic to pay rent for the 
memory in use rather than own excessive memory. Thus, the 
economic savings motivate both the individuals and 
enterprises to outsource their data. In this scenario, many 
challenges like data security, searching and retrieval of data 
hit the scene.  

Many data owners may go for data outsourcing; however 
every piece of data is very sensitive and has to be kept private. 
Thus, the data owners encrypt their data and index before 
outsourcing the data. Searching and utilization of data should 
be effective, since the data is in encrypted form. Downloading 
and decrypting locally is impractical. Also, outsourcing will 

not serve the purpose, unless the data can be easily searched 
and utilized.  

Effective data retrieval has to perform ranking operation, 
such that the most relevant information appears first. This 
ranked search system, allows data users to find the most 
relevant information quickly. In the past, hackers generally 
targeted larger companies that stored government information 
or financial data. However, hackers today are becoming 
increasingly brazen and expanding their sights to information 
that can lead to more valuable data down the line.  

According to a magazine named “Information Week”, 73 
percent of small and medium sized businesses report that they 
have been the victims of cyber attacks in the past year and 42 
percent have lost confidential and proprietary information [1].  

Effective security requires continuous monitoring and 
management as well as security experts who are able to 
identify and respond to network threats immediately. 
Outsourcing data to a loyal public space provides data owners, 
with a team of experienced security analysts with the ability, 
to assess the severity of a cyber attack, to formulate the proper 
response and implement the optimal defence.  

Outsourcing allows the data owners to lower costs, save 
time and increase efficiency. To reduce space complexity, it is 
advised to outsource the data than to maintain by own. A 
strong assurance is provided for security. 

Some of the benefits in outsourcing data are as follows. 
When the data is outsourced, economic savings and an 
effective search is experienced. Around 60 percent of the cost 
is saved, through outsourcing and also a faster and a better 
service is provided [2].  

 

 
Fig 1: Data Outsourcing 

 
However, data owners are needed to be cautious while 

choosing the commercial public space. Before outsourcing, 
the security policy of the public space should be checked with 
an eagle eye. Selection should be done, only on the basis of a 
strict and a sound security policy. Small businesses lose 
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billions of dollars each year, due to data loss from hardware or 
system failure, human error and software corruption.   

Natural disasters account for one percent of all data 
loss.  Although the probability is small, the impact can be 
overwhelming.  In fact, companies that are not able to resume 
operations, within ten days of a disaster are not likely to 
survive.  

Catastrophes aside, being fast and nimble is one of the 
defining characteristics of small and medium sized businesses. 
In any business however, finding the right version of last 
month financial statements, can sometimes be difficult.  If it 
takes two weeks or more to access and validate an operating 
unit’s financials, that may have just lost the deal.  

 It is not only important to provide data protection, but 
quick and easy access to the right information. In today’s 
increasingly wired business world, the best way to recover 
from data loss due to a natural disaster is to store backup data 
in a physically separate location.  

 There are companies that specialize in preserving 
documents on tapes and discs that are stored within other 
structures.  Although, they too are susceptible to natural 
disasters, these companies have helped to save numerous 
businesses where the damage has only been internal. Another 
option that has been gaining attention recently is to store files 
remotely. 

 Once, services are available only to large companies 
because of certain cost considerations, but now, there are 
several firms specializing in offering offsite data storage to 
small businesses.  Such systems offer their clients the 
opportunity to store, archive and even authenticate their data 
over a remote network for less than dollar 100 a month, so 
that important files can be accessible, even if the office is not.  

The global storage rate increases by seventy percent every 
year [3]. Outsourcing in this manner often makes the most 
sense. The growing data demands of small and large 
corporations continue to outspace their current storage 
capacities. So, several storage solutions are provided to allow 
for the expansion and growth of business. High data 
availability and reliability are the major concerns here.  

The global data increases around 70 percent every year and 
hence data storage is a million dollar question to small and 
medium scale business. Data backup is another thing to be 
worried of. Small and medium scale industries cannot afford a 
huge amount for storage. 

 A famous magazine named Information week reports that 
about 73 percent of small and medium scale businesses are the 
victims of cyber attacks and 42 percent among them lost their 
confidential and sensitive information. 

Data security is the major concern here. Also, due to 
natural disasters, one percent of data loss hit the scene in small 
businesses. Apart from this, software corruption, hardware or 
system failure also paves way for the data loss.  

The afore said problems can be addressed by a solution 
named ‘Outsourcing’, which takes care of the data of any 
entity based on some contract. However, searching and 
utilization of data must be made easy, such that the user can 
have an effective search experience.  

Searching involves ranking in this work, hence the best 
relevant information has its room first. Multiple keywords can 
be given as search string, based on which the results are given 
back. The data owner submits his data to the public space in 
an encrypted format. Also, the data security is ensured by 
strict authorization. 

 

II. LITERATURE SURVEY 
Small businesses lose billions of dollars each year, due to 

data loss from hardware or system failure, human error and 
software corruption.  Natural disasters account for one percent 
of all data loss.  Although the probability is small, the impact 
can be overwhelming.  

 In fact, companies that are not able to resume operations, 
within ten days of a disaster are not likely to survive. 
Catastrophes aside, being fast and nimble is one of the 
defining characteristics of small and medium sized businesses.  

In any business however, finding the right version of last 
month financial statements, can sometimes be difficult.  If it 
takes two weeks or more to access and validate an operating 
unit’s financials, that may have just lost the deal.  It is not 
only important to provide data protection, but quick and easy 
access to the right information.  

In today’s increasingly wired business world, the best way 
to recover from data loss due to a natural disaster is to store 
backup data in a physically separate location.  There are 
companies that specialize in preserving documents on tapes 
and discs that are stored within other structures.  Although, 
they too are susceptible to natural disasters, these companies 
have helped to save numerous businesses where the damage 
has only been internal.  

Another option that has been gaining attention recently is to 
store files remotely. Once, services are available only to large 
companies because of certain cost considerations, but now, 
there are several firms specializing in offering offsite data 
storage to small businesses.  Such systems offer their clients 
the opportunity to store, archive and even authenticate their 
data over a remote network for less than dollar 100 a month, 
so that important files can be accessible, even if the office is 
not.  

High data availability and reliability are the major concerns 
here. Starting from the local level to massive Federal agencies, 
a wide range of cost-effective backup and restore products are 
available to guarantee the delivery of high performance and 
scalability.  

The most common reasons for why companies decide to 
outsource their data are cost reduction and cost savings, the 
ability to focus on its core business and increased profits. 
Companies are able to focus their money and resources more 
towards improving the core aspects of its business when 
outsourced. The landscaping is performed by an expert 
outsourced organization and the insurance company can focus 
on doing what it specializes in. This allows the outsourcing 
company to build onto its core functions that keep the 
business running smoothly. 
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 Revenue and profit plays a large role in the reason for a 
company outsourcing. Since, the costs are cheaper in different 
countries for a corporation to run it, as well as to train the 
employees; this saves the company a large sum of money. 
More profit comes in, when the vendors are able to purchase 
products at a less expensive rate and continue to sell them at a 
reasonable price for consumers.  

The prices are reduced for services as well as products 
when purchased at a cheaper price. Companies are able to 
provide services and products to consumers at a cheaper price, 
while still having a large margin for profit.  

This profit margin benefits both the company as well as the 
consumer. The cheaper prices lead to an increase a company’s 
economy. Although losing jobs hurts the economy because 
more citizens become unemployed, the cheaper prices allows 
customers to purchase more products and services which helps 
to rebuild an economy. 
 

III. PROPOSED WORK 
In this paper, we propose a new mechanism that assures 

confidentiality and reliability of data outsourced. We use AES 
algorithm to ensure security. The data is encrypted so as to 
assure security for the data owners. The secured data is 
outsourced to the cloud server. Thus, we need to provide a 
mechanism that makes data search and retrieval easier. To 
make this true, we provide multi-keyword search support and 
ranked response to the cloud users. We support ranked 
response by a ranking algorithm that considers location and 
frequency of the occurrence of the search keyword. Based on 
the number of occurrence, relevant response is returned. 
  

IV. ALGORITHM & ARCHITECTURE 
 
Algorithm of the proposed system is presented in Fig 2 and 

its corresponding architecture is presented in Fig 3.  
 
Apply AES algorithm over data; 
Outsource encrypted data to cloud provider; 
Support multiple keyword search by concatenation; 
Support ranked search with location and frequency; 
End process; 

Fig 2: Algorithm 

 

 
Fig 3: Architecture 

Data owners outsource their data to a public space to save 
economy and memory space. However, they encrypt their data 
for security and are submitted to the server. To improve the 
utilization of data, multi-keyword and ranked search are 
enabled in this system, to enhance the searching experience of 
users.  

The system entitled ‘Privacy preservation of encrypted data 
with a multi-keyword rank based search, deals with the 
security, searching and utilization of outsourced data. Security 
is assured by strong encryption of the outsourced data.  

This system employs multi keyword searching, in which 
multiple keywords can be given as search string, through 
which an effective search experience is felt by the clients.  

Also, ranked results are given back to the clients, such that 
the best result that well suits the search string is provided. The 
data owner encrypts all the data before outsourcing. Also, the 
client can access the data only with the activation code that is 
sent through email. Thus, the privacy is also preserved. 

 

V. DISCUSSION 
Data is the major resource of every business. So, keen 

attention has to be paid towards data storage. However, 
storing the daily growing data is not that easy, since the small 
and medium scale business cannot afford much to data storage 
alone.  

The best way to recover from data loss due to a natural 
disaster is to store backup data in a physically separate 
location.  Thus, they go for another option named 
‘Outsourcing’. When the data is outsourced to a public space, 
then some amount has to be paid for the memory consumed 
by the data owner. 

Remote storage of important information is made possible 
only through outsourcing. However, searching and utilization 
of the outsourced data is an important concern. This system 
employs multi keyword and ranked search through the most 
suitable results are listed out and thus the overall performance 
is enhanced.  

The following screen shows the implementation of our 
proposed work. We have implemented and tested with a 
system configuration on Intel Dual Core processor, Windows 
XP and Using Netbeans 7.0. The details of each module for 
this system are as follows: 
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Fig 4: Cloud User Login 

 

 

 
 

Fig 5: Cloud User Upload page 

 
 

 
Fig 6: After Upload page 

 
 

 
Fig 7: Encrypted file details 

 
 
 

VI. CONCLUSIONS 
This work exploits the multi-keyword and ranked search of 

outsourced data. It ensures security by means of encryption 
and privacy preservation, through email activation code that is, 
only intended user can gain access to the information and 
others cannot. Using this work, an effective search experience 
is gained by the client. Thus, this project makes searching and 
utilization of outsourced data simpler. 
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