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Abstract:  Today’s   wireless sensor network have 
been received much attention due to fast 
advancement of mobile communication. By 
implementing such network can be formed by 
numerous of heterogeneous personal mobile 
network. In this work, we focus on multi-path 
routing and forwarding in non-cooperative wireless 
networks, where nodes rely on each other to forward 
packets to the destination. Sending packets via 
multiple paths provide benefits such as route 
resilience, interference avoidance, and load/energy 
balancing. This paper present hybrid design for 
finding malicious nodes in a network, also provide 
for finding multi path routing and provide privacy of 
transferred message in the network. In this paper we 
are using ecliptic curve digital signature algorithm 
for identification of malicious or genuine nodes in a 
network. After finding malicious or genuine nodes 
we can find out multi path routing from source node 
to destination node. Using differentiate distance 
algorithm we can find out the multi path routing 
from source node to destination node. In this paper 
we can implement another concept for providing 
privacy of transferring message. By implementing 
ascii value based text data encryption process for 
data encryption and decryption. So that by 
implementing those concepts we can improve 
efficiency and more security of transferring 
message. 
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I. Introduction 
Multipath Routing has long been studied as an 

important routing strategy in networks. It provides 
multiple paths for sending data from a source to a 
destination to exploit the resources of the underlying 
physical network. Previous research has 
demonstrated that multi-path routing can achieve 
route resilience, higher aggregate bandwidth, smaller 
end-toend delays, and better load balancing [1], [2]. 
Multipath routing has been explored in both wired 
and wireless networks. In wired network, multi-path 
routing is implemented as a feature of Asynchronous 
Transfer Mode (ATM) networks [3], Open Shortest 
Path First (OSPF) protocol [4], and external Border 
Gateway Protocol (eBGP) [5]. For wireless networks, 
multi-path routing is also extensively studied in 
recent years. A number of multi-path routing 

protocols for wireless networks have been proposed. 
Some of them [6], [7], [8], [9] maintain multiple 
routes and utilize these routes only when the primary 
root fails. Others [10], [11], [12] further schedule 
traffic among multiple paths in order to distribute 
load. In this paper, we are mainly concerned with the 
latter, i.e., multi-path routing protocols that assign 
the traffic among the multiple paths, such that 
transmissions can be carried out simultaneously over 
multiple paths. Note that while this work can 
actually be applied to both wired and wireless 
networks, we believe it has more potential impacts 
on wireless networks rather than on wired networks. 
The reason is that, in many wireless networks, 
devices are contributed by users, and thus the 
problem of selfish behavior [13], [14], [15], [16] is 
probably more important in the context of wireless 
networks than in wired networks. Therefore, we 
focus on wireless networks in this paper. 

 
To ensure normal operation in non-cooperative 

wireless networks, it requires selfish nodes to 
participate in the routing protocol to establish 
available paths and forward packets if it is along a 
chosen path to a destination [17]. Since selfish nodes 
are mainly interested in maximizing their own 
payoffs, one common approach to deal with them is 
to design an appropriate payment mechan ism to 
reward cooperation. That is, if a cooperating node 
receives a payment more than its expended cost in 
forwarding a packet, then it is likely to follow the 
routing protocol and forward packets for other nodes. 
However, an important issue of this approach is to 
ensure that each node honestly reports its cost 
expenditure in forwarding a packet, otherwise, 
traffic sources will be asked to make unrealistic 
payments. In many literatures [18,19,20], 
mechanisms were designed for soliciting the truthful 
cost declaration from selfish nodesso that a certain 
optimal routing structure could be built to connect a 
source node and a destination node. The problem 
can be modeled as a hidden information game. In 
addition, another important issue is to ensure that 
intermediate nodes indeed forward data packets 
when they are asked to [21]. Unfortunately, as 
shown in , no dominant strategy solution exists in 
which every node always forwards others’ packets. 
When packet loss occurs during forwarding, it is 
difficult for other nodes to distinguish whether a 
failure is due to natural hazard, or due to 
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intentionally dropping by a node. Even if the 
protocol deploys monitoring mechanism to allow the 
senders or the receivers to ascertain the location of 
the failure, they may still be unable to attribute the 
causes of failure to either the deliberate action of the 
intermediate node, or some external factors beyond 
the control of the node, such as network congestion, 
channel interference, or data corruption. This 
problem is referred to as the hidden action problem. 

 
The remainder of this paper is organized as 

follows. Section 2 discusses the Related work of our 
proposed system. Section 3 builds the mechanism 
and designs the algorithm that can efficiently deal 
with the hidden action and hidden information 
problem and ensure reliable multi-path routing in the 
link layer. Section 4 evaluates  concludes this paper. 

 
II. Related Work 

 
Distributed algorithmic mechanism design 

is a recent branch of algorithmic mechanism design 
into the distributed computing area [22], where 
routing and forwarding in non-cooperative networks 
is an important problem of interest. A mechanism 
design for lowest-cost unicast routing in Internet that 
is built on top of BGP routing protocol was proposed 
by Feigenbaum et al. [23]. Feldman et 
al.demonstrated how an appropriate mechanism 
design could overcome certain hidden action 
problems in distributed multi-hop networks [24]. 
This design builds up contracts directly between 
endpoints and each intermediate router, as well as 
recursively between each intermediate router and its 
next hop. Such examples have demonstrated the 
power of combining economics concepts and 
cryptographic techniques with distributed routing 
protocols. 
 
  One common approach for handling routing 
misbehavior is to incentivize nodes for cooperation. 
Buttyan et al. proposed to use a per-hop payment 
carried in each packet called nuglets, to serve as 
incentives for packet forwarding. Following that, the 
authors proposed another form of incentives called 
counters to complement the design of nuglets [25]. 
Both schemes are limited by the requirement that a 
special secure hardware device is deployed at each 
node, and thus cannot be easily extended to more 
general networks. Zhong et al. proposed a credit-
based system that does not require tamper-proof 
hardware at each node for credit maintenance [26]. 
Anderegg et al. proposed ad hoc-VCG auction to 
calculate proper payment for packet forwarding [27]. 
Combining VCG with a cryptographic technique, 
Zhong et al. proposed an incentive-compatible 
solution that corresponds to a relaxation of a 
dominant-action solution [29]. The VCG mechanism 
was also used for multi-path routing [28], [29]. With 
the strengths such as strategy proof ness and ex-post 

efficiency, VCG suffers from the overpayment 
problem [30], [31]. Wang et al. proposed the OURS 
[32] protocol for unicast routing systems. Instead of 
relying on a variant of VCG mechanism, OURS is 
built based on the concept of Nash equilibria. 
 
 

III. Proposed System 
 
     A Wireless sensor network (WSN) is a system of 
network comprised of spatially dispersed devices 
using wireless sensor nodes to examine 
environmental or physical conditions, such as 
temperature, sound and movement. The individual 
nodes are competent of sensing their environments, 
processing the information statistics in the vicinity, 
and sending data to one or more compilation points 
in a WSN. Efficient transmission of data is one of 
the most significant issues for WSNs. Usually many 
WSNs are installed in unobserved, harsh and often 
adversarial physical environments for specific 
applications, such as armed forces domains and 
sensing tasks with unreliable surroundings. Efficient 
and secure transmission of data is thus very essential 
and is required in many such realistic WSNs. 
Another concept in a wireless sensor network is 
finding routing of transferring message. Before 
finding routing of message we can also perform the 
identification of malicious nodes or genuine nodes in 
a network. Those concepts can be implemented by 
proposed system. In this paper we are using elliptic 
curve digital signature algorithm for identifying 
malicious nodes or genuine nodes in a wireless 
sensor network. After finding genuine nodes in a 
network the server will find the multi routing path 
for transferring message. After finding multi routing 
path the server will send least cost communication 
path to both source node and destination node in the 
network. The source node will get the path and 
encrypt transferring message by using ascii values 
based data text encryption process. After completion 
of encryption process the source node will sent 
cipher format data to destination node. The 
destination node will retrieve the cipher format data 
and perform the decryption process of ascii value 
based data text decryption process will get the 
original plain format.  The implementation 
procedure of each concept is as follows. 
 
Initialization of nodes: 
 
      In this module each node will send request for 
communication process between server and client 
nodes in the wireless sensor network. After sending 
request the server will accepts request and generate 
ids of each client node in the network. The server 
will send those ids to specified client nodes in the 
network. Before sending ids to individual clients the 
server will generate distance of each node in the 
network. After that the server will send ids (Ui) and 
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distance (Di) to specified client nodes in the wireless 
sensor network. 
 
Elliptic curve digital signature algorithm: 
 
           In this module each node will retrieve id and 
distance from the server in a wireless sensor 
network. After retrieving those values each client 
will generate signature and send those signature to 
server. The implementation process of elliptic curve 
digital signature algorithm  is as follows. 
 
 
Key Pair Generation Using ECDSA 
 
 Each client node will  performs the following steps 
to generate a public and private key: 
 
1.Select an elliptic curve E defined over a finite field 
Fp such that the number of points in E(Fp) is 
divisible by a large prime n. 
 
2.Select a base point, P, of order n such that P  
E(Fp) 
 
3.Select a unique and unpredictable integer, d, in the 
interval [1, n-1] 
 
4.Compute Q = dP 
 
5.Each client  private key is d 
 
6.Each client  public key is the combination (E, P, n, 
Q) 
 
  Signature Generation Using ECDSA 
 
Using each clients  private key, the client node 
generates the signature   using the following steps: 
 
1.Select a unique and unpredictable integer k in the 
interval [1,n-1] 
 
2.Compute kP = (x1,y1), where x1 is an integer 
 
3.Compute r = x1 mod n; If r = 0, then go to step 1 
 
3.Compute h = H(UI), where H is the Secure Hash 
Algorithm (SHA-1) 
 
4.Compute s = k-1{h + dr} mod n; If s = 0, then go to 
step1  
 
5.The signature of each client is the integer pair (r,s) 
 
 
 

Signature Verification Using ECDSA 
 
The server  can verify the authenticity of each client  
signature (r,s) for  performing the following: 
 
1.Obtain signatory each client  public key (E, P, n, Q) 
 
2.Verify that values r and s are in the interval [1,n-1] 
 
3.Compute w = s-1 mod p 
 
4.Compute h = H(Ui), where H is the same secure 
hash algorithm used by A 
 
5.Compute u1 = hw mod n 
 
6.Compute u2 = rw mod n 
 
7.Compute u1P + u2Q = (x0,y0)  
 
8.Compute v = x0 mod n 
 
9.The signature each client  is verified only if v = r 
 
After performing verification process the server will 
send status to all client nodes in a network. The 
client will get authentication process and source 
node will chose destination node. The source node 
will send the destination id to sever and server will 
retrieve source, destination ids. By using those ids 
we can find out multi path routing by using 
following procedure. 
 
Differentiate distance algorithm: 
 
The server will get all distance of each node in the 
network and find out multi routing path from source 
node to destination node. The server will calculate 
all way of distance from source node to destination. 
After that the server will find out smallest distance 
from source node to destination node. By using 
following steps we can find out multi paths and also 
find out smallest routing path in all paths. 
 
               Dif1= D1  - D2 

                Dif2 =D1 –D3   and so on 
              Min=0;  
           If (min< difi) 
              { 
                  Min=difi 

                        Path=Ui 
             } 
 
After that we can calculate smallest distance from 
source node to destination node. The server will 
send that path to source node and destination node in 
the network. The source and destination node will 
retrieve path and sent message to destination node 
by using that path. Before transferring message the 
source node will perform the encryption for 
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converting plain format information into cipher 
format. The encryption and decryption process of 
ascii value based data text encryption process is as 
follows. 
 
  Encryption process: 
 
Step I : Input the plain text and store it.  
 
Step II: Find the ASCII values for each characters 
of the input.  
 
Step III : Find the minimum ASCII value from the 
data.  
 
Step IV: Perform the modulus operation on each 
ASCII content value with the minimum value find in 
the step no. III . i.e. (ASCII Content % minimum 
value) If the value of mod content is greater than 16 
then again perform modcontent %16 and record the 
positions where the value of mod content is greater 
than 16.  
 
Step V: Generate a random key of 4 characters by 
the system.  
 
Step VI : Find the ASCII values of the key 
generated.  
 
Step VII :Find the minimum value from the ASCII 
values of step VI.  
 
Step VIII : Perform the modulus operation on key 
ASCII values with the minimum value obtained in 
step VII.  
 
Step IX : Right shift the key one time.  
 
Step X : Add minimum ASCII value from step III to 
mod key values to obtain the final key.  
 
Step XI : Add mod contents of data to the final key 
obtained in step X.  
 
Step XII : Generate the cipher text from the ASCII 
values obtained from step XI 
 
          After getting cipher format data the source 
node will sent cipher data to specified destination 
node in the network. The destination node will get 
cipher format data and perform the decryption 
process is as follows.  
     
Decryption Process: 
 
Step I : Input the cipher text and find min cipher.  
 
Step II: Obtained the ASCII values of this cipher 
text and find min cipher.  
 

Step III: Find the ASCII values of final key.  
 
Step IV : Find the minimum value of final key.  
 
Step V: calculate the difference of ASCII values of 
cipher text and ASCII values of final key and add 16  
To the stored positions where the mod content value 
is greater then 16.  
 
Step VI : Add the min chiper to the difference to 
obtain the plaintext ASCII values.  
 
Step VII: Generate the text with the help of ASCII 
values 
 
By getting ascii values those ascii values can be 
converted into character format and get original 
plain format data. So that by implementing those 
concepts we can improve more efficiency of 
network and also provide more privacy of 
transferring message. 
                    

IV.CONCLUSIONS 
In this paper we are proposed a hybrid 

design for providing more efficiency of wireless 
sensor network and also provide privacy of 
transferring message. Before transferring message in 
the network the server will perform authentication 
process of client nodes in the network. In this paper 
we are using elliptic curve digital signature 
algorithm for identification of malicious or genuine 
node in the network. After finding that the server 
will send status to all client nodes in the network. 
The server will also calculate multi routing path 
from source node to destination node. After finding 
multi routing path the server will calculate shortest 
path that path will be send to both node of source 
node and destination node. After that the source 
node will send the data by using that path. Before 
transferring message to destination node the source 
node will convert plain format data to cipher format 
by using ascii value based data text encryption 
process. After converting the source node will send 
cipher data to destination node and the destination 
node will retrieve cipher format data. the destination 
node will perform the decryption process of ascii 
value based data text decryption process we can get 
original plain format data. by implementing those 
concept we can improve efficiency and privacy of 
transferring message in a wireless network. 
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