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Abstract

Data security is always the most important concern
for everyone. In this paper, we are going to sudy the
Watermarking Techniques, Performance Evaluation
Metrics associated with watermarking.
Watermarking is not new to anyone, but this method
is aways the most talked about. Digital
watermarking has become an active and important
area of research, and development and knowledge of
watermarking techniques are being deemed essential
to help in getting rid of some of the challenges faced
by the rapid propagation of digital content.
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l. Introduction

Digital watermarking places an important role in
transmitting a data from an insecure medium. It has
been recognized for quite some time that current
copyright laws are inadeguate for dealing with digital
data. This led to an increasing interest on Digita
Watermarking Techniques.

This paper is organized as follows sections:

e Overview of Digital Watermarking
Techniques

e Peformance Metric of Watermarking
Algorithm

. Digital Water marking Techniques

Watermarking is defined as the process of embedding
watermarks in digital media e.g. audio, video, image
etc.. using an appropriate agorithm. The traditiona
information  security  technology based on
cryptography theory mostly has its limitations.[1] On
the internet application, we embed some logo,
trademark or an image in multimedia objects to
prevent it from misuse. The digital communication
technology i.e. The Internet confronts various
troubles related to the privacy and security of the
data.[2] Hence, watermarking can be used for
solving many purposes like tamper detection, data

authentication,  security, copyright protection.
Watermarking is done by using some particular,
strong and appropriate algorithms which play an
important role in watermarking. Thisis because if the
technique which is used in the watermarking process
is strong, efficient and effective, then the embedded
watermark cannot be easily extracted. One can only
extract the secret data if he knows the appropriate
algorithm otherwise it is difficult to get the
watermark. There are many agorithms which are
being used to hide the secret information. These
algorithms are basically bifurcated into two domains
called Frequency domain and Spatia domain. Digital
watermarking provides copyright protection of data.
For image watermarking, the algorithms can be
categorized into one of the two domains. spatial
domain or transform domain [3,4]. The basic idea of
spatial and frequency domain is shown in figure 1.1
as given below
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Digital Watermarking Technique is basically
classified into two major parts, these are

e Spatial Domain
e Frequency Domain

The Algorithm used for a spatial domain are less
robust for various attacks as the changes are
made at Least Significant Substitution (LSB) of
origina data. While in the transform domain the

|SSN: 2231-5381

http://www.ijettjournal.org

Page 128



http://www.ijettjournal.org/

International Journal of Engineering Trends and Technology (IJETT) — Volume-46 Number-2 -April 2017

watermark is embedded by changing the
magnitude of coefficientsin a transform domain
with the help of discrete cosine transform
(DCT), discrete Fourier transform  (DFT),
discrete wavelet transform (DWT), and singular
value decomposition (SVD) techniques [5,6].

A. Spatial Domain

In Spatial domain, digital watermarking algorithms
directly load the raw data into the original image[1].
There should be minor changes in the pixel value
intensity. The significant portion of the low-
frequency component of images should be modified
in order to insert the watermark datain areliable and
robust way[2]. Even if the Spatid domain
watermarking is less robust againg attacks, Its
computing speed is higher than transform domain
The spatial domain agorithm are specifically divided
into two parts

e Correlation based Techniques
e Least Significant Bit

1) Correlation based Technique

In this technique, the watermark W(x,y) is added to
the original content O(x,y) according to the equation.

Ow(x,y) = O(x,y)+ kW(x.y)

where k is a gain factor and Ow is the watermarked
content. Aswe increase the value of k, it will expense
the quality of watermarked contents.

Advantage

1. Increases the robustness of watermark by
increasing the gain factor.

Disadvantage
1. Due to very high increment in gain factor,
image quality may decrease.

2) Least Significant Bit

It is an important technique to embed a watermark
in the least significant bits of the cover image which
are randomly selected pixels. Two LSB techniques
proposed by Van et al. In the first method the LSB of
the image was replaced with a pseudo-noise(PN)
sequence While in the second a PN sequence was
added to the LSB.

An Example of least significant bit watermarking

[3:

Image: 10010101
01010101....

00111011 11001101

Watermark: 1 0 1
0.....

Watermarked Image: 10010101
11001101 01010100.....

00111010

The steps used to embed the watermark in the
origina image by using the LSB [4]:

1. Convert RGB imageto grey scaleimage.

2. Make double precision for the image.

3. Shift most significant bits to low significant
bits of watermark image.

4. Make least significant bits of host image
zero.

5. Add shifted version (step 3) of watermarked
image to modified (step 4) host image.

Advantages
1. Low degradation of image quality.

2. Easy toimplement and understand.
3. High perceptual transparency.

Disadvantages

1. Very sensitiveto noise
2. Vulnerable to cropping, scaling attacks.
3. Verylessrobust againg attacks.

The benefit of this method is that it is easly
performed on images. And it also provides high
perceptua transparency. The quality of the
watermark doesn't degrade after embedding the
watermark using LSB. Using this technique
watermark can easily be destroyed by any signal
processing attacks as the demerit of LSB techniqueis
its poor robustness to common signal processing
operations. It is imperceptible but not vulnerable to
attacks and noise.

B. Frequency Domain

The prime aim of the frequency domain algorithm is
to embed the watermarks in the spectra coefficients
of the image. The most commonly used transforms
are Discrete Cosine Transform(DCT), Discrete
Fourier  Transform(DFT), Discrete  Wavelet
Transform(DFT),(SVD).

1) Discrete Cosine Transform

The discrete cosine transform is a technique for
converting a signal from the spatial domain to the
elementary frequency components. It is generally
used for image compression. In many fields of image
processing DCT is applied such as data compression,
pattern recognition.

DCT Block Based Watermarking Algorithm:
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1. Divide the image into non-overlapping blocks of
8*8 sizes.

2. Apply forward DCT to each block.
3. Then after, apply block selection technique.
4. Then, apply coefficient selection criteria

5. Embed Watermark after modifying the selected
coefficients.

6. Apply inverse DCT on each block of an image.
2) Discrete Fourier Transform

It transforms a continuous function into its frequency
components. It has the robustness against geometric
attacks like rotation, scaling, cropping, and
trandation etc. DFT shows the trand ation robustness
to attack. In spatial shifting in the image affects the
phase representation of the image but not the
magnitude representation and circular shifts in the
gpatial transform don't affect the magnitude of the
Fourier transform.

Characteristics of DFT

1. DFT of an origina image is generdly
complex-valued, which results in the
magnitude and phase representation of an
image.

2. DFT shows trandation invariance. Spatial
shifts in the image affect the phase
representation of the image but not the
magnitude representation, or circular shifts
in the gspatial domain don't affect the
magnitude of the Fourier transform.

3. DFT is resistant to cropping because the
effect of cropping leads to the blurring of a
spectrum. If the watermarks are embedded
in the magnitude, these are normalized
coordinates, there is no synchronization are
needed.

4. The powerful components of the DFT are
the main components which contain the low
frequencies.

5. Image scaling results in amplification of
retrieved signal and can be detected by a
correlation coefficient. Image trandation
has no result on extracted signal.

6. Image rotation results in cyclic shifts of
retrieved signal and can be detected by
exhaustive search.

7. Scaling in the spatial domain causes inverse
scaling in the frequency domain. spatial
domain rotation causes the same rotation in
the frequency domain.

Comparison
Advantages of DFT over DWT and DCT

DFT is a rotation, scaling, and trandation (RST)
invariant. Hence it can be used to recover from
geometric distortions, whereas the spatial domain,
DCT and the DWT are not RST robust and difficult
to robust from geometric distortions.

3) Discrete Wavelet Transform

DWT is a wavelet transform in which the wavelets
are discretely sampled. A Key advantage of it over
Fourier transforms is a temporal resolution: it
captures both frequency and location information.

Comparison
Advantages of DWT over DCT

1. The Wavdet transforms in HVS more closey
than the DCT.

2. Wavdet transformed an image is a multi-
resolution description of an image..

3. Visual artifacts introduced by wavelet
transformed images are less marked compared to
DCT because waveet transform doesn't
decompose the image into blocks for processing.
At high compression ratios blocking artifacts are
noticeable in DCT, but in wavelet coded images
itismuch clearer.

4. DFT and DCT are full frame transform, and
hence any change in the transform coefficients
affects the entire image except if DCT is
implemented using a block based approach.
However, DWT has spatial locality property,
which means if the signa or any watermark is
embedded it will affect the image locally. Hence
awavel et transform provides both frequency and
gpatial information for an image.

Disadvantages of DWT over DCT:

1. The Computationa complexity of DWT is
more as compared to DCT".

2. Feig (1990) pointed out that, it only takes 54
multiplications to compute DCT for a block of
8x8, but in wavelet, calculation depends upon
the length of the filter used, which isat least 1
multiplication per coefficient of an image.

[Ir. Performance Evaluation Metric

Performance Evaluation aways plays one of the
essential roles in designing the algorithm in
watermarking. The main Objective of this
performance evaluation metric is to check whether
the proposed algorithm performance is up to the
expectation or not or we can say it is effective or not.
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Measuring the performance of an algorithm is one of
acrucial section.

Some of the performance metrics of an image
watermarking methods and algorithm have are as
follows:

A. Mean Square Error

The MSE is an average squared difference between a
reference image and a digtorted image. The formula
to measure MSE are asfollows:

MSE = 1/ XY iz (i, ) —e(i, )2

¥
i=l j=1
X and Y are height and width respectively of the

image. The c(i,j) isthe pixel value of the cover image
and «(i,j) isthe pixel value of the embedded image.

B. Signal to Noise Ratio

SNR measures the signal strength related to the
background noise. We can also say that it measures
the sengtivity of the image. And the formula to
measure SNR isas follows:

SNR, = 10log,,

noise

PSIGI'IH )

C. Peak Signal to Noise Ratio

PSNR is used to determine the efficiency of
watermarking with respect to the noise. The noise
used to degrade the quality of the noise. The visual
quality of watermarked and attacked images is
measured using the Peak Signal to Noise Ratio.

PSNR=10*|0g(P*/M SE)
Where P=Maximum valuein host image
D. BitError Ratio

This ratio describes how many hits received in error
over the number of the total bits received. BER can
be smply calculated by comparing bit vaues of
embed and cover image.

BER=P/(H*W)

where H and W are height and width of the
watermarked image. P is the count number initialized
to zero and it increments by one if there is any hit
difference between cover and embeds an image.

V. Conclusion

We just want to summarize this paper by saying that,
Digital watermarking is such a vast topic to study and
here we just surveyed the digital watermarking
technique and the performance evaluation metric of
digita watermarking. We also compared the
techniques.
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