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Abstract: This Paper discusses how a text file is to be 

kept secret while transmitting from sender to receiver. 
This paper is intended to present the techniques for 

encryption and Steganography. Steganography is the 

practice of concealing messages or information in 

host data or text or an image. There are many 

different carrier file formats, but digital images are 

the most popular as their frequency of occurrence is 

more on the internet. Steganography is an improved 

method of securing message than cryptography that 

solely conceals the content of the message not the 

existence of the message. Steganography is a tool 

which allows furtive transmission of information over 
the communication channel. Combining the secret 

message with the carrier image provides the Stego 

image. In this paper, double coding algorithms are 

accustomed hide the encrypted text in a host image 

that makes the secret message is difficult to detect 

without retrieval. This paper presents a technique 

which could transmit with high security. 
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I. INTRODUCTION 

Due to the rise of internet the most important factor 

of communication and information technology is 

information security. Cryptography is the technique 

for securing the secrecy of communication. Many 

different methods have been developed to encrypt and 

decrypt data in order to maintain the secrecy of 

message [1]. Sometimes it is not enough to just 

maintain the secrecy of a message, it is also necessary 

to keep the existence of the message secret. The 

technique used to implement this, is Steganography 

[2]. Steganography is different from cryptography. The 
principal goal of cryptography is to keep a message 

secret whereas the principal goal of steganography is 

to keep the existence of message secret. Both the 

techniques are the ways to protect information from 

unwanted parties but neither technology alone is 

perfect [3]. If the presence of hidden information is 

revealed or suspected, the purpose of steganography is 

defeated. The strength of steganography can thus be 

amplified by combining it with cryptography [4], [5]. In 

this paper, two different encryption techniques are 

used to encrypt the message: RSA and DES 

encryption techniques. This paper is intended to 
present further information about these algorithms and 

steganography technique. Basically, cryptography is 

divided into two types: symmetric encryption and 
asymmetric encryption. 

Symmetric encryption is the oldest and best-known 

technique. A secret key, which can be either be a 

number, a word, or just a string of random letters is 

applied to the text of a message to change the content 

in a particular manner. As long as both sender and 

recipient know the secret key, they can encrypt and 

decrypt all messages using this key. As there is no 

significant time delay for encryption and decryption, 

implementing symmetric cryptography can be highly 

effective. Symmetric cryptography provides 
authentication degree because data encrypted with one 

symmetric key cannot be decrypted with any other 

symmetric key. Therefore, as long as the symmetric 

key is kept secret by the two parties which can be used 

to encrypt messages and each party can also make 

sure that they are communicating with each other till 

the decrypted message make sense. The popular 

algorithms for symmetric encryption are DES, AES, 

IDEA, Blowfish, Triple DES, Two fish, Serpent [6]. 

Asymmetric Encryption is also known as Public 

Key Cryptography. In this encryption, there is a pair 

of keys. Where one key can encrypt which is called 
public key and the other key can decrypt and hence it 

is called private key. Protocols such as OpenPGP SSH 

depend upon asymmetric encryption and various 

digital functions.  In this type of encryption public key 

can be replaced and changed by a third party. When it 

is changed the data can easily be decrypted by the 

third party. Hence it is necessary for checking or 

verifying that whether the correct public key of person 

has been transmitted or not. The popular algorithms 

for asymmetric encryption are RSA, DSA, El Gamal, 

ECC [7]. 
Steganography also hides the information within 

computer files. In Digital Steganography, 

communication of message is possible through image, 

video, text, audio or in protocol of transport layer. 

Media files are ideal for steganographic transmission 

because of their large size [8], [9]. Steganography 

depends on the type of media being used to hide the 

message. Medium being normally used include text, 

images, audio files and network protocols utilized in 

network transmissions. The cover file indicates the 

kind of steganography. In linguistic steganography, 

the data is hidden in the font, style etc. In technical 
steganography, the cover files are used. In text 

steganography, the line spacing or spacing between 
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words is changed so as to make the data hidden in the 

text file stored. In this technique, varying a very small 

amount of spacing is not differentiable to the human 

eye [10]. In audio steganography, the noise behind the 

original audio or the echo of audio as noise is used to 

hide a secret message. Filters and amplifiers can be 
used to amplify the noise to find the message [8], [11]. 

In image steganography, the pixel values are changed 

based on the message such that it cannot be noticed by 

the human eye. In video steganography, as the video is 

a combination of image and audio both image and 

audio steganographic techniques can be applied [11]. 

In image steganography, the cover file is an image. 

Images have various file formats such as JPEG, BMP, 

PNG, etc. In these image formats, BMP file has more 

size as it is an uncompressed image and JPEG file 

format uses lossy compression whereas PNG uses 

lossless compression techniques. Hence for bit 
replacement techniques jpg format is not suitable as 

some data can be lost. Hence it is necessary to go with 

BMP or PNG image formats. Both the image formats 

are 24-bit images where 8 bits are reserved for each 

pixel of red, green and blue planes. By different 

combinations of these colours in 8 bits, each can 

obtain 16 million colour shades. Image steganography 

can be further classified into two types based on 

domain: Frequency domain technique and spatial 

domain technique. 

Transformation or frequency domain techniques are 
based on manipulating the transform coefficients of an 

image instead of the pixels in an image itself. These 

techniques are suited to process the image in 

consistent with the frequency content. The orthogonal 

transform of the image consists of two components 

magnitude and phase. The magnitude contains the 

frequency content of the image. The phase helps to 

restore the image back to the spatial domain. 

Generally, transform domain allows operation on the 

frequency content of the image, and thus high-

frequency content like edges and other refined 

information will simply be intensified. DWT is the 
mathematical tool for hierarchically decomposing an 

image. It's helpful for processing of non-stationary 

signals. DWT is predicated on small waves that are 

known as wavelets of varied frequency and amplitude. 

Wavelet transform provides both frequency and 

spatial description of an image. The DCT is an 

approach for transforming a signal into elementary 

frequency components. It shows an image as a 

summation of sinusoids of varying frequencies and 

magnitudes [12]. 

Table I: The % Color Change Based on a Change in Bit 

Position. 

BIT 

POSITON 

% CHANGE IN COLOUR 

1 0.39% 

2 0.78% 

3 1.57% 

4 3.13% 

5 6.27% 

6 12.55% 

7 25.01% 

8 50.1% 

 

Spatial domain techniques are based on 

manipulating the pixel values of the image according 

to the secret message. In LSB insertion method the 

pixel values and their LSB positions are manipulated 

such that the LSB position gives the hidden message 

[13]. From Table I, it has been understood said that 
inserting the encrypted data into the lower bits of host 

media doesn’t vary the color whereas inserting in the 

higher bits varies the color. Hence it is preferable to 

insert data in the lower bits of an image. In these 

techniques, JPEG cannot be used as some data is lost 

due to compression [14]. In pixel differentiator 

technique, the difference in the least two significant 

bits stores the data. Based on the message, the LSB 

position is changed so that XOR of least two 

significant bits stores the data [15].   

II. CRYPTOGRAPHY 

A. RSA ENCRYPTION: 

 RSA is the first practical asymmetric key 

encryption technique. RSA is made with the initial 
letters of the surnames of Ron Rivest, Adi Shamir, 

and Leonard Adleman who designed the algorithm in 

the year 1978. As there is no technique exists to prove 

that an encryption scheme is secure, the only test 

available is to see whether anyone can think of a way 

to break it. So different men tried to break the code 

and failed hence it can be said that the technique is 

secure. In RSA algorithm the message is always taken 

in the form of ASCII values. In this algorithm two 

large prime numbers, p and q are taken. And n is the 

product of p and q. Select p and q in such a way that 

the ASCII values of message taken are lies between 0 
to n-1. Then g = (p-1)*(q-1) and e are premeditated 

such that the greatest common divisor of g and e is 1. 

And also get d value such that (g*e) mod g is 1. Now 

(e, n) is said to be public key while (d, n) is said to be 

a private key. Whenever there is a communication 

between Alice and Bob. Bob gives his public key 

publicly. Cheryl also knows the public key when 

Alice encrypts the data using the public key and 

transmits it to Bob. Though Cheryl knows the public 

key he cannot decrypt the data without knowing the 

private key. Only Bob can decrypt the data as he has 
the private key. So RSA algorithm has a secured 

transmission. To encrypt the data, cipher being the 

encrypted text and message being the secret message. 

cipher = (message e) mod n. plain=(cipher d)mod n [7]. 

Similarly while decrypting, the received cipher text is 

decrypted to get back the pain text. As large values of 

p and q are taken, practically in digital devices, the 

remainder is zero. By applying the rules of Vedic 

mathematics and Modular arithmetic, data can be 

encrypted [16]. Using this algorithm the number of 

https://en.wikipedia.org/wiki/Ron_Rivest
https://en.wikipedia.org/wiki/Adi_Shamir
https://en.wikipedia.org/wiki/Leonard_Adleman
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bytes of data remains same, but only the text is 

encrypted. 

B. DES Encryption 

 The Data encryption standard (DES) was 

developed around 1974 by an IBM team and was 

adopted as a national customary in 1977 [6]. Since 

then, many cryptanalysts attempted to find shortcuts 

for breaking the system. This algorithm is the first 

encryption algorithm approved by U.S. Government 

for Public, which ensured that the algorithm was 

quickly adopted by industries where the encryption 

necessity is high [17]. DES is a block cipher which 

means the encryption in terms of blocks. In this 

algorithm, a 64-bit key is used. As the length of key 

increases, it is difficult for the third party to guess the 
key and hence takes more time to perform more 

operations [18]. The 64-bit key is taken and is reduced 

it to 56 bit for various other operations. This paper 

uses the PN sequence for generation of 64-bit key. 

Pseudo-Noise is generated using the linear feedback 

shift registers in this paper [19]. Five shift registers 

which are connected to each other and the output of 

one register gets added to the PN sequence [20]. 

Whenever there is a change in the initial value of the 

shift registers there will be a change in 64-bit key. 

Using permutations 56 bits are selected from 64-bit 
key and rearranged. Now the 56 bits are divided into 

two halves and select 16 bits from each half and form 

an initial key. Now each half is shifted circularly to 

find the second key similarly as mentioned above. 

Similarly, 16 different keys are found for 16 different 

iterations. Now take the message, as DES is a 64 

block cipher, only 64 bits of data are encrypted at a 

time. Hence divide the message into blocks such that 

it contains 64 bits each, if necessary zeros are 

appended in the last. Now take each block and divide 

it into two halves say L1 and R1. By using the two 

rules the encryption can be done for i=2 to 15. 
         L(i) = R(i-1) 

R(i) = L(i) + f(R(i-1),k(i)) 

where addition indicates modulo 2 addition, k 

indicates the different 32-bit keys and f indicates the 

set of functions that can be applied. Now R16L16 

combined together gives the encrypted text. The same 

process is applied in reverse way for decryption [6]. 

DES algorithm exhibits strong avalanche effect. 

Whenever there is a change in a single bit in the 

message there will be large variation in the encrypted 

text, this is called avalanche effect. 
 

 

 

 

 

 

 

 

 

 

III. PROPOSED METHOD 

 

Fig 1: Transmitter Side 

This paper presents a methodology to obtain high 

security. In this technique, both cryptography and 

steganography are combined with each other to obtain 

high security. In Cryptography, two types of 
techniques are used, one from symmetric technique 

and other from asymmetric encryption. In symmetric 

encryption, DES algorithm and RSA algorithm in 

asymmetric encryption are used. In this method, 

initially the selected message is encrypted using RSA 

algorithm with the public key. This encrypted text is 

further encrypted using DES algorithm. 

As DES algorithm has only one key which is a 

secret key, it is generated using linear feedback shift 

registers [3]. In this encrypted text, another byte of 

data is added to indicate the initial value of shift 
registers. Another byte of data is added to indicate the 

length of the encrypted text or message which is being 

stored in the image. Pixel values are selected in 

randomly in such a way that they are multiples of 3. 

To store a long message, more number of pixels are 

needed. Hence instead of storing a bit of data in each 

color, in this method the first three least significant 

bits of data is stored in first three least significant bits 

of selected pixels in red plane. Similarly the following 

three least significant bits of data is stored in first 

three least significant bits of selected pixels in green 

plane. The two most significant bits of data is stored 
in first two least significant bits of selected pixels in 

blue plane. So that on byte of data in each pixel. 

Storing one byte in each pixel helps to store the longer 

message. For a good PSNR value, select the image 

which has more number of pixels that is large size 

image. Selecting large image reduces the mean square 

error which increases the Peak Signal to Noise Ratio 

[18]. Using this method, the message can be 

transmitted with higher PSNR. 
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Fig 2: Receiver Side 

To retrieve the data from the image, the pixel 

values are obtained from the image in which the data 

is stored. Then in the first pixel as the total text size is 

stored, discover the pixel values till text size is 

reached. Thus the first byte indicates the initial value 
of shift registers for generation of PN Sequence. After 

generation of PN sequence, using the already intended 

64-bit key and apply DES decryption process with the 

16 sets of keys generated from PN sequence. The 

obtained result is decrypted by applying RSA 

decryption process with the private key. As Private 

Key is only known to you, only you can get the 

decrypted value. After decryption, the decrypted text 

size and original message are verified to ensure that 

there should not be any error during transmission and 

reception. 

IV. RESULTS 

The message taken to transmit through above 
process is:  

"Hi! 

Good Morning." 

 For the message taken above the ASCII values are 72, 
105, 33, 13, 10, 71, 111, 111, 100, 32, 77, 111, 144, 

110, 105, 110, 103 46. The length of the message is 18 

bytes. RSA Encryption is applied, taking the public 

key as (3,145). The length of RSA Encrypted text will 

be same 18 bytes. The length of text in DES is 

multiple of 8. The obtained result is further encrypted 

using DES algorithm by taking the initial value of 

shift registers as [1 1 0 0 0]. As zeroes are appended to 

RSA encrypted text, the length will be 24 bytes by 

appending 6 zeros. The initial byte of data stored in 

the image is 25, which represents the length of 
message stored. Next byte stored in image is 56, 

which is the modified value of shift register. Modified 

value of shift register is the decimal converted value 

of shift register and then randomly selected value is 

added to acquire more security, in this case it is 

chosen as 32. Then the DES encrypted text is stored in 

an image which has 61200 pixels. But in this method 

as discussed above the message is stored in pixels of 3 

planes where pixels are selected at integral multiples 
of 3. Using this method, PSNR and MSE calculated 

for various images of different universities and 

colleges. Similarly to decrypt, the private key to be 

used is [75,145]. After the process of decryption it has 

been observed that both the transmitted and received 

messages are same. Hence, the message is said to be 

transmitted successfully. This message after being 

transmitted successfully, at the receiver side operation 

starts. At the receiver side, the message is recovered 

from the lower bits of pixels in an image. This 

message being in encrypted form will be decrypted 

using Private Key and secret key. These keys will help 
to decrypt the data and will give the original message. 

For DES decryption, secret key will be used. For RSA 

decryption, the private key is used. MSE and PSNR 

values for various images are tabulated as shown in 

Table II. MSE is the mean square error which can be 

calculated host image and stego image. Whenever the 

data is stored in the image, the corresponding pixel 

values changes and this change in pixel values is an 

error. PSNR is the Peak Signal to Noise Ratio which 

is calculated from the obtained MSE values for 

different images. 
 The MSE and PSNR values are same 

whenever the algorithm is tested for different formats 

of same image and same encrypted message. So, it has 

been observed that the performance metrics MSE and 

PSNR are independent of the format used.  

Table II: The MSE and PSNR Values Calculated for Logos of 

Different Colleges and Universities for a Text Message of Length 

18 Bytes. 

IMAGE Mean 

Square 

Error 

Peak 

Signal to 

Noise 

ratio 

 

0.0040 72.1703 

 

0.0046 71.5277 

 

0.0042 71.9305 
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0.0046 71.5193 

 

0.0028 73.6893 

 

0.0046 71.5300 

 

0.0028 73.6638 

 

0.0046 71.5287 

 

0.0046 71.5247 

 

0.0024 74.4426 

 

0.0046 71.5287 

  

Another message taken to transmit through above 
process is:  

"The person you are looking for is not the murderer! 

There is a spy in the department. 

The autopsy report and blood reports have been 

manipulated. 

Also, the details regarding the raid have been sent." 

 For the message taken above the ASCII values are 84, 

104, 101, 32, 112, 101, 114, 115, 111, 110, 32, 121, 

111, 117, 32, 97, 114, 101, 32, 108, 111, 111, 107, 

105, 110, 103, 32, 102, 111, 114, 32, 105, 115, 32, 

110, 111, 116, 32, 116, 104, 101, 32, 109, 117, 114, 

100, 101, 114, 101, 114, 33, 13. 10, 84, 104, 101, 114, 

101, 32, 105, 115, 32, 97, 32, 115, 121, 32, 105, 110, 

32, 116, 104, 101, 32, 100, 101, 112, 97, 114, 116, 

109, 101, 110, 116, 46, 13, 10, 84, 104, 101, 32, 97, 

117, 116, 111, 112, 115, 121, 32, 114, 101, 112, 111, 

114, 116, 32, 97, 110, 100, 32, 98, 108, 111, 111, 100, 

32, 114, 101, 112, 111, 114, 116, 115, 32, 104, 97, 
115, 32, 98, 101, 101, 110, 32, 97, 110, 105, 112, 117, 

108, 97, 116, 101, 100, 46, 13, 10, 65, 108, 115, 111, 

32, 116, 104, 101, 32, 100, 101, 116, 97, 105, 108, 

115, 32, 114, 101, 103, 97, 114, 100, 105, 110, 103, 

32, 116, 104, 101, 32, 114, 97, 105, 100, 32, 104, 97, 

115, 32, 98, 101, 101, 110, 32, 115, 101, 110, 116, 46 

. The length of the message is 198 bytes.  For a better 

understanding of the paper, the length of the message 

is increased and size of the image is decreased. 

Applying RSA Encryption taking the public key as 

(3,253). The length of RSA Encrypted text will be 

same 198 bytes. The length of text in DES is multiple 
of 8. To the obtained result applying DES encryption 

with the initial value of shift registers being changed 

to [1 0 0 1 1]. As zeroes are appended to RSA 

encrypted text the length will be 200 bytes by 

appending 2 zeros. The initial byte of data stored in 

the image is 201, which represents the length of 

message stored. Next byte stored in image is 51, 

which is the modified value of shift register. Modified 

value of shift register is the decimal converted value 

of shift register and then randomly selected value is 

added to acquire more security, in this case it is 
chosen as 32. Then the DES encrypted text is stored in 

an image which has 26100 pixels. But in this method 

as discussed above the message is stored in pixels of 3 

planes where pixels are selected at integral multiples 

of 3. Using this method, PSNR and MSE calculated 

for various images of different universities and 

colleges. Similarly to decrypt the private key to be 

used is [147,253]. After the process of decryption it 

has been observed that both the transmitted and 

received messages are same. Hence, the message is 

said to be transmitted successfully. The obtained MSE 

and PSNR values for various images are shown in 
Table III. MSE is the mean of the square of the 

difference in original image and stego image.  

Preferable format for this technique is PNG 

format because lossless compression is done, hence 

occupies less memory and PNG format is more 

frequently used on the internet. As JPEG is lossy 

compression there is a chance of losing the data, so it 

is not recommended.  

Table III: The MSE and PSNR Values Calculated for Logos of 

Different Colleges and Universities for a Text Message of Length 

198 Bytes. 

IMAGE Mean 

Square 

Error 

Peak Signal to 

Noise ratio 

 

0.0699 59.7186 
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0.0928 58.4891 

 

0.0882 58.7080 

 

0.0916 58.5455 

 

0.0576 60.5615 

 

0.0849 58.8760 

 

0.0594 60.4255 

 

0.0805 59.1081 

 

0.0909 58.5760 

 

0.0531 60.9158 

 

0.0764 59.3360 

V. CONCLUSION 

 This paper ensure that using the double 

encryption techniques, the data is highly secured such 

that the third party cannot read the content of the text 

without decrypting for which the third party need to 

know the 64 bit key value. That means he needs to 

know the circuit connections of feedback shift 

registers and the initial value of shift registers. In 

order to know the 64-bit key, it is necessary to know 

the initial value and the combination of shift registers. 

Still it cannot be sure, as few bits are removed from 

the 64-bit key, further shifted circularly and then few 

selected bits are used to generate the each set of the 

key with 32 bits each. So it is difficult to break the 
DES encrypted text. Similarly in RSA algorithm, it is 

required to know the private key to decrypt the data 

with the present algorithm it takes around 56 to 72 

hours to find the private key from the public key. 

Whenever larger prime numbers are taken the time 

taken to obtain private key from the public key is 

more.  In RSA, private key can be recognized from the 

public key. It is must to find the prime factors which 

can be p and q, from which the private key can be 

created. As prime number values keep increasing, the 

factorization gets difficult. Hence it is recommended 

to take large prime numbers to encrypt the text using 
RSA algorithm. Using steganography makes sure that 

data is stored in an image without much change in the 

color of an image. These techniques independently are 

turning insecure with advancement in technology. 

Hence these techniques are changed or modernised so 

that it makes the text secure. From the Table II and 

Table III, it has been observed that as the message 

length increases, then the error increases. Hence as the 

capacity increases, error increases which in turn 

decreases the PSNR. And it is observed that the 

quality of stego images are good and security is high. 
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