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Abstract:

In Named Data networking one of the unique
features is caching of content in the routers along
with shortest path. In-network caching allow users
to obtain the contents from nearer intermediate
routers, reducing the need for content fetching from
the servers often located deep in the network. In the
network caching of content is taken by intermediate
routers and providing content can be loaded into
server. Before performing content forwarding we
can generate peer-to-peer shortest route for reduce
traffic and also overcome chance of congestion.
Finally the response time and the transmission
overhead for fetching of contents are reduced. In
this paper we are proposed three concepts i.e.
authentication of clients or users, generating
hierarchical clustering of shortest path, data
encryption and decryption. In the named data
networking each user will be identify of server by
using hash based signature generation algorithm.
After completion of authentication process the server
will generate hierarchical clustering of nodes in the
network. The completion of clustering process the
server will generate shortest routing from source
node to destination node. Before performing shortest
routing the server will find out cluster head by using
cluster head election process. After completion of
cluster head the server will find out shortest route
from source node to destination node by using Nodes
Signal Strength Shortest Path Algorithm. After
finding shortest route the server will send path to
both nodes of source node and destination node. The
source node will enter transferred message and
encrypt that message by using hybrid bit transpose
bioinformatics technique. After completion of
encryption process the source node will send to
destination node. The destination node will retrieve
cipher format data and perform the decryption
process of hybrid bit transpose bioinformatics
technique. By implementing those concepts we are
reduce response time and transmission overhead of
content.
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I. INTRODUCTION

With the Internet architecture changing from
host-centric communication model to content-centric
model, several Information-Centric Network (ICN)
architectures have been proposed. The named data
network (NDN) architecture is based on the Content
Centric Networking proposal. It defines a simple and
robust receiver-driven communication model based
on the exchange of two packets types, Interest and
Data, which carry hierarchical, application-specific
content names. NDN deals with content integrity and
authenticity by piggybacking the data publisher’s
signature and other authentication information in
each Data. Depending on local constraints and
policies, a subset (or all) of the network nodes can
cache contents in order to speed up data retrieval
while reducing the network overhead. In named data
network contents are retrieved directly by their
names, instead of locations. Named data network is
designed inherently focused on content distribution
rather than host-to-host connectivity. Content in
NDN is distributed in a scalable, cost efficient and
secure manner. The change from host-centric to
content-centric has several attractive advantages,
such as network load reduction, low dissemination
latency, and energy efficiency [1]. While the general
infrastructure of NDN is in-networking caching,
which allows any elements in the network to store
content temporarily acting as servers.

The researches about catching have been widely
carried out in the past [2]. While catching in CCN
has its own content-oriented features. First of all,
caching is a native property of routers in CCN. In
CCN, request catching and content catching should
be handled at a same network layer. That makes
content retrieval and replacement be considered at
line speed [3]. More clearly, a router should check if
its local content store has the requested content
before it sends a request to next hop. Secondly, the
placements of the ubiquitous caches are arbitrary,
but not hierarchical, which make caching in CCN
different from Web-catching and Content Delivery
Network (CDN). At last, as content chunks in CCN
are identified by the unique names, different
applications could use same cache space in a router
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at the same time. This is the most basic feature of
catching in CCN, which make it different from web,
CDN and P2P.

In-networking catching is the distinctive feature
of CCN infrastructure and plays an important role in
terms of system performance. In-network caching
mechanism can avoid wasting network bandwidth
due to the repeated delivery of popular content.
Additionally, it can reduce response time for content
by placing the content closer to wusers. The
challenges surrounding in-networking caching
involves cache placement, cache replacement and
network cache model, etc. However, Kutscher, et al
[4] define three key issues which influence the
performance of in-networking caching system, i.e.,
cache placement, content-placement, request-cache
routing. Cache placement mainly focus on deciding
which nodes are supposed to upgrade for in-
networking caching in a domain, which are mainly
related with the whole network planning, such as,
the network topology, traffic and positions [5], [6].
As for content-placement, it is an issue about the
distribution policy of contents across in-networking
caches in a domain. However, request-cache routing
solves the problem of actions took for a content
request corresponding to node caches. Above all, in
this paper, we focus on the content placement issue
and the request-cache routing issue.

To manage distributed locations of cache storage,
we use a hierarchical clustering approach to manage
the in-network caching. Clustering approach is
common in network design to manage distributed
entities in a network, such as those in Mobile Ad hoc
NETworks (MANETSs) [5] [6], Wireless Sensor
Networks (WSN) [7] [8]. As clustering approach
permits scaling of a potentially large network into
several smaller autonomous groups as well as
scoping of operational functions and message
exchanges within a cluster, this approach generally
offers high scalability and efficiency. To take the
advantage of clustering approach for management
of distributed caching, we present a Hierarchical
Clusterbased Caching (HCC) solution. Our design
has a two-layer hierarchical clustering architecture.
The routers in Core Layer are not used for caching
so that they can focus on content routing. In Edge
Layer, routers are designed to cache contents for
prompt user responses. Furthermore, we introduce
importance rating where nodes of higher (resp.
lower) importance rating in Edge Cluster cache more
(resp. less) popular contents. Clusterhead has a
responsibility to collect and allocate the information
of node importance based on betweenness centrality,
content popularity and probability matrix in its
cluster. In additional, all the important nodes execute
their respective caching decision whether a content
should be cached, and if so, where. Our proposed
HCC solution is implemented in ndnSIM [10]

considering two different network topologies. We
show that HCC outforms other strategies in several
aspects.

Il. RELATED WORK

Instead of individual decision making for
caching, collaborative caching strategy attempts to
introduce collaboration among routers to make
caching decision for lower redundancy in content
caching. This strategy generally involves in a certain
message exchanges among devices to jointly make
caching decision. Age-based cooperative caching
[21] spreads popular contents to the network edge by
dynamically changing the caching time of contents
in an implicitly cooperation manner. In [22], an
intra-AS cache cooperation scheme is proposed to
allow neighbor nodes to eliminate redundancy after
caching content and collaborate in serving each
other’s requests. Intra- Domain cooperative caching
(IDCC) scheme in [23] combines probabilistic
caching and hierarchical caching. In IDCC, cached
content advertisements are diffused in the intra-
domain to minimize cache redundancy for improved
cache utilization. Dai et al. [24] investigate the
capacity provisioning problem and propose a
collaborative hierarchical caching mechanism
accordingly. The main drawback of collaborative
caching approach is the need for message exchanges
which introduces additional overheads and
capability issue.

Our proposed hierarchical cluster based cached
solution jointly considers location selection and
content popularity for caching. HCC further takes
collaborative caching approach allowing devices to
exchange information for more effective caching and
less redundancy. However, as a collaborative
caching approach, the main challenge in the design
is the management of overheads while maintaining
high caching effectiveness. We address this by
introducing a hierarchical cluster-based architecture
to reduce communication overhead for scalability.
Our proposed collaborative probability caching
further reduces caching redundancy for effective use
of cache memory storage.

I11.PROPOSED SYSTEM

In the proposed system we are implementing an
efficient hierarchical cluster based named data
network. Before building named data network we
are preform the authentication of each node in the
network. The authentication of nodes can be done by
server and the server will send authentication status
to all other nodes in the network. After completion
of authentication process the server will perform the
hierarchical clustering process. In the hierarchical
clustering process the server find out each cluster
head randomly. After choosing cluster head the
server will group nearest nodes into group based on
number of clusters in the network. In the grouping
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one of group member will work as gateway and the
gateway group member will connect to other gate
way group member. Suppose to transfer content to
other group the gateway will send that information
to other group gateway member. By performing this
operation we can reduce traffic in the network.
After that the source node will transfer content to
destination node through shortest path. The
generation of shortest path can be done by using
shortest path routing protocol. Before transferring
content from source node to destination node the
source node will encrypt content and send to
destination node. The transferring cipher format data
can be traverse through shortest path and reach
destination node. The destination node will retrieve
cipher format data and perform the decryption
process. After completion of decryption process the
destination node will get plain format data. So that
by implementing those concepts we can improve
efficiency for transferring content from source node
to destination and also provide more security of
transferring content. The implementation procedure
of authentication of group members in the network is
as follows.

Authentication of Group Members:

In this module each member in the network
will be authenticated by the server. The
implementation process of authentication of group
members is as follows.

1. The server will generate p be a large prime such
that computing discrete logarithmic modulo p is
difficult.

2. The server will also generate g < p be randomly
chosen generator of the multiplicative group of
integers of modulo p.

3. After generating p and g values the server will
send those two values to all members in the network.

4. Each member will retrieve p, g values and choose
secret key x; with 1<x;<p-1.

5. Each member will calculate public key y; by using
following formula.

yi= g mod p

6. To generate signature each member will randomly
choose k; with 1<k;<p-1 and gcd (k;, p-1) =1.

7.After that each member will calculate r and s
values by using following equation.

r=g'smod p
si= (H (id)-xr}) k*;mod (p-1)

8. Then the pair (r;, s;) is the digital signature of each
member and sends those pairs to server.

9. The server will retrieve each member pairs and
verify the each member in the network.

g"™ mod p=y;’ r;* mod p

The server verify the all the signatures if
the condition is satisfied send authentication status
to all members. If the condition is not satisfied reject
the member. After completion of authentication
process the server will perform the hierarchical
clustering of nodes in the network. The
implementation process of hierarchical clustering of
nodes is as follows.

Hierarchical Clustering Structure:

In this module the server will perform
hierarchical clustering nodes in the network. Before
performing clustering of nodes the server will
choose cluster heads by calculating nearest distance
from cluster heads to other nodes. Take each cluster
head and perform clustering process is as follows.

1. Take each cluster head and remaining nodes we
can calculate mse of each cluster head to all nodes.
The calculation of mean square error is as follows.

MSE=1/nY i1 " (X;—C)

Where n is number of nodes in network, x; is the
remaining nodes and c is cluster heads.

2. The algorithm goes next iteration and finds mse
compare with previous iteration fitness. Find out
better mse from the both iteration and repeat this
process will stop if the best mse value seems not to
be changed in next generation.

3. Take those centroids are output of the process and
again calculating a pairwise distance between all
clusters.

4. After calculating pairwise distance of all clusters
the algorithm picks all pair of clusters distance
smaller than overall average of cluster distance.

5. Once we are calculating pair of distance the
algorithm again re cluster using same process.

6. By performing this process we can get small sub
set of data and algorithm easily finds partitions
which are more distant to each other.

After completion of clustering of nodes the
server will choose the gateway nodes of each cluster
by using nearest distance between remaining two
cluster gateways. By using the gateways we can
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connect with all other cluster heads and also transfer
content from one cluster to other cluster nodes. After
that the source node will enter transferred content
and perform encryption process.

Hybrid Bit Transpose Bioinformatics Technique:

In this module the source node will encrypt
the transferred content and convert into cipher
format. The implementation process encryption is as
follows.

1. Read input data and convert into binary format.

2. Take the binary format data and convert binary
format data into DNA characteristics like A, C, G
and T. Here we are take binary value 00 is A, 01 is
G,10isCand 11isT.

3. Take the p and g values as key and perform the
xor operation it will get ascii value.

4. Take that ascii value convert binary format and
those binary format data also write into DNA
characteristics format.

5. Apply xor operation of step 2 and step 4.

6. After completion xor operation take those values
convert into binary format and perform
complementary operation.

7. Take the output of step6 and convert into DNA
sequence.

8. Take the DNA sequence from step7 and convert
into ascii format.

9. Take the ascci format data from the step 8 and
convert into binary format.

10. Take the binary format data and write into 32 *
32 matrix format.

11. After that we can transpose that matrix and get
those binary values. Take those binary values and
convert into ascii format and that ascii format data is
cipher format data.

After completion of encryption process the
source node will transferred cipher format data to
destination node. Before reaching content to
destination node the server will find out destination
node contains which cluster. After that the cluster
head will generate path to destination node by using
shortest path routing protocol. The implementation
process of shortest path routing protocol is as
follows.

Nodes Signal Strength Shortest Path Algorithm:

The implementation Average Nodes Strength
Shortest Path algorithm finding shortest path. Before
finding shortest path we are initialize each node
signal strength and stored into database. After that
we can also specify the out signal strength node in
network. The implementation process of Average
node strength shortest path algorithm is as follows.

1. Get the all nodes of signal strength (S;).

2. Finding distance source node to other nodes by
using following formula

int max=0;
int min=S[i];
if (max<min)

{

Max=min;

3. After finding distance of each node we can
arrange the path from source node to
destination node.

4. So that the data send through path and reached
the destination node.

After reaching data to destination node will decrypt
the cipher format data and get original plain format
content. The implementation process decryption of
Hybrid Bit Transpose Bioinformatics Technique is
as follows.

Decryption Process:

In the module the destination node will
perform the decryption process for getting original
content.

1. Take the ascii format cipher data as input and
convert into binary format.

2. Take the binary format data and generate 32 * 32
matrix format. After generating matrix we can
transpose binary format matrix data.

3. Take the binary format data and convert into ascii
format.

4. Take the ascii format data of stpe3 and convert
into values of DNA sequence.

5. Convert DNA sequence from step4 into binary
sequence.

6. Take the binary sequence data from stpe5 and
perform the complementary operation

7. The destination node will take p and g values will
perform the xor operation.
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8. Take those xor data and convert into binary
format. Take the binary format data and convert into
DNA sequence format.

9. Apply xor operation between rule step 6 and step
8

10. Convert those xor data into binary format and
Take each eight bit from binary data convert into
character it will get original plain format data.

So that by implementing those concepts we can
get better performance in the authentication and also
get efficient Hierarchical clustering of nodes in the
network. Another process we are implementing a
simple way of routing process for finding shortest
path using nodes signal strength shortest path
algorithm. After that we are perform the secure data
transfer from source node to destination node.

IVV.CONCLUSIONS

In this paper we are propose a named data
network for maintaining caching strategy. By
maintaining caching strategy we are implement
hierarchical cluster based caching. Before
performing hierarchical clustering the server will
identify all nodes are authenticated nodes or not. By
performing  authentication  process we are
implementing hash based signature algorithm. After
completion of authentication process the server will
performing clustering all nodes in named data
network. In the clustering process we are using
hierarchical clustering process. By performing
clustering process we are generating number of
cluster group nodes in the network. Take the any
node as source node and send data to destination
node. Before transferring data to destination node
the server will generate shortest route based on
clusters. After completion of routing process the
source will encrypt transferring message and send to
destination node. The destination node will retrieve
cipher format data and decrypt it. In this paper we
are implement one of cryptography technique for
performing encryption and decryption process. The
cryptographic technique hybrid bit transpose
bioinformatics technic for data encryption and
decryption. By implementing those concepts we can
improve performance of data transferring and also
improve security of transferred data.
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