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Abstract

Data deduplication is one of important data
compression techniques for eliminating duplicate
copies of repeating data, and has been widely used in
cloud storage to reduce the amount of storage space
and save bandwidth. To protect the confidentiality of
sensitive data while supporting deduplication, the
convergent encryption technique has been proposed to
encrypt the data before outsourcing. To better protect
data security, this paper makes the first attempt to
formally address the problem of authorized data
deduplication. Different from traditional
deduplication systems, the differential privileges of
users are further considered in duplicate check
besides the data itself. Security analysis demonstrates
that our scheme is secure in terms of the definitions
specified in the proposed security model. Our main
trick is to use the interactive protocol based on static
or dynamic decision trees. The advantage gained from
it is, by interacting with clients, the server will reduce
the time complexity of deduplication equality test from
linear time to efficient logarithmic time over the whole
data items in the database. A proof of concept, we
implement a prototype of our proposed authorized
duplicate check scheme and conduct tested
experiments using our prototype. We show that our
proposed authorized duplicate check scheme incurs
minimal overhead compared to normal operations.

Keywords: Convergent encryption, Deduplication,
Confidentiality, Interactive protocol.

I. INTRODUCTION

Remote distributed storage has turned into a
key part for different applications in these days
arrange which store a lot of information and give the
halfway information required. With the quick
developing of distributed storage administrations, for
example, distributed storage, encryption turns into a
critical procedure for ensuring the classification of
information. Despite the fact that information
encryption gives an essential certification to the
security and protection of customers' information, it
restricts the behavior of the openness and
accessibility of the scrambled information. The Data
deduplication empowers information stockpiling
frameworks to discover and expel duplication inside

information without trading off its accessibility. The
objective of information deduplication is to store
more information in less space by putting away and
looking after documents (hinders in fine-grained
deduplication way) into a solitary duplicate, where
the excess duplicates of information are supplanted
by a reference

To this duplicate. It implies that information
deduplication stockpiling framework could decrease
the capacity size of u customers, who share similar
information duplicate m, from O (u _ jmj) to O (u +
jmj) if some usage subordinate constants are covered
up. Additionally, customers don't have to transfer
their information to the distributed storage server,
when there has been one duplicate put away, which
won't just extraordinarily lessen the correspondence
cost of customers and cloud server, yet in addition
spare the system data transfer capacity. Information
deduplication frameworks, the private cloud is
included as an intermediary to enable information
proprietor clients to safely perform copy check with
differential benefits. Such engineering is down to
earth and has pulled in much consideration from
scientists. The information proprietors just outsource
their information stockpiling by using open cloud
while the information operation is overseen in private
cloud. Customary encryption, while giving
information secrecy is incongruent with information
deduplication. Indistinguishable information
duplicates of various clients will prompt distinctive
figure writings, making deduplication unthinkable. In
this paper, we upgrade our framework in security. In
particular, we show a propelled plan to help more
grounded security by encoding the record with
differential benefit keys. Thusly, the clients without
relating benefits can't play out the copy check. All the
more, such unapproved clients can't decode the figure
message even conspire with the S%&S'. Security
investigation exhibits that our framework is secure as
far as the definitions determined in the proposed
security show. The client is just permitted to play out
the copy check for records set apart with the relating
benefits. We introduce a propelled plan to help more
grounded security by scrambling the record with
differential benefit keys. Diminish the capacity size
of the labels for respectability check. To improve the
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security of deduplication and ensure the information
privacy.

Il. EXISTING SYSTEM

Data deduplication systems, the private
cloud is involved as a proxy to allow data owner
users to securely perform duplicate check with
differential privileges. Such architecture is practical
and has attracted much attention from researchers.
The data owners only outsource their data storage by
utilizing public cloud while the data operation is
managed in private cloud. Cross-client data
deduplication has been widely used to eliminate
redundant storage overhead in cloud storage system.
Recently, Abadi et al. introduced the primitive of
MLE2 with nice security properties for secure and
efficient data deduplication. However, besides the
computationally expensive non-interactive zero-
knowledge proofs (NIZKs), their fully randomized
scheme (R-MLEZ2) requires the inefficient equality-
testing algorithm to identify all duplicate cipher texts.
The main trick is to use the interactive protocol based
on static or dynamic decision trees. The advantage
gained from it is, by interacting with clients, the
server will reduce the time complexity of

IV. SYSTEM ARCHITECTURE
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V. IMPLEMENTATION

deduplication equality test from linear time toA. A.User Registration And Login

efficient logarithmic time over the whole data items
in the database. The security analysis and
performance evaluation show that our schemes are
Path-PRV-CDAZ2 secure and achieve several orders
of magnitude higher performance for data equality
test than R-MLE2 scheme when the number of data
items are relatively large.

I11. PROPOSED SYSTEM

. .B.
In this paper, we enhance our system in

security. Specifically, we present an advanced scheme
to support stronger security by encrypting the file with
differential privilege keys. This way, the users without
corresponding privileges cannot perform the duplicate
check. More, such unauthorized users cannot decrypt
the cipher text even collude with the S%&S'. Security
analysis demonstrates that our system is secure in
terms of the definitions specified in the proposed
security model.

In this Module the new user needs to enter
the required data to create a new account in the form
by providing the user details like name, password, E-
mail id etc. and the data will be stored in server for
future authentication purpose. After registration user
will get the username and password for further
process. Using Username and Password, user makes a
login.

B. File Uploading Process

In file upload process, user chooses the file
from the system and makes a specific keyword for the
each file uploading into the cloud. In storage area the
data in the file are encrypted once it is been uploaded
into the cloud, the data user encrypts its data using
DES algorithm in order to ensure the security and
privacy of data, and stores the encrypted data at
database. We implement DES algorithm which
converts a file in to a binary format and it gets
encrypted and it is stored on to the cloud. The data
that is stored on to the cloud will be in encrypted
format, which can be accessed by the authorized
users.

C. Identification Of Deduplicated Files

The file is uploaded into the cloud using a
keyword and those files are generated at the backend
and stored in the server using its specific key. This
avoids the duplication of files into the cloud. If the
file is already exist in the cloud the user cannot
upload the file, due to duplication of the file in to the
cloud, which is automatically intimated to the admin
through the notification. Keywords identifies the
duplication of files into the cloud, thus keyword
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storage for every file would avoid the duplicated
files.
D. User File Downloading Process

A user who has registered earlier in the
cloud, can download the file by getting the specific
key from the admin once if the valid key appears the
user can access the requested file from the cloud are
decrypted using DES algorithm and turns to original
format. Then the file will be downloaded in the user’s
location. Invalid users cannot download the file
without particular authentication to process the file.
Only the original users can process the files needed
using keyword.

VI. RESULTS

A SECURED AND AUTHORIZED SYSTEM FOR DATA
DEDUPLICATION
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VII. CONCLUSION

In this paper we have proposed convergent
encryption technique for user data deduplication.
Each data owner can verify the correctness of the
convergent key. Also, the session key and encrypted
data blocks can be dynamically refreshed when other
data owner joins or data block changes. The
advantage gained from it is, by interacting with
clients, the server will reduce the time complexity of
deduplication equality test from linear time to
efficient logarithmic time over the whole data items
in the database. A proof of concept, we implement a
prototype of our proposed authorized duplicate check
scheme and conduct tested experiments using our
prototype. We show that our proposed authorized
duplicate check scheme incurs minimal overhead
compared to normal operations.
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